Replies to Preb Quries for GEM/2025/B/6253494 dated ZDIOEfZOZS—SeIecv‘.on-of Service Provider for Enhancements / Redesigning, Hosting & Maintenance of Canara Bank Websites & Intranet and

Domain / DNS Management for a period of 5 Years

Si No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Annexure-8, . {iv) End to end Domain & DNS Management of all the Bank's : 3 Bank is presently having 45 Domains & 250 sub
1 74 % i f ly Sta ber of Do & Subd & . <
Scope of Work 31 RurposelOpfectives public Domains and Sub-Domains. Kindty teymber o Sl uhcomalne domairk{approximately).
Bidder has to comply to the following RFP terms.
iv.All components used for Hosting, managing,
securing, monitoring, updating content etc., of
. ; the websites should be supported by the
C',.“S S b_e_hcense_d tnd accesrslble byall types of users For implementing the RAG & Al features in the CMS , the respective OEMs and the Bidder should ensure
without requiring coding or technical knowledge and should Y . 3
. s customization needed to be done and enterprise CMS dont allow |that no end of support / end of life products /
have a point and click interface.Website should support RAG x S .
2 78 Annexure-8,5.2 Scope of Work |Content Management System (CMS) ; 2 custimization in there product. Does the department is open for |components are used.
- (Retrieval-Augmented Generation) . 8 .
. . Open Source/ Custom Made CMS which will have all the feature |v.The Bidder should ensure back-to-back
feature to ensure up-to-date content in the website for key Rl
cters defined by the Bank as required? support for all the components used and there
Pram should not be any limit to the number of tickets
raised for troubleshooting etc., during the entire
contract period.
Support personnel (One junior Content Designer and Website
Developer from 8 am to 8 pm on all Bank working days and As per the clause, | understand 2 resources need to be depleyed
. One Senior Content Designer and Website Developer on on bank premise on all working days. After bank working hours : ;
3 87 -8,5. Onsite S : X ! Bidder to ly with RFP t d Conditions.
AR5 SRR pRWoTK Onsite Support 24"7*365) should be placed at Canara Bank's Information the offline support should be provided by the bidder for Iecerite compiy W ErT ahg Rohairon
Technology Wing, Head Office premises located at Bengaluru, |24'7*365 Support. Kindly Confirm if my understanding is correct.
Karnataka for the entire duration of 5 years of contract
The Bidder will also be required to obtain STQC certification
4 80 Annexure-8,5.2 Scope of Work |Security and Compliance for the websites during the contract period as informed by the |Kindly clarify No. of STQC Certification required Bidder to comply with RFP terms and Conditions.
Bank.
vii. The website design and structure should be SEO friendly
5 75 Annexure-8.5.2 Scope of Wark Website Design / Enhancements far and optimizable to increase SEQ ranking. The vendor should Are there any specific website ranking targets have been RFP Clause is self explanatory,bidder to comply
L pe www.canarabank.com website: maintain SEO and accessibility scares of the website at 80 - defined? with RFP terms and Conditions.
100 throughout the contract period.
6.Payment will be Quarterly in arrears as per Table-D of . . N .
der the interval of t te . . G
6 17 Payment Terms 5.1.Payment Terms Onsite Resources Annexure-16 after deducting applicable penalties and :::::Ecu;:e;:’e =ARTR/RTO PAVIMENLIOF OREE fesadites I Bidder to comply with RFP terms and Conditions.
Liquidated damages (if Any). i .
The bidder should have experience in designing/revamping
and maintained minimum 2 interactive and multilingual
websites out of which at least one should be a Public Sector
. . < A - Gil g . t " i .
7 64 Ariaires Pre-Qualification Criteria or Private Sector Bank in Ir!d:arnr Fman:lpl lnAstrtutlons.fPSUI P‘leasg conmller State Government Departments and consider the Bidder to refer Corrigendum:2
Central Government Organizations in India with web Content  |time line during last 5 Years.
Management Solution (CMS) during the last 3 years as on the
submission of Bid. (Note: The websites must be in operation
and maintained by the bidder as on date of the RFP.)
4.The Bidder /OEM should have hosted the websites in MeiTy
Annexure-9 approved public Cloud for Scheduled Public or Private Sector y
tate G t Depart.
8 89 Technical Evaluation Criteria Bank / Financial Institutions / PSU/ Government Organizations Flease;consider 3 Oeritent-Departments and Staurey Bidder to refer Corrigendum-2

in India during last three years as on the date of submission of
bid.

Bodies Like SIDBI and consider the time line during last 5 Years.
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S| No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
The bidder should have experience in designing/revamping
and maintained minimum 2 interactive and multilingual
ek websites out of which at least one should be a Public Sector
; B or Private Sector Bank in India or Financial Institutions/PSU/ Please consider State Government Departments and consider the | . .
9 89 Technical Evaluation Criteria : A S A o A Bidder to refer Corrigendum-2
Central Government Organizations in India with web Content  |time line during last 5 Years.
Management Solution (CMS) during the last 3 years as on the
submission of Bid. (Note: The websites must be in operation
and maintained by the bidder as on date of the RFP.)
The Bidder should have experience in Public Sector or Private
Sector Bank in lnd@ or.Fma.nnal _}nshtutlonsz’PSUI Central The Gen Al usecases defined are for the initial
Government Organizations in India as following: period onlyand Bankwill constéler leveraging
Annexyre:3 . . N 1 Hosting, Maintaining Public D[ﬂSII?omalnI?NSSEC o Jr‘l’ears Please consider other Gen Al use cases rather than mandating more / all of the Gen Al capabilities during the
10 90 Technical Evaluation Criteria 2. GenAl based search/ Translation integration in public . 3 .
- ; only Translation use case couse of the contract period and the bidder
website -3 websites should support the same without any additional
3. Search Engine Optimisation (SEO) services for websites - 3 Y
cost to the Bank.
Years
. s - _— The bidder should have at least CMMI (Capability Maturity Request if this clause can be deleted as we will not be X ; )
1 -2Pre- lificati %
1 &7 Buyer Added Bid Specific ATC frlnexure 2Pre-Qualification Criteria Model Integration) level 3 certification qualifiying for the RFP due to lack of CMMI certification Bidder to comply with RFP terms and Conditions
Bidder should provide end-to-end
For website re-design, do Canara bank already have a design design/template whereever redesign/revamp is
12 2 Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 Scope of Work team setting the design guidelined (Brand guidelines) or do they [required. However, Brand guidelines and
need Niveus involvement in suggesting design relevent details will be shared with the selected
bidder.
Bidder to comply with RFP terms and Conditions.
Will there be a mobile app design revamp as well or is it just
13 2 2 ; i f Work ” g
Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 Scope of Wol Misiehsite Nidbite-app:t5:not under the present Scopeof
work.
Should Canara bank website provide real time stock share price Bicdep tojcomply Wt RFPReITIS RS Conditiors:
- 5 ORK / DELIVERABLES i Wi i i te withil T . F
14 3 Annexure-8 5. SCOPE OF WORK / DELIVERAI 5.2 Scope of Work |nclus!lng details lll.(e |L§ t.re'nd, hls-lory etc within the same Details should be displayed within Bank's website
website or any redirection is required? Eg: Google Finance oty
Bidder to comply with RFP terms and Conditiens.
15 -} . SCOPE OF WORK / D i f What i b ing? 7 sl z :

3 Annexure-8 5. SCOPE ELIVERABLES 5.2 Scape of Work hat CMS is canara bank now using: Additional details, if required, will be shared

with the selected bidder.
Bidder to comply with RFP terms and Conditions.
16 3 Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 Scope of Work 4TS U bing o ary enanEe e e, (o Whih a2
& 4 pe And why. Additional details, if required, will be shared
with the selected bidder.
The Gen Al usecases defined are for the initial
period only and Bank will consider leveraging
. more / all of the Gen AL capabilities during the
17 - = W / DELIVE 5 ? : .

3 Annexure-8 5. SCOPE OF WORK LIVERABLES 5.2 Scope of Work What are the Al/ML use case expectations coute of the contract period-and the bidder
should support the same without any additional
cost to the Bank.

Bidder to comply with RFP terms and Condition;
18 3 AnieRe-8 5. SCOPE OF WORK / DELIVERABLES 5.2 Scape of Work Do-you fiave:data o customer dropoff puints. due: to:system

Additional details, if required, will be shargd
with the selected bidder.
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translation?

Sl No Page No Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank’s Reply
Bidder to comply with RFP terms and Conditions.
For app development, in phase 1, what are the modules/pages
19 3 Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 S f Work
i2 COpeOrar do you need an upgrade as part of lift and shift? Additional details, if required, will be shared
with the selected bidder.
Since there are multiple redirections in the website, we want to Biekier tapommply it RET: Terteeaind Conditions.
20 3 Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 Scope of Work ki the ta f fl that d re-work Il links. . .
pe wn:vv:uuldpr:;:r;:‘ﬁ; af‘:::'ns R ReEC R AR Additional details, if required, will be shared
with the selected bidder.
For the IFSC Portal, 1§ -designi tati (LU . e
u‘]’;e'"’be chan;s i ;::ﬁr‘:?[:‘f esigning sTatic pages Or Wi | gidder to comply with RFP terms and Conditions.
21 4 Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 Scope of Work - - . ;
” . Additional details, if required, will be shared
i::::if'lkﬂl‘rsw changes are required, we will need the number of with the selected bidder.
The revamped website will consists of enhanced Al based Thfj::zﬂ?' iﬁ:sf:kd:;;;" ::nj:;flr::;eram:rﬁ
capabilties eg., Natural language search across all content in Pe! faily { the Gen AL biliti durig fhe
22 3 Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 Scope of Work the website. Are we correct in understanding that these :gour; of '{h: (o:“::: ;::1;{; ﬂ: bl'ddrfr
features must be implemented on your exisiting website prior to Pt - -
the:migration should support the same without any additional
cost to the Bank.
Given the nuances and variations within regional Indian Bidder to comply with RFP terms and Conditions.
languages, and recognizing that Al translation accuracy can
23 3 Annexure-8 5. SCOPE OF WORK / DELIVERABLES LY f Work
fRRIEE: ERARL 2 Scope ot Worl vary, what is the acceptable level of accuracy for the Al- Additional details, if required, will be shared
powered translations? with the selected bidder.
Bidder to comply with RFP terms and Conditions.
24 3 Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 Sc f Work ifi isi G bsite? s
nnexure ope of Worl What specific use cases do you envision for RAG on the website! Additional details, i required will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
What specific key parameters will be defined to ensure up-to-
25 3 Al -8 5. SCOPE OF WORK / DELIVEI S 5. f Work
nnexure RABLE 7 BCupeaT o date content through RAG? Additional details, if required, will be shared
with the selected bidder.
Do you have an existing knowledge base that RAG can pull from? Bidder:to.comply: with R terms and Condttions:
26 3 Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 5c f Work I isitin?
& PpE BLoR 1: :;’twwh;;:;‘:::;: sll:c::lld be included? Additional details, if required, will be shared
i B with the selected bidder.
The Gen Al usecases defined are for the initial
Would you ke (0 enbance your essting chatbot tobetter [P0 T MERTRIL SRR SEERIR
27 3 Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 Scope of Work understand natural language and engage more naturally with 2 P ; ok
users while maintaining its existing structure? causeof the contract period and thie bidder
- should support the same without any additional
cost to the Bank.
Bidder to comply with RFP terms and Conditions.
Hindi & English content will be provided by the
Will the bank provide any support for content creation or Bank: However, the Bidder shoul-d wapslate iy
28 & Annexure-8 5. SCOPE OF WORK / DELIVERABLES 5.2 Scope of Work required by the Bank. Further, Bidder should

provide end-to-end design/template whereever
redesign/revamp is required. However, Brand

guidelines and relevent details will be shared
with the selected bidder.
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Sl No Page No |Section RFP Clause/Sub clause Detailed Clause No ]Bidders Query Bank's Reply
‘Would you like to consider a headless CMS solution that meets
5 : live =
29 6 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Content Management System (CMS) your requirements for omnichannel content delivery, security, g 40 0 comoly with RFP terms and Conditions.
and streamlined content management? |t offers flexibility in
integration and efficient content handling.
Bidder to comply with RFP terms and Conditions.
30 82 P — 5. SCOPE OF WORK / DELIVERABLES Hasting and Maintenance Do we have Infrastructure architecture of the existing As ;x.er the fnlln\n_nn.g Scope of Work, contact
deployment? details of the existing vendor and other
necessary support will be provided by the Bank
to the selected bidder for coordination.
31 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance Application workflow/service dependency details Bidder to comply with RFP terms and Conditions.
Bidder to comply with RFP terms and Conditions.
. . Do we have the list of all the infrastructure components i.e VM
32 82 = 5. SCOPE OF Wi IVERABLES d t
kel ORK: /- DELINERABLE Piastink S paitesance and server details The selected bidder to provide all the required
infrastructure.
Bidder to comply with RFP terms and Conditions.
2 - . SCOPE OF i i d Bal. - n
33 8 Annexure-8 5.5 WORK / DELIVERABLES Hosting and Maintenance Load Balancer used - L4/L Additional detals, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
Al -8 3 ORI Hosti d Maint: ts d other than 80/4437
34 82 nnexure 5. SCOPE OF WORK / DELIVERABLES josting an intenance Any custom ports used other tha dditional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
An -8 2 RK / D i d Mainte i ffinity/stick fons?
35 82 nexure 5. SCOPE OF WORK / DELIVERABLES Hesting and Maintenance Any session effinity/sticky sessions: isditional detaits, 1 requived, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
36 & i VI i i i - i 7
82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance Routing approach - Round Robin or custom approach: Additional details, if recusired, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
37 82 Al -8 i VI 5 Hostil d Mainte Any CDN integrati
nnexure 5. SCOPE OF WORK / DELIVERABLE losting an intenance ny integration Additional details; if required, will be shared
with the selected bidder.
38 a2 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance CDN Provider - Cloud Native/Third Party(Eg:Cloud Flare) Bidder to refer Corrigendum-2
Bidder to comply with RFP terms and Conditions.
: : ‘What is the backend for CDN - Object Storage/Application(EC2
39 82 Anni -8 5.8 v sti d Mainte|
e KORE QF WORK:/ DELIVERASLES Hosting prct Mglrtenance based/EKS based) Additional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
82 Al -8 5. 5CO! 'WORK / DEI Hosti d Maints i d for the lication?
40 nnexure SCOPE OF WORK LIVERABLES osting an intenance Is WAF configured for app Additional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
41 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance Existing WAF provider - AWS Native/Azure Native/Cloud Flare?  |Additional details, if required, will be shared

with the selected bidder.
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Bidders Query

Bank's Reply

42

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Only OWASP policies configured?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

43

8z

Annexure-8

]

. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Any custom WAF policies?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

44

82

Annexure-8

w

SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Any Rate limiting in WAF?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

45

82

Annexure-8

o

SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Is the application Stateless?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

46

82

Annexure-8

SCOPE OF WORK / DELIVERABLES

by

Hosting and Maintenance

If Stateless,how is the session managed?Redis?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder. *

47

82

Annexure-8

w

. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Is the application Monolithic/Microservice based?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

48

82

Annexure-8

w

. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

If microservice based, number of microservices available

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

49

82

Annexure-8

o

SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Any Service mesh leveraged for interservice communication
between the microservices?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

50

82

Annexure-8

w

. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Is the application containerized?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

51

82

Annexure-8

.

SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Is the container,microservice based/monolithic?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

52

82

Annexure-8

i

SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Existing container image storage repositary

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

53

82

Annexure-8

[

. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Is the application hosted on Linux/Windows/Amazon Linux
machines

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

54

82

Annexure-8

w

. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Any application dependency on the existing OS and its version?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

55

82

Annexure-8

w

SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

What is rhe Teck stack of the application -
Python/MNode/ Java/Spring Boot

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

56

82

Annexure-8

v

. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Is the application hosted on Autoscalable clusters for
autoscalability?

Bidder to comply with RFP terms and Conditions.

Additional details, if required, will be shared/
with the selected bidder. Z
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82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Is the application deployed using CI/CD?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Is the C1/CD Jenkins based/Cloud Native?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

59

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Are both CI/CD leveraged using Jenkins?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

If Jenkins deployment, does it have Master-Slave configuration

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

61

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

If master-slave based,number of Slaves configured?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

62

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Number of pipelines in the existing deployment

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

63

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Is the Jenkins setup common across all the
environments(Dev/Staging/UAT /Production)

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

(AWS)If Cloud Native does it involve both Code Build and Code
Deploy

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

65

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

(AWS)Is Cade Piepline also levergaged??

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Which RDBMS is leveraged? (MySQL/PostgreSQL/SQL
Server/MariaDB)

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

67

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Are the Databases Managed or VM based workload?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

68

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Are the DBs Multi A7?

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

69

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Any analytical requirement from RDMS

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

70

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Is the DB clustered or standalone hosting

Bidder to comply with RFP terms and Conditions.
Additional details, if required, will be shared
with the selected bidder.

Al

82

Annexure-8

5. SCOPE OF WORK / DELIVERABLES

Hosting and Maintenance

Any No SQL DBs leveraged - Elastic/Mongo/DynamoDB/Document
DB

Bidder to comply with RFP terms and Cenditio
Additional details, if required, will be share:
with the selected bidder.
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devices, i.e. mobiles, tablets, laptops,
desktops etc

S| No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Bidder to comply with RFP terms and Conditions.
72 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance If Elasticsearch,is it Elastic Cloud based/Unmanaged? Additional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
73 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance If unmanaged Elasticsearch,is it clustered setup? Additional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
74 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance Does the Cluster setup have Zonal Awareness enabled? Additional details, if required, will be shared
'with the selected bidder.
Bidder to comply with RFP terms and Conditions.
75 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance Size of the Cluster - Number of Primary and Secondary Nodes Additional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
76 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hesting and Maintenance If MongoDB,is it MongoDB Atlas based/Unmanaged? Additional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
77 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance If unmanaged MongoDB,is it clustered setup? Additional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
78 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance Does the Cluster setup have Replica Set enabled? Additional details, if required, will be shared
b with the selected bidder.
Bidder to comply with RFP terms and Conditions.
79 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance Size of the Cluster - Number of Primary and Secendary Nodes Additional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
80 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance Is Dynami DB leveraged? Additional details, if required, will be shared
with the selected bidder.,
Bidder to comply with RFP terms and Conditions,
81 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance Is Decument DB leveraged? Additional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
82 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Haosting and Maintenance Who is the existing DNS provider Additional details, if required, will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditions.
83 82 Annexure-8 5. SCOPE OF WORK / DELIVERABLES Hosting and Maintenance Would the same DNS be leveraged post migration to GCP Additional details, if required, will be shared
with the selected bidder.
x < 1. What are the business reasons for which the enhancements
Migration of contents of the existing S A
: such as Artificial Intelligence / Natural Language search etc
corporate website of Canara Bank & : :
www.canarabank.com. The vendor has to shodid be finiiemented before miamtionand netenthe
84 2 5.2 Scape of Work . % i ; g Website Design/ Enhancements - Sub clause 1 |revamped website ? Bidder to comply with RFP terms and Conditions.
implement enhancements such as Artificial
Intelli / Natural La T 2. shall the enhancements be treated as a separate scope and
e"u: f::cre ia u:’ fHape.seard out of scope of this RFP or shall the enhancements be a part of
ICIOTE TgIRTen, the scope of this RFP ?
The website should be devise agnostic and Bidder to comply with RFP terms and Conditions.
85 2 5.2 Scope of Work capable-of being viewed on various Website Design/ Enhancements - Sub clause 2 Assuming that mobile app is out of scope

Mobile app is not under the present Scope of,

S

work.
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51 No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
If Bank wishes to revamp the entire website
at any point of time during the contract 1. Can both the existing website and revamped website run in
period, the vendor should carry out the poarallel ? If yes then for how many months ?
T Bidder to povide elinised content Fecamped website) run 1 parals 1 yorthe fo how many 14467 10 Comply with RFPtems and Condiions.
86 2 5.2 Scape of Work 1. E.r o Pfuﬂ < ) Fm g Website Design/ Enhancements - Sub clause 2 pe p HiLy ¥ Additional details, if required, will be shared
updation including changes in design / months ? iith the oot Blddor
addition of new pages in the website etc., 3. Assuming that decommissioning of the existing wesbite shall r
as per business requirement of the Bank be out of scope ?
without any additional cost to the Bank
during the entire contract period.
Other than Hindi & English, the website
should have the functionality of displaying What all languages are we envisaging here? Can you please share |Bidder to comply with RFP terms and Conditions.
87 2 5.2 Scope af Work content in majority of the other Indian Website Design/ Enhancements - Sub clause 5 the indicative list of languages the propoesed solution should Additional details, if required, will be shared
Languages using advanced Artificial support apart from English and Hindi with the selected bidder.
Intelligence (Al) capabilities.
Separate blog section to be incorporated
[DT hflh“g':u:g ntﬂ"'s‘ Eate'“ de;em:meent‘:! Are we going to have live blogs? Will any user be able to put Ridder tn.comply with-REP: terms and Condirions.
88 4 5.2 Scope of Work CAETONOF SVEIL, OIERCINE SCheliies, * |Website Design/ Enhancements - Sub clause 12 £01N8 . 2 5 > v ; P! Additional details, if required, will be shared
and other relevant news related to finance blogs and what review mechanism will be in place? B .
- 0] ) with the selected bidder.
sector for drawing the visitors' immediate
attention.
Bidder to comply with RFP terms and Conditions.
Is Post Login Site (Customer Portal - Bidders scope is limited to what is mentioned in
89 5 3 M
z #:2su0pe:of Wark ik https:/fonline.canarabank.in/) in scope or out of scope? the RFP document.,
Migrating and Hosting of Canara Bank
Corporate Website with enhanced features
such as Artificial Intelligence / Natural
Language search etc., on cloud
let us know thy rox number o ol s
Designing and Hosting of new website for :Li::taebii‘:: i Ca::ZPBank"C:r m::;ﬁ;:t; ::f]:: I;::k Bidder to comply with RFP terms and Conditions.
90 5 5.2 Scope of Work Canara Bank IFSC Banking Unit (CBIBU) Sub Clause 5.1- Purpose/ Objective . 7 e L i Additional details, if required, will be shared
: IFSC Banking Unit (CBIBU) Website, Canara Bank Intranet site, A .
Website on cloud : with the selected bidder.
= z Unifed Dashboard
Redesigning of Canara Bank Intranet site
Creation of unified dash board and
migration of Domain / DNS of all Canara
Bank Domains and Sub-Domains
by i Bidder to comply with RFP terms and Conditions.
Migration of contents of the existing e Py
eotporate website of Gatiary Scope is already defined. Further, the Gen Al
Bank www.canarabank.com. The vendor 2 : iR ;
= f 5 What are th Al features to be implemented ? Please provide few |usecases defined are for the initial period only
9 5 5.2 Scope of Work has to implement Website Design/ Enhancements - Sub clause 1 : . .
o samples. and Bank will consider leveraging more / all of
enhancements such as Artificial P §
E the Gen AL capabilities during the couse of the
Intelligence / Natural Language Z "
bk e Gkt contract period and the bidder should suppert
Oy 1y g AHOf: the same without any additional cost to the Bank.
However, The Bidder to provide unlimited
content updation including changes in
design / addition of new pages . 2 ; . 5
L th bid i
92 8 5.2 Scope of Work in the website etc., as per business Website Design/ Enhancements - Sub clause 3 e e S oo mieral Bidder to comply with RFP Lerms and Conditions,

requirement of the Bank without
any additional cost to the Bank during the
entire contract period.

content requests that can be served on weekly basis?
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Sl No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Other than Hindi & English, the website
should have the functionality
of displaying centent in majority of the
other Indian La_n_guages using Bidder to comply with RFP terms and Conditions.
advanced Artificial Intelligence (Al)
93 15 5.2 Scope of Work capabilities. Opw:m to be made Website Design/ Enhancements - Sub clause 5 Would the bank have any manual review of translated content? Additional details, if required, will be shared
ava!lahle to the viewers to selnfcr. the with the selected bidder.
desired language and the website should be
capable of displaying the content in the
particular
language selected with maximum accuracy.
The website design and structure should be
SEO friendly and
optimizable to increase SEO ranking. The
vendor should maintain SEO
and accessibility scores of the website at
80 - 100 throughout the
contract period. Industry best practices for
ahieying high website The accesibility score here is captured using Lighthouse. Is that [Bidder to comply with RFP terms and Conditions.
SEOQ score such as Keyword Research and M-
94 5 5.2 Scope of Work Cun'ter-][ D.ptlrnllaﬁﬂln, On.Pa.gc‘ ‘Website Design/ Enhancements - Sub clause 7 For monitoring the SEO if cretain tooks are tised, would Bank Further, Bank may use any/more than ane of the
Olptlmlzabun,rﬁackhnk Bufleting, 2L procure the licenses or subscription of those tools ? leading tools to verify the same.
Sitemap, Mobile
Optimization, Broken link fixing, Schema
Markup, etc., will be the
responsibility of the Bidder, The Bidder
should monitor the website
SEO Score using industry best tools and
share daily report to the Bank
on varicus parameters and scoring
The bidder will be responsible for ensuring
that the WEbSFt? Vmeel_i : Bidder to comply with RFP terms and Conditions.
2k the a.CEESFIbllI'Ly standsrdsiincluding : . For accesibility verification if certain tools are proposed, would
e 1 5.2 Scope:of Work Eoavarsion ot webpages:/ . Webstte Destgn/ Enhancements. Sub.clatse 8 Bank procure thoe licenses or subscription? The selected bidder to provide all the required
documents etc., wherever required HSN——
throughout the contract period
using best in class tools.
Various types of content should be
delivered through the website.
The indicative content types may be HTML Bidder to comply with RFP terms and Conditions.
documents, Word P ] + .
96 5 5.2 Scope of Work Documents, PDF documents, Images, Website Design/ Enhancements - Sub clause 14 S:;‘:::Zr::n;l]::s‘:;ﬁ'xﬁxg‘; 'bl;ﬂaa:::' :l:;:;"fs:‘:;ﬂ? Cunten!; will be provided Qy the Bank. .
Photographs, multimedia files, Translations wherever required and as applicable
Audio/Video files etc. (In built players to is to be done by the Bidder.
enable previewing before
download).
Bidder to comply with RFP terms and Conditions.
As per the Scope of Work, Renewal and
. . maintanance of all the exisiting 45 Domains &
The ptdder shu.uld support migration of the 250 {approx) Sub-Domains will be the
97 15 5.2 Scope of Work webs!’.e oz different . ke ‘Website Design/ Enhancements - Sub clause 19 Would bank take care of registering all such domain names? responsibility of the Bidder. New Domains, if
domain as pgr the requlrement of Bank any, required as per regulatory requirement
4 regulator if required. {*.Bank.in} will be done by the Bank. Further,
Bidder should support registering any other
domain which is non-regulatory in nature at
mutually agreed rates. %
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Sl Ne Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Bidder to comply with RFP terms and Conditions.
The bidder should ensure compliance to . " . —
” : . SHERLS - ? oo Eowe
8 15 5.2 Scope of Work the Escrowigiitlatings Website Design/ Enhancements - Sub clause 22 Can bank share link of such Escrow Guidelines Additional details, if required, will be shared
with the selected bidder.
Typically a Content Page after being deigned in CMS, may not
CMS should support on demand creation of have header and footer section upfront visible in CMS as those PP Clavse s setfexalanatory. Bidder has o
99 7 5.2 Scope of Work a “ready to print” copy of Content Management system - Sub clause 12 are incorporated after publish to website. Hence "Print Copy” of e R termsp -
the content pages. content in CMS may vary from that after publish to website. Will P )
bank consider the same?
There should also be a provision for Bidder to comply with RFP terms and Conditions.
archival of content/section/pages . . A .
100 : - Sub ] Is this feats d at dual level or at CMS? ; - ;
7 5.2 Scope of Work and content filtering by specific Content Management system - Sub clause 15 s this feature required at individual site level or a Additional details, if required, will be shared
date/month/year with the selected bidder.
Application must support various content
formats such as HTML,
SMTP, XML, JavaScript's, DHTML, EXCEL, SMTP is a protocol for sending Emails. CMS to have integration 3 : ,
R A
101 7 5.2 Scope of Work Word, audio, Movie, Content Management system - Sub clause 18 with SMTP servers for sending email notifications. Is this the c;Cllaltl;eR‘:;etgﬁ":Pla‘"aer sl
graphics, Icons, psd, ppt, etc. CMS must be correct understanding? P :
compatible for all common
browser types.
. U 1 a Can bidder propose any CSP (registered at MEITY) like AWS, i X s
102 i - * , d I F .
7 5.2 Scope of Work Security and Compliance Security and Compliance- Sub clause 1 GCP, Azure etc for hasting the Corporate Website and CBIBL? Bidder to comply with RFP terms and Conditions
Is NetBanking in scope? Bidder to comply with RFP terms and Conditions.
The vendor will be responsible for Is Mobile Banking in scope?
providing all the required APIs for Which marketing solution to be integrated with? Bidders scope is limited to what is mentioned in
integration with Bank’s other systems such s = Will SMS be sent to International Numbers? the RFP document. Additional details, if
103 L 52 Seope:of-Werls as call centre, SMS, e-Mail, Seoutibrand CompliancesBubclause <15 What is the expected volume of such SMS, EMail on monthly required, will be shared with the selected
net banking, mobile banking, marketing basis? bidder.
solutions etc., How amny APls is expected from the platform for Call center
integrations?
The Bidder shall ensure to abide by Bank’s
policies including Cloud . i ire additi
tional work w.r.t
Poticy, Artificll Inceligence Policy o the ettt stiorig o mplaietation Aidde ok el
104 10 5.2 Scope of Work Bank and other relevant Security and Compliance - Sub clause - 29 = 2 P § v, a Bidder to comply with RFP terms and Conditions.
e + to implement those post agreement on chargeability. Would
guidelines from RBI, CERT-in, Government Bk agree to that?
of India etc., during the e 2
entire contract period.
It will be the responsibility of the vendor
0 ml_prrate m? websl{e.ar_ad If bidder requires establishing a governance process for
coordinate witlthe exjsting:¥endur. The managing the interactions and activities with the existing vendor
105 11 5.2 Scope of Work contact details of the Hosting and Maintenance -Sub clause - 6 : .g S S s Bidder to comply with RFP terms and Conditions.
o along with participation of Bank , establishing accountibility,
existing vendor and other necessary o Bank birce b the'sara?
support will be provided by the g .
Bank to the selected bidder.
Prompt and proper maintenance of the
websites and its frequent
updates will be the responsibility of the K o
R t bank to der this cl d allow to put . . .
106 1" 5.2 Scope of Work Bidder. There will not be any Hosting and Maintenance -Sub clause - 18 Eies, an SO T G AN AT e At Bidder to comply with RFP terms and Conditions.

cap on the number of updations done on
the websites / intranet /
Domain / DNS etc.,

after discussion.
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S| No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
The bidder should provide end to end
comprehgnswe analy:tn: too! for Bidder to comply with RFP terms and Conditions.
Ehewehiltis: 1o provia vatisus data Which CRM toal is used by Bank? Can it provide secured API f
107 12 5.2 Scape of Work related to the websites, The tool Hosting and Maintenance -Sub clause - 14 PSR Reale o - I )
& > ) data exchange? Additional details, if required, will be shared
should be able to integrate with Bank’s ith the-selected bidder
CRM solution for further o et :
analysis, leads etc.,
Minimum 25% YoY increase in concurrent
108 13 5.2 Scope of Work users Hosting and Maintenance -Sub clause - 24 Suggest Bank o reduce this to 10% Y-o-Y as industry standard. Bidder to comply with RFP terms and Conditions
may be considered for sizing.
However, The Bidder to provide unlimited
content updation including changes in
design / addition of new pages . . . .
i g Si t to all ; . .
109 14 5.2 Scope of Wark if the viehifte 81t a5 par busifisss Webs_lte Design / Enhancements for www.canarabank.com uggest Bank to al low putting a threshold to limit such requests Bidder to comply with RFP terms and Conditions.
: P website: Sub clause -3 on a monthly basis.
requirement of the Bank without
any additional cost to the Bank during the
entire contract period.
The application should be developed in
such a way that it is scalable and accessed 10K Concurrency for intranet use is toe Large a value. Request
110 14 5.2 Scope of Work by all the employee of the Bank without Intranet - Sub clause - 4 Bank to share current concurrency so that correct target Bidder to comply with RFP terms and Conditions.
any lag. Minimum concurrency should be concurrency can be arrived at.
for 10,000 users.
i ill b ] i
11 General Question NA UAT testing will be done by the bank business team. Please Yes
confirm
ii. The website should be devise agnostic Bidder to comply with RFP terms and Conditions.
and capable of being viewed on various Website Design / Enhancements for www.canarabank.com " . .
112 2 5.25 f Work = . % z Wi T ting? " ; ”
e 2 et devices, i.e. mobiles, tablets, laptops, website: Sub clause -2 UL the: bk ArovIde devices o testing The selected bidder to provide all the required
desktops etc. infrastructure.
What testi itory is foll d by the bank? Wouls
113 General Question NA i g rep-om Al ey e s g Bidder to comply with RFP terms and Conditions.
be provided for it?
ii. The website should be devise agnostic Is there any tool available for cross-browser/device testing with |Bidder to comply with RFP terms and Conditions.
114 2 5.2 Scope of Work and capable of being viewed on various Website Design / Enhancements for www.canarabank.com the bank? Can the same tool be used for SIT/UAT testing? If not,
' e devices, i.e. mobiles, tablets, laptops, website: Sub clause -2 are there any specific requirements regarding the tool, such as a |The selected bidder to provide all the required
desktops etc. preference for a cloud-based tool or an on-premise tool? infrastructure.
xxxi. The vendor/bidder shall establish a
it pf‘mh rr}anagreljner{t proces‘s i Bidder to comply with RFP terms and Conditions.
eneauee: imely identificalion; testing;-and Can we utilize existing test management tool to track test cases
115 17 5.2 Scope of Work deployment of security patches for all Security and Compliance - Sub clause 31 8 8

application components, operating
systems, and third-party dependencies

associated with Bank’s websites.

and defects, or do we need to buy a new license for this project?

The selected bidder to provide all the required
infrastructure.
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S1 No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Bidder has to comply to the following RFP terms.
iv.All components used for Hosting, managing,
securing, monitoring, updating content etc., of
ix. The vendor /bidder shall ensure that the WEtmeS Houd be su;:fponed by the
% % respective OEMs and the Bidder should ensure
only licensed software is used for the 3 i . ,
Are there any restrictions on the use of open-source tools in that no end of support / end of life products /
development, deployment, and + .
116 1" 5.2 Scope of Work e el Hosting and Maintenance - sub clause - 9 testing? components are used.
o . PpeaLe 4 s u - For ex. Browserstack, Python, Selenium etc v.The Bidder should ensure back-to-back
operating systems, third-party libraries,
et Dot support for all the components used and there
Yy L should not be any limit to the number of tickets
raised for troubleshooting etc., during the entire
contract period.
ii. The website sh(?ulﬂ be devise agr_ms iC ) ) Is it possible ta: share the market analysis.reports for Android, Bidder to comply with RFP terms and Conditions
17 2 5.2 Scope of Work and capable of being viewed on various ‘Website Design / Enhancements for www.canarabank.com 105, iPad, and Tabets from the last 2-3 years to identify device
& pe devices, i.e. mobiles, tablets, laptops, website: Sub clause -2 lestl. mve'm e Additional details, if required, will be shared
desktops etc. ge: with the selected bidder.
xxxi. The vendor/bidder shall establish a
obust p.atCh "..'anag?mr!t pmces.s t Regarding the operating system (0S), we will cover the latest
ensure Himely identification, testing, and version and the last two versions during testing. Could you Clause is self explainatery,Bidder to comply with
118 2 epli i i i - WE S s 2
10 5.2 Scope of Work depl f)ym-em of security patches lfcr all Security and Compliance - Sub clause 31 confirm if there are any additional OS version testing RFP terms and Conditions.
application components, operating 3
-expectations?
systems, and third-party dependencies
associated with Bank's websites.
ix. All the modules being developed for the : 2 :
; cl L It t
119 8 5.2 Scope of Work websites should go through a mandatory QC {Security and Compliance: Sub clause -9 Is Automation Testing within the scope? gty a".m. Y, i der i coqty with
. RFP terms and Conditions.
and QA testing.
Redesigning, Ma?r!terlmnce a:1d Hosting of 15 thie SIT GnviranmBit aEcessibla over the iitsiet;: dnd i the Bidder to comply with RFP terms and Conditions.
120 14 5.2 Scope of Work Bank's Intranet site in Bank's Data Centre  |Intranet:Sub clause -1 PwC team access it from outside the Canara Bank office?
and Disaster Recovery Centre (On-premise). A Access available within Bank LAN only.
v. Other than Hindi & English, the website
should have the functionality of displaying
content in majority of the other Indian : g a " . L - ; .
3 =¥, Website Design / Enhancements for www.canarabank.com What are the Indian languages that will be in scope? Can you Clause is self explainatery,Bidder to comply with
121 2 5.2 Scope of Work Languages using advanced Artificial i i 5 HE;
S e B website: Sub clause -5 share a list of their names? RFP terms and Conditions.
Intelligence (Al) capabilities. Option to be
made available to the viewers to select the
desired language and the
Bidder to comply with RFP terms and Conditions.
xii. The Bidder will also be required to We would like to update the bank that we will only be able to
obtain STQC certification for the websites . . provide STQC certification for only specific domains such as for |Bidders scope is limited to what is mentioned in
122 8 i 3 - : Bkt ey T - ST =5 7
A 3cope of. Wark during the contract period as informed by Secuninand/Chinplisacer sibcladis -2, .gov.in / nic.in. Kindly cenfirm if this is still required since it the RFP document. Additional details, if
the Bank. will not be applicable for canarabank.in or canarabank.co.in required, will be shared with the selected
bidder.
What are the primary goals and objectives of this upgrade?
What th t pail ints wi istil i
i at are the current pain points with the existing website and Bidder to comply with RFP terms and Conditions.
intranet portal?
123 5.2 Scope of Work General NA Who are the main stakeholders involved in this project (IT,

business, marketing, HR, etc.)?
What is the expected timeline for the project (start date, go-
live, etc.)?

Additional details, if required, will be shared
with the selected bidder.
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Sl No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
What types of content and data need to be migrated (pages,
documents, users, etc.)?
Are there structured or unstructured content repositories that
need to be considered?
Are there any data retention or archival policies to comply with |Bidder to comply with RFP terms and Conditions.
T during migration?
124 - 5.2 5 f Work ta M
Cope on Rt L lgration b Is any content restructuring or clean-up expected during the Additional details, if required, will be shared
migration? with the selected bidder.
Whats the anticipated size of data/content which needs to be
migrated in both languages
Need to build an utility to fulfill migration audit to ensure
successful migration of content
Bidder to comply with RFP terms and Conditions.
What ke d theit ti
ha s;are- the key user personas an ir respective access Kindly note that as per Scope of work, Canara
eeds? N X Bank corporate website & CBIBU websites are to
1 ion i ?
125 7 5.2 Scope of Work Roles and Access NA e y hew th? au.th?mcat on is being used be hosted on Cloud (additional authentication if
Any 550 integrations is in place? Where the actual users are . : 2
stared? any required to be provided by the Bidder) and
How w'ﬂuld ou like to achieve multi factor authentication? intranet (s to'he hostad on-premise
¥ ' (Authentication also will be with an-premise AD
Setup only).
There should also be support for text and
vaice based search functionality for
present, historic, and archived content and
the search should be capable of analysing . ; e
the search input arid understand the usér Bidder to comply with RFP terms and Conditions.
requirement using advanced Al/|
quir ing e AlZML What is the exact requirement to add Al and for what Gen Al usecases defined are for the initial period
algorithms and return suitable reply based 3 o . : . R 3
£ & Website Design / Enhancements for www.canarabank.com functionality? only and Bank will consider leveraging more / all
126 3 5.2 Scope of Work on the actual content of the website with . s . . ! o
website: Sub clause -9 What kind of suggestions should be displayed if exact of the Gen AL capabilities during the couse of
atmost accuracy and should have the A =R : .
> 5 - 5 5 information is not found? E.g. related keywords the contract period and the bidder should
functionality to provide suggestions with ; i
i support the same without any additional cost to
options related to the search topic if exact Hic Bk
information is not available. End users £
shauld be able to search using the language
selected for website display for natural .
interaction.
Web site should have the mechanism of
automatic archival of contents on a fixed
interval. The interval will be defined
FiG LS E.‘h by Bidder to comply with RFP terms and Conditions.
the Bank and should be custemizable. The - . . . .
archives should be available in a structured |Website Design / Enhancements for www.canarabank.com M) R e SEE [T Ruamatic archival. hisi g for eontent
127 3 5.2 Scope of Work " i g i nx.co across the website or needs to be customizable for different

and categorical manner based on the year
the information pertains to. Manual
archival option should also be there. There
should be option to search archived data
based on category/date.

website: Sub clause -11

sections?

Additional details, if required, will be shared
with the selected bidder.
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SI No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Cloud dashboard for monitoring all the
parameters with respect to Canara Bank
Websites (including SLA, performance
parameters of website and related
infrastructure) should be provided to the
Bank for real time monitoring of the Does the bank have exhaustive list of performance paremeters  |Bidder to comply with RFP terms and Conditions.
128 8 5.2 Scope of Work websites. The dashboard shall have data Security and Compliance Subclause - & or KPls that need to be displayed in the dashboard (fully or Additional details, if required, will be shared
pertaining to Bank's websites only. If partially)? with the selected bidder.
needed, the bidder should customize the
dashboard as per Bank's requirement
without additional cost to the Bank.
Adequate security for dashboard access
should be in place.
Prompt and proper maintenance of the
pichsites anfi “s frequent _updates Wik be Is there a requirement of domain migration also from older to Bidder to comply with RFP terms and Conditions.
the responsibility of the Bidder. There will . . o ao g A .
129 8 5.2 Scope of Work it be any cap on the numbér of ipdations Hosting and maintenance Subclause - 8 newer system? Additional details, if required, will be shared
e ievihires Fitranet 7 ol What is the tentative interval/frequency of these updates? with the selected bidder.
DNS etc.,
The vendor will be responsible for end-to-
end information security of
the websites including but not limited to
Cloud security such as Bidder to comply with RFP terms and Conditions.
130 8 5.2 Scope of Work F1rmll. T SDen o LSO Security and Compliance - sub clause 1 Wil Bar Procure Lhese‘ solutions or the service provider:1s The selected bidder to provide all the required
protection, WAF, IDS, IPS, SOC, expected to procure this. A
: infrastructure.
Database management, Antimalware,
EDR/XDR tools, DR Site
maintenance, DNS Security, 55L Certificate
etc.,
Is configuration of these Systems and devices on cloud
Designing, Hosting and Maintenance of new responsiblity of service provider or of the bank, if service Bidder to comply with RFP terms and Conditions.
131 8 5.1 Scope of work website for Canara Bank IFSC Banking Unit  |Purpose/Objective Subclause - 2 provider thenDoes the bank have any specific component Additional details, if required, will be shared
(CBIBU) Website on cloud preferences in cloud, if so does the bank have all necessary with the selected bidder.
secure configuration documents available for configuration
Bidder to comply with RFP terms and Conditions.
) .. 1. Please ca]f!hrm whether the bank will provide the content to Hindi & English content will be provided by the
Updating and publishing of content of all be updated in both the languages? 5 .
o it i ¢ - Bank. However, the Bidder should translate if
132 8 5.1 Scope of work FRELng page.s and designing new page? = Haosting and maintenance Subclause - 11 2 It the cn-nter.lt ls. prov.nded ony I". English ard m.eeds e required by the Bank. Further, Bidder should
per the requirement of the Bank both in translated in Hindi or vice versa, will the translation be z .
: S g 3 0 it provide end-to-end design/template whereever
English and Hindi version simultaneously. validated by Bank before updation? : 5 A
redesign/revamp is required. However, Brand
guidelines and relevent details will be shared
with the selected bidder.
Bidder to comply with RFP terms and Conditicns.
133 8 5.2 Scope of Work Migration of all contents of the existing Website Design for Canara Bank IFSC Banking Unit (CBIBU) Does the bank have data migration standards and policy that the

CBIBU website to the redesigned website.

website: sub clause 6

service provider can refer to while migration

Additional details, if required, will be shared
with the selected bidder.

Page 14 of 71

Internal




51 No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Bidder to comply with RFP terms and Conditions.
Fm;:;ddﬂf sp?:?gl:it:nsu{e Cofmpance t All pre-release audits before go live and
andling o 3 i ;
the bank h lat wh h be
134 8 5.2 Scope of Work requirements and guidelines issued by the  |Intranet Subcaluse - 20 Dogs an hraveany. reeulatony chiechliste-th esure whepever.changes-are: being made i theyeliite
G L Sank et compliance or does the service provider need to create one including source code audit will be the
k ml!l,d.regu at:, a.: E_[‘_:"l fields et responsibility of the Bidder. However, Bank
inclatiig masiig ol ehticaliiniiseits reserves right to conduct additional audits if
warranted.
Bidder to comply with RFP terms and Conditions.
All pre-release audits before go live and
Designing, Hosting and Maintenance of new . : . . whenever changes are being made in the website
Will the bank perf tration Testi this setup |. 2 g
135 8 5.1 Scope of work website for Canara Bank IFSC Banking Unit  |Purpose/Objective Subclause - 2 1_ the s:nvif:( ?;\Td:f::ark ::dnem i :f:lrnisthri‘f i including source code audit will be the
(CBIBU) Website on cloud ariE I selviie G pe: responsibility of the Bidder. However, Bank
reserves right to conduct additional audits if
warranted.
The vendor also has to provide the Business To clarify, Business Continuty Plan to be provided w.r.t - . : 5 3
i 7 , . Bidder has te provide business continuity plan as
136 8 5.2 Scope of Work Continuity Plan of their On-site support - sub clause - 12 operation of the Internet and Intranet website for the Bank. :
izati per the banks requirement
organization. Please confirm.
The site
should support integration with Advanced
Artificial Intelligence Tools Bidder to comply with RFP terms and Conditions.
in the future for displaying contents in . .
< I bl ? A P ; i
137 8 5.1 Scope of work e ——————_ Intranet Subclause - 11 n context of Intranet, can this Al tool be hosted on public cloud: dditional details, if required, will be shared
the Bidder should support the same if Bank with the selected bidder.
desires to implement the
same
Is there any analytics tools already used un current
implementation? Can you share current analytics report?
138 8 5.2 Scope of Work Analytics and tools NA Provide Performance benchmark for load times, page speeds, Bidder to comply with RFP terms and Conditions.
etc. requires further level of details to meet the right
expectations
One time implementation cost for Design,
Development and Deployment of Canara
Bank ‘We would like to request the bank that all the payment terms
‘Website, IFSC Banking Unit (CBIBU) & mentioned in the RFP document towards implementation are
Intranet backdated wherein the payment will be done post completion of | . . o
139 - - Bidder t 3
§ Payment Terms and Creation of unified dash board and Payment Terms - sub clause - 1 implementation. Requesting the bank to consider a flexible idder tocomply with REPLerreerand Coniions
migration of Domain / DNS of all Canara payment schedule towards with Milestones being distributed
Bank along the implementation timeline
Domains and Sub-Domains Domain / DNS
management
Hosting and Maintenance of
(gnara Bank Corparate Website We would like to request the bank to make monthly payouts
with entianced faatures suchjas rather than quarterly since this helps in managing the project
140 8 Payment Terms Artificial Intelligence / Natural Payment Terms - sub clause - 2 efficiently as well as offering the best commercial offer to the Bidder to comply with RFP terms and Conditions.
Language search etc., on cloud
bank
& search etc., on cloud
(including Content Updation).
Hosting Malnteljlanc? of Cflnara We would like to request the bank to make monthly payouts
Pankiinfine sia(jctiding rather than quarterly since this helps in managing the project
i yme: - - i ly with RFP terms and Conditions.
1M & Raymest Terms Conte.nl Lpdatian) PaymentTems > suly clatise - 45 5 efficiently as well as offering the best commercial offer to the Bldder:to:comply-with e ofklicany
Domain / DNS management of all bank
Canara Bank Domains and SubDomains
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Sl No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
?:;T:Sto‘;ﬂu beQuArterly inarmeass ay per We would like to request the ‘bank to make monthly paymfl_s
142 8 Payment Terms Annexure-16 after deducting applicable Payment Terms - sub clause - 6 rat{'\gr thaf qriarterty smce_ s helpe:in managlr_:g the project Bidder to comply with RFP terms and Conditions.
pendltics and efficiently as well as offering the best commercial offer to the
Liquidated damages (if Any). bank
Doe bidder have to adhere to the timeline provided in this
143 8 Section C Project Schedule in Section 1.3 sgcllqn? I,f il Suggl?sj{ " chénge thetcriteria s the give Bidder to comply with RFP terms and Conditions.
timeline is not sufficient to implement and migrate and get all
required certifications.
The bidder should have experience in
designing/revamping and maintained
minimum 2 We request the bank to consider to change the clause as
interactive and multilingual websites out of follows:
which at least one should be a Public
Sector or Private Sector Bank in India or 1. Bidder should have experience in designing/revamping and
Financial Institutions/PSU/ Central maintained minimum 2 interactive and multilingual websites out
Government Organizations in India with of which at least one should be a Public
web Content Management Solution (CMS) Sector or Private Sector Bank in India or Financial
during the last 3 years as on the submission Institutions/PSU/ Central Government/ State Government
144 8 Annexure 9 of Bid. (Note: The websites must be in NA Organizations in India with web Content Management Solution  (Bidder to refer Corrigendum-2
operation and maintained by the bidder as (CMS) during the last 3 years as on the submission of Bid.
on date of the RFP.)
Documentation - The bidder has to provide 2. Documentation - The bidder has to provide relevant
relevant purchase order/work order / purchase order /work order / engagement letter OR signoff
engagement letter & signoff along with along with satisfactory project completion certificate/
satisfactory project completion certificate/ Reference
{Reference letter/ email from the Concerned Organization clearly
letter/ email from the Concerned mentioning abeut cloud implementation
Organization clearly mentioning about
cloud implementation
The bidder should have experience in
designing/revamping and maintained
minimum 2 We request the bank to consider to change the clause as
interactive and multilingual websites out of follows:
which at least one should be a Public 1. Bidder should have experience in designing/ revamping and
Sector or Private Sector Bank in India or maintained minium 2 interactive and multilingual websites/
Financial Institutions/PSU/ Central portal/apps out of which atleaset one should be a public sector
Government Organizations in India with organization or private sector bank in India or Financial
web Content Management Solution (CMS) Institutions/PSU/ Central Government/ State Government
during the last 3 years as on the submission Organizations in India with web Content Management Solution
145 8 Annexure 9 of Bid. (Note: The websites must be in NA (CMS) Bidder to refer Corrigendum-2
operation and maintained by the bidder as during the last 3 years as on the submission of Bid.
on date of the RFP.)
Documentation - The bidder has to provide 2. Documentation - The bidder has to provide relevant
relevant purchase order/work order / purchase order/work order / engagement letter OR signoff
engagement letter & signoff along with along with satisfactory project completion certificate/
satisfactory project completion certificate/ Reference
Reference letter/ email from the Concerned Organization clearly
letter/ email from the Concerned mentioning about cloud implementation
Organization clearly mentioning about
cloud implementation




Sl No Page No  [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
The Bidder/OEM must have experience in :‘:;E‘:—Iﬂ.[ the bank to consider ongoing projects for this clause
the field of designing / maintaining e
websi f submission of bid.
siteas [”.1 the da te‘.’ SRz g ,' 1. The bidder/oEM must have experience in the field of
Documentation - The bidder has to provide o Siee . —_
designing/maintaining website/apps on the date of submission
relevant purchase order/work order / f bid Bidder has to comply with RFP t d
146 8 Annexure 9 engagement letter & signoff along with NA e Conditions Gl B alihot
isf j leti rtificate/ :
;Z?;:::;w projeckcompletionceriificate 2. Documentation- The bidder has to provide relevant purchase
tetters emall ffom the Concerred ord_erlwork urdc;r {f engagem.ent lel[gr OR signoff along with
= o o satisfactory project completion certificate/ Reference
Organization clearly mentioning about A S
z i letter/ email from the Concerned Organization clearly
cloud implementation e . :
mentioning about cloud implementation
The Bidder /OEM should have hosted the
i ) Wi t the bank to ids 1l 2
websites in MeiTy approved public Cloud @ rexues a consider s follows
for Scheduled Publi i k .
e seneriuled Bblician Prifate SSotoran 1. The bidder/OEM should have hosted the websites in MeiTy
/ Financial Institutions / PSU/ Government i : .
L e 2 + approved public Cloud for Scheduled Public or Private Sector
Organizations in India during last three : . A -
- . Bank / Financial Institutions / PSU/ Government Organizations/
years as on the date of submission of bid. 2R ; .
2 . 3 State Government organizatiens in India.
Documentation - The bidder has to provide 9 "
147 8 Annexure 9 NA Bidder to refer Corrigendum-2
relevant purchase order/work order / A z R
A 2. Documentation - The bidder has to provide relevant
engagement letter & signoff along with :
¥ { ; Spe purchase order/work order / engagement letter OR signoff
satisfactory project completion certificate/ . : § . ot
along with satisfactory project completion certificate/
Reference Refirnce
letter/ email from the Concerned i B
5 n o letter/ email frem the Concerned Organization clearly
Organization clearly mentioning about = g 7
= 4 mentioning about cloud implementation
cloud implementation
The Bidder should have experience in We request the bank to consider the below changes:
Public Sector
or Private Sector Bank in India or Financial 1. The Bidder should have experience in Public Sector
Institutions/PSU/ Central Government or Private Sector Bank / Private organizations in India or
Organizations in India as following: Financial Institutions/PSU/ Central Government Organizaticns in
1. Hosting, Maintaining Public India across atleast 2 or more of following:
DNS/Domain/DNSSEC - 3 Years 1. Hosting, Maintaining Public DNS/Domain/DNSSEC - 3 Years
?. GenAI. ha_sed sea_rchjI Tr.ansl.uian ‘ 2. GenAl .based search/ Translation integration in public website Bidder has to comply with RFP terms and
148 8 Annexure 9 integration in public website - 2 websites. |[NA - 1 websites. Conditions,
3. Search Engine Optimisation (SEQ) 3. Search Engine Optimisation (SEQ) services for websites - 3 .
services for websites - 3 Years Years
The bidder has to provide relevant
purchase order/work order / engagement 2. Documentation: We request the bank to consider for
letter & signoff documentation i.e. The bidder has to provide relevant purchase
along with satisfactory project completion order /work order / engagement letter or signoff along with
certificate / Reference letter/ email from satisfactory project completion certificate / Reference letter/
the Concerned Organization email from the Cencerned Organization
The vendor will be responsible for end-to-
end information security of
the websites including but not limited to Bidder has to comply with RFP terms and
Cloud security such as Is configuration of these devices responsiblity of service Conditions.
i H : z ider then. d
149 8 5.2 Scope of Work Firewall management, DOS/DDOS Security and Compliance: - sub clause { provider or of the bank, if service provider then, does the bank

protection, WAF, IDS, IPS, SOC,

Database management, Antimalware,
EDR/XDR tools, DR Site

maintenance, DN5 Security, 551 Certificate
etc.,

have secure configuration documents for these tools or should
they be configured as per industry standards

The selected bidder to provide all the required
infrastructure. Additional details, if required,
will be shared with the selected bidder.
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Sl No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
We are assuming that we will be using the current brand Bldde,(,has to comply with REP dermsand
The website should be developed based on . : . e pik - Conditions.
159 8 5.2 Scope of Work 5 defined informatio Website Design / Enhancements for www.canarabank.com guidelines of Canara bank for designing the revamped website,
: e o e . website: sub clause -7 no new brand guidelines will be created far this project. Please - , .
architecture ft best practices for UI/UX confim out ahdctstandin Brand guidelines and relevent details will be
s shared with the selected bidder.
Various types of content should be
del!vergd tij»rough the website. Bidder has to comply with RFP terms and
The indicative content types may be HTML Conditions
docuimetits, Ward Website Design / Enhancements for www.canarabank.com .
160 8 5.2 Scope of Work Documents, PDF documents, Images, ; e ¢ g The images, pictures, videos will be provided by the bank ? . <
Egh website: sub clause -14 Contents will be provided by the Bank.
Phaotographs, multimedia files, . 2 .
3 . x Translations wherever required and as applicable
Audio/Video files etc. (In built players to k o
s is to be done by the Bidder.
enable previewing before
download)
Various types of content should be
i::\:i:::att:)::ugohn?\etwebnte.a be HTML Bidder has to comply with RFP terms and
docurnents. W cd Rk ypes may The content of the website like product dexcription, blogs, Conditions.
bt Website Design / Enhancements for www.canarabank.com other documents will be provided by the bank ? If no, what all
161 8 5.2 Scope of Work Documents, PDF documents, Images, : 3 ; 5 i
A website: sub clause -14 content will be provided by the bank and what content needs te [Contents will be provided by the Bank.
Photographs, multimedia files, 5 .
g ; 3 be created by us? Translations wherever required and as applicable
Audio/Video files etc. (In built players to ; .
: is to be done by the Bidder.
enable previewing before
download)
Intranet:
Intranet portal should be accessible
through web and the login of the
portal should be through Bank’s Active
Directory. The site should be
designed i A
cesigned ivsuch avay: that generic Bidder has to comply with RFP terms and
information can be accessed by Conditions
all the stakeholders including Bank’s Will the intranet follow the same style guidelines as the res of :
162 8 5.2 Scope of Work Intranet - Sub clause - 10 : Z 2 =
Employees / vendars / contract the websites or will this need a style guide? =05 e : F
eI . Additional details, if required, will be shared
employee etc., Sensitive information with the selected bidd
should be accessible after © T
authentication through Active Directory.
Provision for Multi-Factor
Authentication by integrating with Bank's
SMS/e-Mail gateways also
to be made available.
i Bidder has to comply with RFP terms and
Intranet . Conditions.
163 8 5.2 Scope of Work Both static and dynamic content is to be Intranet - Sub clause - 9 Z:Ts;::xii‘:;g:{:a;s 5; Hieeractizcdpe and naule of
created st Additional details, if required, will be shared
with the selected bidder.
Website Design for Canara Bank IFSC Bidder has to comply with RFP terms and
Banking Unit (CBIBU) website: ” ik ” Conditions.
bk _m (CBIBU) wlisite: Website Design for Canara Bank IFSC Banking Unit (CBIBU) Will the website follow the same style guidelines as the main dIdtpers
Ted 8 5.2 Scope of Work PHe-gebettessonlthe eveliped bissd-on website: sub clause 7 canara bank website or will this need a style guide?
a defined information = g = Additional details, if required, will be shared
architecture & best practice for UI/UX. with the selected bidder.
Is there any scope of the file uploaded in DB (Word Documents, . .
165 8 Annexure-8 Database NA PDF documents, Images, Photographs, multimedia files, Blddgr‘has to-comply with RFP‘terms and
S ; Conditions.
Audio/Video files)
Bidder has to comply with RFP terms and
Is there any hyperlink available in html/word/pdf document Conditions.
166 8 Datab 3 A g i . :
8 Annexure-8 atabase e which needs to be changed as a part of data migration? Additional details, if required, will be shared
with the selected bidder.
Bidder has to comply with RFP terms and
Is there any DB jobs/batches available which needs to be Conditions.
167 -
8 AREEE: Database o migrated as well? If yes, what is the count? Additional details, if required, will be shar
with the selected bidder. :
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Firewall management, DOS/DDOS protection, WAF, 1DS, IPS,
s0c,

Database management, Antimalware, EDR/XDR toois, DR Site
maintenance, DNS Security, S5L Certificate etc.,

Sl No Page No [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply »
‘We request the bank to consider the request for having JBR / : y
168 121 Sub contracting Sub contracting NA sub contractor being used for specific skills requirement basis B|dde‘r‘has to omply with REP terms dnd
2 Conditions.
the project needs & ask
The Bidder will be responsibte for providing investor relation Ef‘i;;i:as ScampICHRER e and.
169 3 e a— o service to display real time stock share price (BSE/NSE) of What is the scope of “Investor Relations” features beyond share T e
L Canara Bank in the website. Frequency of updation should be [price updates (e.g., annual reports, invester presentations)? — .
i BF 15 iintes Present Scope of Work is display of real time
) stock share price (BSE/NSE) of Canara Bank
Bidder has to comply with RFP terms and
Other than Hindi & English, the website should have the Conditions.
170 2 s f Work 5 functionality of displaying content in majority of the other Is the use of GenAl/NLP search expected to be custom-built, or
RpeR Indian Languages using advanced Artificial Intelligence (Al) cloud native Al services (e.g., AWS Translate) be integrated? There is no restriction in this regard. However,
capabilities the bidder should ensure compliance to all other
terms and conditions of the RFP.
The website should be implemented in bilingual format Bidder has to comply with RFP terms and
i indi) from day 1. The h itions.
(Engl!sh A Hindl] ﬂ_nm g S cf_ Ih.e : What are the specific expectations around Al/NLP search and Coinditiing
171 2 Scope of Work v, v websites:should provide gption: forsyftching Ginds verslon multilingual capabilities—real-time Al translation or static multi-
pe ) of website with single click. The Hindi website should be g P: 1" |Real-time Al translation
2 1 Lo N : language content?
developed using Unicode so that the visitor is not required to
download any fonts to view the Hindi website
Bidder should provide end-to-end
) The website should be developed based on a defined Cap yu}.t confirm if Canara Bank will provide baseline UI/UX demg‘nltemplate whereever {edeflgnfrevamp is
172 3 Scope of Work vi information architesture & best practices foi LUK guidelines and branding templates or should the vendor propose |required. However, Brand guidelines and
G g these from scratch? relevent details will be shared with the selected
bidder.
Website should support RAG (Retrieval-Augmented ] ) : Blddt?r has to comply with RFP terms and
: 7 Please clarify expectations around RAG (Retrieval-Augmented Conditions.
173 3 Scope of Work X Generation) feature to ensure up-to-date content in the = R g el = =
4 ; Generation) features—what key parameters need to be retrieved? | Additional details, if required, will be shared
website for key parameters defined by the Bank 3 i
with the selected bidder.
Bidder has to comply with RFP terms and
" The websites should have a hierarchical sitemap to facilitate |Is there a preferred toolset or dashbeard for SEO reporting and  |Conditions.
174 3 Scope of Work vil S s ; X s P 4 L
easy navigation for users and search engines analytics monitoring? Additional details, if required, will be shared
with the selected bidder.
. " . gt . Bidder has to comply with RFP terms and
L be bl
e .Bldder M respu_nm e for PTD\Hd]I‘}g TvEsion pelation Can third-party APls be used for features like stock price Conditions.
R service to display real time stock share price (BSE/NSE) of 1 5
175 3 Scope of Work ix 3 % ¢ integration, Al search, or analytics, or must all modules be
Canara Bank in the website. Frequency of updation should be : , 3
G : custom-developed The selected bidder to provide all the required
minimum of 15 minutes. > 3 ;
infrastructure including APIs.
The vendor will be responsible for end-te-end informatio 3
SEcrof Po 4 Bidder has to comply with RFP terms and
the websites including but not limited to Cloud security such Conditions;
" as .
176 i Wi i i
7 Security and Compliance Firewall management, DOS/DDOS protection, WAF, IDS, IPS, hat is the throughput of current firewall As per the fallo\nfm_g Scope of Work, contact
pid details of the existing vendor and other
v ) N
Database management, Antimalware, EDR/XDR tools, DR Site ?:c';:sanl' sipzo:dv:li ?e prow:‘ed:y HieBank
maintenance, DNS Security, SSL Certificate etc., selactadidoerireoardnakion.
dor will be ible f d-to-end inf i
:::ﬁ;i: nufr b teapanviie foren end.infotmation Bidder has to comply with RFP terms and
the websites including but not limited to Cloud security such Conditions,
177 7 Security and Compliance g What is the EPS(Event per second) for current SIEM solution As per the following Scope of Work, contact

details of the existing vendor and ather
necessary support will be provided by the Bank
to the selected bidder for coordination.
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certificate/s for the website. Timely renewal of the
certificate is to be ensured.

Is it a wildcard certificate

51 No Page No [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank’s Reply
The vendor will be responsible for end-to-end information
security of . .
the websites including but not limited to Cloud security such g:!nddi:i:flz ROEGLy I REP teris dnd
178 7 Security and Compliance ;s i P TR T T—— \1\"1hxch DNS SES:;I{V soiluno:l a.r; you using, Are you Okay to
Sg‘;mia management, protection, , IDS, IPS,  |change your service provider The Bidder can prapose their preferred DNS
s x »
Database management, Antimatware, EDR/XDR tools, DR Site Provider subject to fulfilment of the RFP terms.
maintenance, DNS Security, SSL Certificate etc.,
The vendor will be responsible for end-to-end information
security of . .
the websites including but not limited to Cloud security such gfnd;:jﬁ: o tomaly WItEREP Termsrand
179 7 Security and Compliance ;s i T - ﬂr:‘;s;‘:e currenri D:,?S protection solution, will customer
n
sgz'wa ranagement, PERIEENON: . lute b ey The selected bidder to provide all the required
: i ture.
Database management, Antimalware, EDR/XDR tools, DR Site infrastilichiee
maintenance, DNS Security, SSL Certificate etc.,
The vendor will be responsible for end-to-end information
security of , .
the websites including but not limited to Cloud security such Efnd;;::i tnicamply.with REP:terms and
180 7 Security and Compliance li:s 1 TS tlcet:ses of th:::l security solution will be purchases by
sgiwa franement, protection; g R ey OF RIERRT The selected bidder to provide all the required
Database management, Antimalware, EDR/XDR tools, DR Site InfEHRIClE:
maintenance, DNS Security, SSL Certificate etc.,
Bidder has to comply with RFP terms and
. . " Conditions.
181 10 Security and Compliance T:‘:WY:::?; w&::l be;gst:unmble for Security,of all the APt What is the current count of public facing APIs
P eI Additional details, if required, will be shared
with the selected bidder.
The vendor/bidder shall have a Security Operations Center The selected bidder to provide all the required
182 10 Security and Compliance (SOC) setup for continuous monitoring, threat detection, SIEM solution will be deployed in customer environment or this  |infrastructure. Additionally, if required the
incident response, and security event management for can be shared SOC bidder should integrate with Bank's SOC tools
monitoring of Bank's websites hosted on the Cloud. also for additional monitoring.
Bidder has to ly with RFP
The site shauld be https enabled and the bidder will be ; - , . feder ias tixcompnly Witk REP (tefris 2hd
resparkible for pravitine / re ing the recirired SSL Domain and SSL certificate purchased from which provider. Conditions.
183 4 e P! S 8 4 Currently what is the period of renewal.

The selected bidder to provide all the required
infrastructure. There is no wildcard certificate
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Page No

Section

RFP Clause/Sub clause

Detailed Clause No

|Bidders Query

Bank’s Reply

PRESENT SET-UP

.Net framework

Bank is ready to upgrade to latest .Net version, which can also
help to get rid of Windows licenses.

Bidder has to comply with RFP terms and
Conditions.

There is no restriction on upgradation / Change
of platform / usage of latest technology.

As per the Scope of Work, for Intranet, the
requisite hardware infrastructure for the same
will be provided by the Bank. However, the
Bidder should submit all the prerequisites
required such as 0S/Hardware/Database/Load
balancer etc., required for hosting the site in
Bank’s premises. Tools / Software / CMS etc.,
required for development / maintenance /
monitoring / APls etc., of the site is to be
provided by the Bidder.

185

Content Management System

xix

CMS should support Role Based Access Control (RBAK) with
maker checker facility for content updatio

What role-based access control mechanisms are expected for
CMS users—any integration with AD/LDAP expected? if yes, Roles
will be maintained within AS/ LDAP or otherwise.

Bidder has to comply with RFP terms and
Conditions.

Kindly note that as per Scope of work, Canara
Bank corporate website & CBIBU websites are to
be hosted on Cloud (additional authentication if
any required to be provided by the Bidder) and
intranet is to be hosted on-premise
(Authentication alse will be with on-premise AD
Setup only).

186

Content Management System

CMS solution should have ability to automatically generate
and maintain a site map

Will the Bank provide existing content taxenomy and sitemap or
should this be developed from scratch?

Bidder has to comply with RFP terms and
Conditions.

The selected bidder to provide all the required
infrastructure. Additional details, if required,
will be shared with the selected bidder.

187

Content Management System

General

Will the Bank allow use of open-source CMS platforms (e.g.,
Drupal/WordPress/Django etc.) if all security and compliance
conditions are met or Current CMS needs to be used?

Bidder has to comply to the following RFP terms.

iv.All components used for Hosting, managing,
securing, monitoring, updating content etc., of
the websites should be supported by the
respective OEMs and the Bidder should ensure
that no end of suppert / end of life products /
components are used.

v.The Bidder should ensure back-to-back
support for all the components used and there
should not be any limit to the number of tickets
raised for troubleshooting etc., during the entire
contract period.

188

‘Website Development

General

Should the solution follow a Microservices architecture or is a
Monolithic design acceptable?

Bidder has to comply with RFP terms and
Conditions.

There is no restriction on upgradation / Change
of platform / usage of latest technology.
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SINo | PageNo |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Bidder has to comply with RFP terms and
Conditions.
The Gen Al usecases are already defined in the
The vender has to implement enhancements such as Artificial Scope of Work. However, the usecases are for
189 2 Scope of Work ? .

e ¥ Intelligence / Natural Language search etc., before migration. What e theiseaasmeTor AN the initial deployment only and Bank will
consider leveraging more / all of the Gen AL
capabilities during the couse of the contract
period and the bidder should support the same
without any additional cost to the Bank.

Other than Hindi & English, the website should have the On the fly linguistic conversion is not suggested for website E:Jdnddei:i::: DcomplimthiRbsarmsand
190 3 Scape of Work v functionality of displaying content in majority of the other loading & perfomance reasons and hence should be done before :
Indian Languages using advanced Artificial Intelligence (Al) hand and loaded into CMS. What are main Indian Languages to . - .
capabilities be Supported 7 There is no restriction on upgradation / Change
E of platform / usage of latest technology.
Bidder has to comply with RFP terms and
Website should support RAG (Retrieval-Augmented 2 z . Conditions.
Wi d into Knowledge base f G
191 3 Scope of Work X Generation) feature to ensure up-to-date content in the Y hataty thesqurze: that il be fed in nowtedgesbuse for BA
website for key parameters defined by the Bank. : Additional details, if required, will be shared
with the selected bidder.
192 - Are there scanned documents that need to be OCRed 7 Yes.
Bidder has to comply with RFP terms and
Conditions.
193 - What is the sizing of nuber of documents & average token per bl
i ?
dociment thalk neads b ie'consideredl for RAG 7 Additional details, if required, will be shared
with the selected bidder.
The site should support integration with Advanced Artificial . .
ddi to l Rl d
194 15 Intranet xi Intelligence Tools in the future for various enhancements, if  |Can the bank list some example tools & their use cases ? E!Qndei;i:::: ERpAY Wit RER Sormécan
Bank desires, and the Bidder should support the same &
Bidder has to comply with RFP terms and
The site should be https enabled and the bidder will be Conditions.
195 4 Scaopi 6f Wark responsible for providing / renewing the required SSL . - . ;
pe certificate/s for the website. Timely renewal of the Dortialn andSSL. cerfificats pucliased framiwhiich provider. There is no restriction on choice of SSL
certificate is to be ensured. Certificate provider provided to compliance of
RFP terms and conditions.
Bidder has to comply with RFP terms and
Website Design / Conditions.
196 Enhancements for Currently what is the period of renewal.
www.canarabank.com website: Additional details, if required, will be shared
with the selected bidder.
197 Is it a wildcard certificate No
Bidder has to comply with RFP terms and
Conditions.
The Bank, at its discretion, can conduct a migration audit to c g . 7 All pre-release audits before go live and
Bank or thord , Bidd IL be N .
198 4 Scope of Work ensure all data has been successfully migrated to the new Audlt:;:l:et:ca)gzzy;s ::di:rﬁndi; sparty Ay Becerl whenever changes are being made in the website
host. The vender will be required to provide requisite support, g 8- including source code audit will be the
responsibility of the Bidder. However, Bank
reserves right to conduct additional audits if
warranted.
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Sl No Page No  [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
The website design and structure should be SEO friendly and
optimizable to increase SEO ranking. The vendor should
maintain SEO and accessibility scores of the website at 80 -
100 throughout the contract period. Industry best practices . 3
: dder has t L th RFP terms and
for achieving high website SEO score such as Keyword The bidder will be using the best practices at the time of 2andeiltio:: S ERmpYe i
159 3 SEO vii Research and Content Optimization, On-Page Optimization, development/ maintanance. SEQ consultency will be provided 2 "
- A c o g Bank may use any/more than one of the leading
Backlink Building, XML Sitemap, Mobile Optimization, Broken |by third-party agency of bank? tools to verify the same
link fixing, Schema Markup, etc., will be the responsibility of ¥ :
the Bidder. The Bidder should monitor the website SEQ Score
using industry best tools and share daily report to the Bank on
various parameters and scoring.
Scope of Work - Canara Bank This existing website or proposed new website. If, this is
200 4 IFSC Banking Unit (CBIBU) existing one, what is the server configration and tech stack. In Presently there is no separate website for CBIBU
website case of new, what is preferred tech stack?
ePBG Detail/$uldftelt Suleleh gawm aawm Advisory Request to kindly consider reducing the ePBG percentage from Bidder has to comply with RFP terms and
201 2 Bid doecument - ePBG Details Bank/USdI3oY §% HDFC Bank ePBG ancentagel’%)mﬁﬂf 5% to 3% in order to ease the financial burden on the bidder Conditions Py
=1 (%) 5.00 while maintaining compliance and commitment to performance :
Request to allow an annual renewal mechanism for the ePBG,
202 2 Bid document - ePBG Details Duration of ePBG required (Mnnths]l'.z‘dié o & WY @ Hfay i.e., a 12-month validity renewed each year for the required Bidder has to comply with RFP terms and
(HEA). 62 duration, instead of a fixed 62-month term, to allow better Conditions.
financial and risk management
The bidder should have experience in designing/revamping
and maintained minimum 2 interactive and multilingual
websites out of which at least one should be a Public Sector = i z i
4 i Al th 1 i ,
203 Annexure-9 Technical or Private Sector Bank in India or Financial Institutions/PSU/ g m (.Pu'?hc deetuy or Aiiyate: Sevtor: Bank I ierlaror Bidder has to comply with RFP terms and
1 5 sek ot i T S Financial Institutions/PSU/ Central Government Organizations), s
Evaluation Criteria Central Government Organizaticns in India with web Content can we give reference od 3 Private Organizations (Non Banks) Conditions.
Management Solution (CMS) during the last 3 years as on the 8 E :
submission of Bid. (Note: The websites must be in operation
and maintained by the bidder as on date of the RFP.)
Please.mn!wn‘! ifa W?K_]“y" uwned subsidiary can participate in Bidder to comply with RFP/GeM bid terms and
" execution, while the bid is submitted by the parent entity. We A ; S S .
204 General Enquiry ) N B Conditions vide Pre-Qualification Criteria point
request that credentials and experience of both be considered g
collectively. K
Request you to modify this clause to --
The Bidder will be responsible for providing investor relations
services to display real-time stock share prices (BSE/NSE) of
The Bidder will be responsible for providing : ’ P e % Canara. B.ank onthe wehsme.rThe fesquency ,nf Lpdates should Bidder has to comply with RFP terms and
iFvestor relation ssrvice 1o diittay real The Bidder will be responsible for providing investor relation |be a minimum of every 15 minutes. All required API calls must Conditions
time stock shae price (BSEINSIE) zr Ciars service to display real time stock share price (BSE/NSE) of be handled by cloud- services, and detailed monitoring must be :
205 75 5.2 Scope of Work: Canara Bank in the website. Frequency of updation should by |implemented with data storage and retrieval managed by a

Bank in the website. Frequency of updation
should by minimum of 15 minutes,

minimum of 15 minutes,

highly available and scalable cloud native database service to
ensure data persistence and quick access.

This ensures that the bidder uses appropriate cloud services and
robust data management practices. This ultimately leads to a
more reliable and efficient solution for displaying real-time
stock share prices.

As per scope of work end to end security of the
website including API/cloud security is
responsibility of the Bidder.

Page 24 of 71

Internal




SINo | PageNo |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank’s Reply
Request you to modify this clause --The vendor will be
responsible for end-to-end information security of the websites
by creating banks landing zone including but not limited to
Cloud security such as configuring and maintaining cloud native
network firewall with IPS functionalities , DOS/DDOS protection,
The vendor will be responsible for end-to- cloud native WAF, IDS, SOC, intelligent threat detection service, |_. ;
2 3 % 2 < < ” . , Bidder has to comply with RFP terms and
end information security of the websites The vendor will be responsible for end-to-end information cloud security posture management , Database management, Conditions
including but not limited to Cloud security [security of the websites including but not limited to Cloud Antimalware, EDR/XDR tools, DR Site maintenance, DNS Security :
206 79 5.2 Scope of Work: Security such as Firewall management, DOS/DDOS  |security such as Firewall management, DOS/DDOS protection, |, SSL Certificate etc. as well as vendor should be able to provide

However, if Bank decides to implement its own
landing Zone during the contract period, Bidder
should support to integrate / Migrate to the

and Compliance point 1 protection, WAF, DS, IPS, 50C, Database

management, Antimalware, EDR/XDR tools,

WAF, IDS, IPS, SOC, Database management, Antimalware,
EDR/XDR tools, DR Site maintenance, DNS Security, SSL
Certificate etc.

with resource inventory, configuration history, and configuration
change naotifications for security and governance.

DR Site maintenance, DNS Security, SSL
Certificate etc.

This aligns with industry best practices by incorporating
advanced security tools and practices ( eg bank landing zone) ,
and intelligent threat detection.

It ensures the vender adheres to a higher standard of security
management, which is crucial for protecting sensitive
information.

same without additional cost to the Bank.

ii.All the cloud infrastructure used for

ii.All the cloud infrastructure used for hosting and managing

All the cloud infrastructure used for hosting and managing Bank's
website should have strong tenant isolation with Auto-scale
capabilities. The infrastructure should leverage serverless
compute capabilities that automatically scales with request

5.2 Scope of Work: Securit hosting and ing Bank' bsil idde i
207 79 g : : i oy i i > we. s"'es. Bank’s websites should have strong tenant isolation with Auto- |volume, and orchestration capabilities for built-in scaling Bldde"rlhas 16 Campty with REP Sermis arid
and Compliance point 1 should have strong tenant isolation with ale capabilith apabiliti Conditions.
Auto-scale capabilities. SCHR CARANIINED. SAPRUILIES.
This will ensure effetive user experience and reduce applicaiton
down time.
CSP should depley Banks landing zone with below cloud native
security services for proper workload monitoring and achieving
required regulatory compliance----
-ML based Threat Detection service
-Cloud Native Vulnerability Assessment Service
3 -Service to manage the firewall rules centrally for all customer . :
5.2 5c f Work: Sec:
208 79 Lo c;: l(f]anc:r it ‘unly Additional Clause Additional Clause accounts gfr::';i::: to'complyrwith RER teemeand
P bo -Centrally manage the lifecycle of secrets "
- assess, audit, and evaluate the configurations of your
resources
This will ensure compliance to industry best practices from
security and compliance perspective.
Request you to modify this clause to --
The proposed Cloud should have its own CSP Managed CDN
service to reduce application access latency, and should have
. X xxv.U i i ini i i
- Hosting and Maintenance se of Cth is mandatory, CDN with soav-Use of CDN is mandatory, CON with more POP (oint of minimum .20 or more l.ocannns from which they are able to offer 7 )
84 more POP (Point of Presence) should be cloud native CDN services. Bidder to refer Corrigendum-2
i Presence) should be used for best performance.
used for best performance.
This will ensure best performance and optimum user
experience to end customers of the bank who are geographically
distributed across the country.
From Critical Security Related Requirement, it is recommended
that the proposed CSP should be able to provide FIPS 140-2
210 79 Security and Compliance Additional Clause Additional Clause Level 3 complied dedicated single tenant Cloud HSM service. Bidder has to comply with RFP terms and

This will ensure compliance to industry best practices fram
security and compliance perspective.

Conditions.
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Sl No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
It is recommended that the proposed CSP should be recognized
211 79 security-and-Campliance Additional Clause sdditioial: Ctatse in the Leaders Quadrant of the latest Gartner Magic Quadrant Blddc_r_has to comply with RFP terms and
for Cloud Infrastructure & Platform as a Service. Conditions.
xix.The cloud service provider (CSP) should be STQC audited
and MeiTY empaneled and offer all services from India only as
per guidelines of MeiTY and shall at least have the following
certifications: It is recommended that below certifications may also be further
=ISO 9001 added to the CSP requirement:
=[SO/IEC 27001 > S0 22301: 2019 (Business Continuity Management)
. - " =ISO/IEC 27017 > ISO/IEC 42001 (Al Management System) Bidder has to comply with RFP terms and
212 80 t
Security and Compliance Additional Recommendation ISO/IEC 27018 ol
«ISO/IEC 27701 This will ensure adequate compliance to Business Continuity and
=PCI DSS Level 1 Al Managed System best practices on the cloud environment
=TIA 942/ Uptime Institute Certification utilised for hosting the application.
«CSP should have accreditations relevant to security,
availability, confidentiality, processing integrity, and/or
privacy Trust Services principles. SOC 1, SOC 2, 50C 3
; : We understand that the i ds deployed i
xx.DR setup of the websites should be equivalent to that of by -ers " A o lsolutlan fEesp be 3 gp 4 = iy
5 . 3 ; Z three site architecture with DC, Near DR (significant distance
DC setup in all parameters including security and compliance away from DC) (for Active-Active) and a far DR for data backup
213 84 Hasting and Maiftenarice Hosting and Walitanance and '!he l?ldder should ensure readiness to switch to DR We assumie that 250K distance refers to the distance be i Blddet' has to comply to RFP terms regarding DC
anytime in case of any issue in DC site. DC and Far DR site to be setup for data backu & DR infrastructure.
xxi.The DC and DR Data sites shall be physically located in P P-
India and should be at least 250 KM apart from each other. 3
Please confirm
CSP GenAl service should offer data residency, and the data Bldderrhas icomiply with REP.Serims and
hould al remain within the India data centres and services onaibiohs;
214 80 Security and Compliance Additional Clause Additional Clause W il i
should not use the customer data to improve the base models : 1 m 1
and is not shared with any model providers. Setected Bidder: should comply toall reggintory
d guidelines with respect to data residency.
It is proposed to modify the clause as below:
The selected bidder should consider high-availability {active-
6.3The selected bidder should consider high-availability active) at DC & DR with near zero RPO of 15 minutes and
(active-active) at DC & DR with maximum RPO of 15 minutes  |maximum RTC of 10 minutes (the RPO & RTO may be changed !
; . . . L B FP terms and
215 17 Uptime Uptime and maximum RTO of 60 minutes (the RPO & RTO may be during the course of the contract and the vendor has to adhere c:lndd?ﬁ::z 5 comply with R
changed during the course of the contract and the vendor has |to the revised RPO & RTO). We assume that Active-Active is !
to adhere to the revised RPO & RTO). across two geographically distinct DC locations that are not
together affected by a single natural / man-made disasters.
Please confirm
Proposed CSP for hosting of application should be offering cloud
services from a minimum of three MeitY Empaneled Data
Centres in at least one Region within India and pravide the
ability to operate preduction applications and databases that
5 e i i i ly with RFP t d
216 17 Uptime Additional Clause Additional Clause are more highly available, fault tolerant, and scalable than Bidder has to comply wi erms ani

'would be possible from a single data center. Data Centre in
each region should be physically separated by a meaningful
distance to protect from issues such as power outages, lightning
strikes, and earthquakes affecting data centres and enable
synchronous replication of traffic between these data centres.

Conditions.
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Government Organizations in India with
web Content Management Solution (CMS)
during the last 3 years as on the submission
of Bid. (Note: The websites must be in
operation and maintained by the bidder as
on date of the RFP.)

Sl No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
It is recommended that proposed cloud service provider shall
have published on its public facing website the following: -
=Service Level Agreements (SLAs) for cloud services like
217 17 ; s o compute, storage, managed databases etc. Bidder has to comply with RFP terms and
Upeline icEionnE R s Additional Clause «Dashboard live-status of cloud services health in India Conditions.
«Cloud Services outage details (if any) with Root Cause Analysis
This will help ensure effective SLA and uptime monitoring
The farmat provided is relevent from a hardware OEM
perspective. CSPs may be allowed to submit the same in their . . .
Bidder to submit MAF as per the format provided
218 97 Annexure 15 Manufacturer Authorisation Form Manufacturer Authorisation Form standard format. Sample format attached. in RFP pe p #
Please confirm.
CSP should have cloud native Resource Optimization
Recommendations tool to optimize the cost. . .
219 NA Cost Optimisation Additicnal Clause Additional Clause gfnd;;::: tacamey WIEh B terms and
This will provide visibility and ensure effective resource and -
cost optimfation for the deployed application.
- y " Th ill be shared with the selected
229 NA Existing Setup Additional Clause Additional Clause Can the bank provide additional details of the existing setup mded:me w AW L
The bidder should have experience in
designing/revamping and maintained
minimum 2 interactive and multilingual
websites out of which at least one should
be a Public Sector or Private Sector Bank in
; . | T i i Tl d
221 64 Annexure 2 Pre qualification Cri Indiaioc Financial “?sm_uum?ﬂpﬂ,'” c'entral Kindly requesting for change in evaluation critiria to Bidder/OEM Bldde.r.has g/ campty it ER: terone 2o
Government Organizations in India with Conditions.
web Content Management Solution (CMS)
during the last 3 years as on the submission
of Bid. (Note: The websites must be in
operation and maintained by the bidder as
on date of the RFP.)
The bidder should have at least CMMI . . . . -
222 65 Annexure 2 Pre qualification Crif (Capability Maturity Model Integration) Kmd!g reqluestlng for change in evaluation critiria to 15O 27001 Biddz‘-r‘has to comply with RFP terms and
e Certification Conditions.
level 3 certification
223 General Kindly allow consortium/ subcontracting for the project since Bidder has to comply with RFP terms and
expertise of two different domains would be required Conditions.
The bidder should have experience in
designing/revamping and maintained
minimum 2 interactive and multilingual
websites out of which at least one should
be a Public Sector or Private Sector Bank in
5 : . oy . i i terms and
224 89 Technical Evaluation Criteria India or Financial Institutions/PSU/ Central Kindly requesting change to Bidder /GEM Bidder has to comply with RFP term

Conditions.
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The Bidder should have experience in
Public Sector or Private Sector Bank in
India or Financial Institutions/PSU/ Central
Government Organizations in India as B
following: :
. Sz Bidder has to ly with RFP L d
225 90 1. Hosting, Maintaining Public Kindly requesting to change the eligibility criteria to Bidder/OEM cl ;;-io:: compy.wi aides
DNS/Domain/DNSSEC - 3 Years on .
2. GenAl based search/ Translation
integration in public website - 2 websites.
3. Search Engine Optimisation (SEO)
services for websites - 3 Years
Hosting and Maint f C B
ng al? ena-n(e B Canata bank Payment will be Quarterly in arrears as per Sl. No. 1 of Table-
Corporate Website with enhanced features B ot ek & onsubaisionofinvol d
2d 3 ol faice an ¥ .
i . . . " d
226 16 Payrient tans such as Artificial Intelligence / Natural Acceptance/Sign off by the Bank on production of relevant Kindly requesting to change the payment terms to quarterly in Elddgrlhas to comply with RFP terms ani
Language search elc., on cloud & search . & X advance Conditions.
. ! 3 documents and after deducting applicable penalties and
etc., on cloud (including Content Updation).| = ;
Liquidated damages (if Any).
oo imemrc o powvetste [P b Qe s 5t 201 Tk
for C Bank IFSt i i ] e i i i i ith RFP t d
227 16 Payment terms sl ,C Banlkmg Hit (CRIEL) Acceptance/Sign off by the Bank on production of relevant Kindly requesting to change the payment terms to quarterly in Bldde_r_has To.Commply W ST an
Website on cloud (including Content , 1 = advance Conditions.
% documents and after deducting applicable penalties and
Updation). P :
Liquidated damages (if Any).
Regarding real-time BSE/NSE stock feed (15-minute refresh): " 4
i( ly to the RFP terms. Bank will
228 3 out of 17 |Scope of Work Scope of Work 5.2 will the Bank provide an existing market-data API licence, or :;ide:u:‘a;e \::ar:;\‘r. I;,ata Sotree Rl
should the bidder budget for one? P Y )
The selected bidder should consider high-
availability (active-active) at DC & DR with
Please confirm the RPO / RTO values (not explicitly stated) for |maximum RPO of 15 minutes and maximum RTO
229 12 out of 17 |Sc W
ope of Work Scape of Work 32 DC-DR fait-over. of 60 minutes (the RPO & RTO may be changed
during the course of the contract and the vendor
has to adhere to the revised RPO & RTO).
idd ly with RFP d Conditions.
Can you share the desired SLA for incident response (e.g., Ridder ta somply e erms and Londitions
230 8 outof 17 |Sco f Work Scope of Wi v ity-1 withi i ithil i .
pe of Worl ope of Work 5.2 ;Evcenttyr; w;thln 15 min, reselve within 2 h) so that we align The selected bidder to provide all the required
staffing: infrastructure including APIs.
Does the Bank have a preferred licensed CMS platform {e.g.,
231 6 out of 17 |Scope of Work Scope of Work 5.2 Adobe AEM, Sitecore, Drupal Enterprise) or is an open-source Bidder to comply with RFP terms and Conditions.
stack acceptable if it meets all security controls?
Bidder to comply with RFP terms and Conditions.
For Role Based Access Control (RBAC), should the CMS integrate
232 6 out of 17 |Scope of Work Scope of Work A g s 2 5
P bE 32 with the Bank's Active Directory or use an internal role matrix?  |Additional details, if required, will be shared
with the selected bidder.
233 | 12 outof 17 |Scope of Work Scope of Work 5.2 g many qualjterly DR dnllspeed.aifol tveswitchiovervsoa Bidder to comply with RFP terms and Conditions.
tabletop exercise?
For the corporate site, the RFP asks for “unlimited content
dation including design changes without extra cost.” Please ; ; R
234 5 out of 17 |Scope of Work Sco f Work 5.2 HP 2 9! to ly with RFP terms and Conditions.
pe e confirm whether “design changes” include complete theme Biddertacamply
revamps or only incremental page-level tweaks
£
The corporate site must handle 10 000 concurrent users with < 1 %‘/ﬂﬂ,— ;ﬁ x 4
. - i i i TEA "
235 7 outof 17 [Scope of Work scope of Work 52 s response and 25 ?e YoY growth; please confirm the peak cl_ausc* is self Expalnatury_ t_ndder has to com L ‘\ﬂ(l\ -T\Zf;,‘\_
concurrency test window (e.g., quarter-end, product launches) |with RFP terms and conditions. }" der */ \
. ] 7 Tencel
50 we can size Auto-Scaling groups accurately. prons <ind \\55
b : fon
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integrated or preserved?

Sl No Page No  [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
236 3 outof 17 |Scope of Work Scope of Work 5.2 Shautd the A.“ML (ha.ml efer 1o ||_1[emal Bocumengbn i Bidder to comply with RFP terms and Conditions.
answer queries (RAG implementation)?
Please sample MAF format which CSP’S provides for public
237 General MAF Format sector bank's RFP is shared , requesting _the bank l_o (han-ge the Biddc.: .Lu comply with RFP/GeM bid terms and
format as the current format mentioned in the rfp is applicable |Conditions
for hardware OEM’s
idd b
wdisplayine content in maiority of the other Indian languages Kindly specify the exact list of Indian languages expected on Bl s o Coriply o the:REP termes
238 74 5.2 Scope of Work Multilingual Al 5 P y: g it BUag Day-1 and any glossary / translation memory the Bank will . . .
using Al % : . The selected bidder to provide all the required
provide, or should the bidder build these assets from scratch?
infrastructure.
R 1) Which knowledge sources / APIs will the Bank expose for RAG Biddder ias to Camply'th the: RFP ters:
239 75 5.2 Scope of Work Al / NLP Search Requireiment for"text and wice based search... RAG rounding? 2) Is the vendor expected to provision s h-to-text
: b (Retrieval-Augmented Generation) feature” g % 2 Peg P! ISPEes The selected bidder to provide all the required
licences, or will the Bank supply a preferred engine? A
g infrastructure.
a) How many audit cycles (initial + recertification) should we
240 80 5.2 Scope of Work Accessibility “conform to ... WCAG 2.1 AA, IS 17802, GIGW, STQC cert.” budget over five years? b) Will audit fees be reimbursed by the |Bidder has to comply to the RFP terms.
Bank or included in the commercial bid?
| o Which industry tool (e.g., Google Lighthouse, WAVE, axe-core)  |Bidder has to comply to the RFP terms.
241 75& 77  |Section C - Deliverables & SLAs |SEQ / Accessibility score maintatn 5o ‘""d -'!ICCESSIbTiIW scares aFR0I00hroughaut will the Bank recognise as the authoritative scoring engine for Bank may use any/more than one of the leading
the contract period ;
these thresholds? toels to verify the same.
. “Bidder should prepare at least 5 sample layouts each for Are these sample layouts required with the bid submission or
242 14 B
Fechion = DalfVerabies b SLAs, [Sample Layolits CBIBU & Intranet” within timeline only post-award during the 10-week design phase? Post Award
Bidder has to comply to the RFP terms.
o ; All pre-release audits before go live and
Do k -eval to be
K yoo ; “Website design should be compliant to Nielsen & Molich's 10 e-s the Banl expect.a formal hesbhicrealysioneport to whenever changes are being made in the website
243 80 Annexure-9 Technical Eval. Heuristic compliance SR delivered at each major release? If yes, please state frequency |, A 5
Ul guidelines” PR including source code audit will be the
0o " responsibility of the Bidder. However, Bank
reserves right to conduct additional audits if
warranted.
Bidder has to comply to the RFP terms.
: 3 iy S : Kindly clarify if major visual-identity overhauls (e.qg., re- i
" the S f Wi
244 74,76 & 85 |5.2 Scope of Work Unlimited content updates Bidcies t.o pruv.nde unlm.u.ted content Updation mdudmg" branding of entire Ul kit) are also covered under “unlimited" or AS per cope of Worky DH?EI tha major full
changes in design / addition of pages ... at no extra cost will be treated as ch ctlor b mutunile agrosd rats revamp of the website, the bidder should carry
agse ¥ a8 4 out all the other changes as intimated by the
Bank without any additional cost to the Bank.
I# - Please confirm whether UX design-system assets (Figma ; =
245 81 Section C - Deliverables & SLAs |Design-system IP Batiewiilbete a-bsolute Foh g webntes Nt source libraries, icon sets, token files) are also to be deposited in TT‘e s ibbe sared with the:xelected
code ... may enter into Escrow” Bidder.
escrow and treated as Bank-owned IP.
i . . . How many named Bank users / roles require dashboard access, ; .
246 79 5.2 Scope of Work Monitoring dashboard Frm.nde vealtiffe £laud dashbgard cystarnised petiBank and are there any internal brand-guideline constraints for the TT\e St witl bie: stiaed With e sislected
requirement” Bidder.
dashboard UI?
3 _ z < Will the Bank facilitate onsite stakeholder interviews / branch
247 74 5.2 Scope of Work User research let?Sl[e #hould e develt_)ped based on"a dafitisd riormatiy visits for |A workshops, and are any security clearances needed |Bidder has to comply to the RFP terms.
architecture & best practices for Ul/UX
for vendor researchers?
’ Which external systems must be integrated at launch (e.g. The same will be shared with the selected
248 NA [ef ’ !
enéral Hechiiedles stock exchange feeds, feedback forms, chatbot engine)? Bidder.
Bidder has to comply to RFP terms.
. What is the current platform/technology stack of the existing
249 NA G L = s a b . .
LY Tech Queries 'website? Additional details, if required, will be shared
with the selected bidder.
Bidder has to comply to RFP terms.
itori be
250 NA General Tech Queries Are there legacy systems or content repositories that must

Additional details, if required, will be sha

with the selected bidder.
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Sl No Page No [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Bidder has to comply to the RFP terms.
. Are there any legacy APIs that must be reused, or should
251 NA General Tech Queries
Querie everything be built fram scratch? The selected bidder to provide all the required
infrastructure.
Bidder has to comply to RFP terms.
Will the Bank provide test environments or access for
252 NA General Tech Queri
Queries integration purposes? Additional details, if required, will be shared
with the selected bidder.
Bidder has to comply to RFP terms.
. What is the expected backup frequency, retention policy, and
253 NA General Tech Queries :
Qs disaster recovery RTO/RPO? Additional details, if required, will be shared
with the selected bidder.
Does the Bank have a preference for CMS technology (e.g.,
254 NA General Tech Queries Drupal, SharePoint, WordPress)? Open Source / Enterprise Bidder has to comply te RFP terms.
solution?
Bidder has to comply to RFP terms.
5 What is the current content publishing workflow, and how do
255 NA General Tech Queries
Q you expect maker-checker roles to function? Additional details, if required, will be shared
with the selected bidder.
Bidder has to comply to the RFP terms.
All pre-release audits before go live and
whenever changes are being made in the website
including source code audit will be the
256 NA General Fech Quéries How will VAPT an:j code auditsAbe handled—by the vendor, a respunﬂbl!itv of the Bidder. err. B.ankr
Bank-approved third party, or internally by Bank's SOC? reserves right to conduct additional audits if
warranted.
TAT will vary based on the Severity of the
observation. The same will be shared with the
selected Bidder.
Bidder has to comply to RFP terms.
257 NA Genaral Tech Quieries ‘What is the expected content \fulume (pages, files, media) for ] o ) ‘
the corporate and CBIBU websites? Additional details, if required, will be shared
with the selected bidder.
Bidder has to comply to RFP terms.
258 NA General Tech Queriss Are specific enc_ryth'on standards (AES-256) mandated for As pc?r Scope of Work.. bitﬂdea’ to con?ply with
D storage, transmission, or AP| payloads? Bank's/Regulatory guidelines regarding storage,
transmission or AP payloads throughout the
contract period.
Bidder has to comply to the RFP terms.
Kindly note that as per Scope of work, Canara
. . ¢ . Bank corporate website & CBIBU websites are to
. S50 hi dentity der (SAML/ L G
259 NA General Tech Queries lrset:?r(:da?ur adr;r;flcof?;i:;:;ll l:r:rﬂv proviger( LOAuth) be hosted on Cloud (additional authentication if
9 g any required to be provided by the Bidder) and
intranet is to be hosted on-premise
(Authentication also will be with on-premise AD
Setup only).
Bidder has to comply to the RFP terms.
260 NA Ganoral Tech Queries Do you require the vendor to expose APIs to third parties ) ! :
(regulators/media) for content feeds? The selected bidder to provide all the required
infrastructure including APls.
261 NA General Tech Queries What is the minimum version of mabile OS{Android/i0S) should Bidder has to comply to REP terfns.

be supported by CBIBU website? What is the benchmark device?
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SI N Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
The detailed lmplen'be‘ntatlon plan will be dm:ussed.and We understand that any changes to the agreed scope of wark
peeead by the Bank vt the.selpe e Bidder, covering the that result in additional effort or cost shall be subject to mutual
262 1 Section B 5.2 scope of work and key deliverables as defined in this RFP. T 7 ] Bidder has to comply to RFP terms.
< agreement, and any additional costs arising from such changes
However, the selected Bidder has to comply with the shall be borne by the Bank. Pls. confirm
timelines explained elsewhere in this document. ¥, e :
The term of the contract as per clause 5 of Section B states 5
Years. However, the warranty for the Onsite support and
maintenance mentioned here represents 5 Years from the Go- Bidder has to comply to REP terms,
The vendor has to provide comprehensive Onsite Support and  |Live date. We understand, that the Go-live date is after the i ’
263 23 Section C 9.2 i i i i i.e., 42 i ; ;
malntenanse of proposed Solution for Five (5) years from the |mp¥emer_ﬂatmn phase, i.e., ? weeks from the effectwe date. 5 years contract period will start from the date
date of go live. Pls. confirm, whether the Onsite support and maintenance Sf Sigrigit
= coterminus with the expiry of 5 years from the accptance of the .
PO or it would be considered as 5 Years + 42 weeks for
Implementation phase.
The VENDOR shall, whenever required by the PURCHASER,
furnish all relevant information, records/data to the
PURCHASER and/or auditors and/or inspecting officials of the
R SER/R: i
Pu CHfA ER/Reserve Bank of India and nr.any regolatory We understand that the Vendor's financial books and records, . " .
264 26 ; authority. The PURCHASER reserves the right to call and/or _ ; Bidder to comply with RFP/GeM bid terms and
Section D 17.3 L i I 3 . including Internal costs, are excluded from the records/ data. R
retain for any relevant material information/reports including Bls. corfivm Conditions
auditor review reports undertaken by the VENDOR (e.g., : :
financial, internal control and security reviews) and findings
made on VENDOR in conjunction with the services provided to
the PURCHASER.
Bank at its discretion may verify the accounts and records or
appoint third party for verification including an auditor for We understand that the Vendor's financial books and records, - L A
. omply with RFP/GeM bid t d
265 43 Section G 6 audit of accounts and records including Hardware, Software & |including Internal costs, are excluded from the Inspection of 2:?:;;::‘; mey STyl
other itemns provided to the Bank under this RFP and the records scope. Pls. confirm.
selected bidder shall extend all cooperation in this regard.
;hii :EN{DQ‘({I SER\'deEE PRO\”?‘ER lslhdalltdu:ngkihe valu:;ty of We understand that the Vendor's financial books and records, Bidder to comply with RFP/GeM bid terms and
266 51 Section G 231 > an ,mc ALPTIYICE Beens .? nin; 9” ) including Internal costs, are excluded from the books, records, \ ,r, Y
information, logs, alerts and business premises relevant to the | 3 3 Conditions
4 . % information access. Pls. confirm.
service provided under this agreement to the Bank.
- ; . . We understand that any additional deliverables or services
Reverse Transition mechanism would include services and required during the Reverse Transition period nd those
- i id Bidder t ly with RFP/GeM bid d
267 40 Section F 12.9 tasks thatare [equired to be performed/ rendered bythe. b i tie s e of work deRinag i this REP, Shall b tader to:comply wibhh i (Gl ud tepms an
Vendor /Service Provider to the Bank or its designee to ensure . e Conditions vide 14. Training and Holding 14.5
oy I - - mutually agreed upon in writing and shall be chargeable
smooth handover and transitioning of the Bank’s deliverables. 3 ; .
separately, subject to the Bank’s approval. Pls. confirm.
Vendor/Service Provider will provide shadow support for a
i f 90 d i . - . .
mm'mu',“ o ays u,r w d@ded by the Bank before the end We understand that any additional deliverables or services
of termination of notice period or expiry of the contract as required during the Reverse Transition period, beyond those
: i iti 3 3 3 s i to ly with RFP/GeM bid t d
268 46, 47 Section G 13.7 and 14.5 Applicable shno auditional cost b the Bk prescribed in the scope of work defined in this RFP, shall be 5:1nddti;iun:omp LA eI aREn A
. -, ! - mutually agreed upon in writing and shall be chargeable
During Reverse Transition Bank will not pay any additional separately, subject to the Bank's approval. Pls. confirm
cost to the Vendor/Service Provider for doing reverse P Vi be T :
transition.
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penalty imposed by third parties.

S| No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
We understand that in the event of Termination, the Bank shall
pay all costs and expenses incurred in connection with the
services delivered up to the effective date of termination,
269 122 Appendix F 24 Termination including bu} not limited to VaAny ijmrecnvered investments, third- Bidde:r.tu comply with RFP/GeM bid terms and
party commitments, demobilization costs, and other expenses Conditions
directly attributable to the premature cessation of services.
Such costs shall be mutually reviewed and agreed upon during
the contracting phase. Pls. confirm,
The buyer can increase or decrease the contract quantity or
contract duration up to 25 percent at the time of issue of the |We understand that any such increase or decrease shall be
270 5 Bl DGRt 1 contract. However, once the contract is issued, contract subject to mutual agreement, and the revised terms, along with |Bidder to comply with RFP/GeM bid terms and
quantity or contract duration can only be increased up to 25  |corresponding adjustments in charges, shall be managed through |Conditions
percent. Bidders are bound to accept the revised guantity or |the established change control process. Pls. confirm.
duration
If the selected bidder does not meet the specifications/terms
of the RFP during various tests/stages, the selected bidder We understand and appreciate the Bank’s perspective of
y shallr rgctify the same at biddersrcost tg comply with the impqsing penalties to ensure adherence to the RFF{ _ Bidder to comply with RFP/GeM bid terms and
271 21 Section C 7.5 specifications/terms of the RFP immediately to ensure the requirements. We respectfully propose that any withholding of Conditions
committed uptime/terms, failing which the Bank reserves its |payment be limited to an amount not exceeding two months of
right to withhold the payment, impose penalty and invoke the |charges under the contract.
Bank Guarantee/ nullify the contract.
We would like to propose following deviation:
VENDOR/ SERVICE PROVIDER shall not assign to any one, in
whole or in part, it's obligations to perform under the Contract,
except with the BANK’s prior written consent. However,
g ' VENDORI.SERVICE. PRUVIPER-shaLl not assign to any one, in Vendor/ Ser\ric? Pruvider_ may assign l‘igh_ts to f_ECEIZVE payments Bidder to comply with RFP/GeM bid terms and
2 43 Section G 8.1 whole or in part, it's obligations to perform under the and shall remain responsible te perform its obligations. Conditions
Contract, except with the BANK's prior written consent. Assignment by the Yendor/ Service Provider in conjunction with
the sale of a portion of Vendor/ Service Provider's business that
includes a Service is not restricted. Yendor/ Service Provider
may share this Agreement and related documents in conjunction
'with any assignment.
The BIDDER/SELLER/CONTRACTOR/SERVICE PROVIDER
undertakes that it has not supplied/is not supplying similar
product/systems or subsystems/services at a price lower than
that offered in the present bid to any other Bank or PSU or
Government Department or to any other organization/entity
whether or not constituted under any law and if it is found at
any stage that similar product/systems or sub
73 17 AppendinE 8 systems/services was supplied by the Considering the complexities around the comparable services,  [Bidder to comply with RFP/GeM bid terms and
BIDDER/SELLER/CONTRACTOR/SERVICE PROVIDER to any other |Bidder seeks deletion of the clause. Please confirm Conditions
Bank or PSU or Gevernment Department or to any other
organization/entity whether or not constituted under any law,
at a lower price, then that very price, with due allowance for
elapsed time, will be applicable to the present case and the
difference in the cost would be refunded by the
BIDDER/SELLER/CONTRACTOR/SERVICE PROVIDER to the
BUYER, if the contract has already been concluded.
The overall penalty for the above shall be restricted to 10% of [The bidder request to include the overall Penalty, including the | . : .
274 22 Section C 7t the total contract value. However, this is not applicable to Liquidated damages, shall be capped to 5% of the monthly Bidder to/ comply with REP {GeM bid tarms ad

charges. Pls. confirm.

Conditions
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S| No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
If any act or failure by the selected bidder under the ‘We understand the Bank's need to safeguard service continuity,
agreement results in failure or inoperability of systems and if |we request the removal or medification of this clause to ensure
275 7 Section C 711 the Bank has to take corrective actions, to ensure that any such action is subject to prior notice, mutual Bidder to comply with RFP/GeM bid terms and
functionality of its property, the Bank reserves the right to discussion, and limited to material breaches that are not cured  |Conditions
impose penalty, which may be equal to the cost it incurs or within a reasonable period. This will help avoid unintended
the loss it suffers for such failures. financial exposure and promote collaborative resolution.
The Bank reserves its right to cancel the entire / unexecuted |We understand the Bank's need to safeguard service continuity,
part of CONTRACT at any time by assigning appropriate we request the removal or modification of this clause to ensure
276 39 Section F 12.2 reasons and recover expenditure incurred by the Bank in that any such action is subject to prior natice, mutual Bidder to comply with RFP/GeM bid terms and
addition to recovery of liquidated damages in terms of the discussion, and limited to material breaches that are not cured |Conditions
contract, in the event of one or more of the conditions listed |within a reasonable period. This will help avoid unintended
in 12.2.1 to 12.2.10 financial exposure and promote collaborative resolution.
After the award of the contract, if the Vendor/Service
Provider does not perform satisfactorily or delays execution
of the contract, the Bank reserves the right to get the balance
contract executed by another party of its choice by giving one |We understand the Bank's need to safeguard service continuity,
months' natice for the same. In this event, the we request the removal or madification of this clause to ensure
77 40 Section F i2.5 Vendor /Service Provider is bound to make good the additional |that any such action is subject to prier notice, mutual Bidder to comply with RFP/GeM bid terms and
expenditure, which the Bank may have to incur for the discussion, and limited to material breaches that are not cured |Conditions
execution of the balance of the order/contract. Such within a reasonable period. This will help avoid unintended
additional expenditure shall be incurred by the bank within financial exposure and promote collaberative resolution.
reasonable limits & at comparable price prevailing in the
market. This clause is also applicable, if for any reason, the
contract is cancelled.
Negligence - In connection with the work or contravenes the
provisions of General Terms, if the selected bidder neglects
to execute the work with due diligence or expedition or
refu_ses_nr m?glects 0 comply Ymh o reasona-hle Ordien gnien ‘We understand the Bank’s need to safeguard service continuity,
to him in writing by the Bank, in such eventuality, the Bank AT L
PR R o 3 we request the removal or modification of this clause to ensure
may after giving notice in writing to the selected bidder R A : . L Bidder t ly with RFP/GeM bid terms and
278 4 Section G 7 I S 0 - d?at any such ECFIDT! is subject Lo prior notice, mutua idder to comply e
R ; L 3 discussion, and limited to material breaches that are not cured |Conditions
contravention complained of, within such times as may be R z P N 4
. " . within a reasonable period. This will help avoid unintended
deemedifeasonabile and I defaul of et sald riotice..the Bank financial exposure and promote collaborative resolution.
shall have the right to cancel the Contract holding the
selected bidder liable for the damages that the Bank may
sustain in this behalf. Thereafter, the Bank may make good
the failure at the risk and cost of the selected bidder.
Upon reviewing the current payment terms for the One time
Implementation, we respectfully request a revision to introduce
shorter, milestone-based billing intervals leading up to the Go-
Live of CB Website and Intranet. Specifically, we propose that
Payment Stages: One time implementation cost for Design, the payrn?nt I ssumes he fesfrciiet S.UCh AL
5 - Each milestone aligns with menthly deliverables or progress
Development and Deployment of Canara Bank Website, IFSC :
279 16 Section C 5.11 Banking Unit (CBIBU) & Intranet and Creation of unified dash chieckpoints. Bidder has to comply to RFP terms.

board and migration of Domain / DNS of all Canara Bank
Domains and Sub-Domains Domain / DNS management

- The cumulative value of these milestones covers at least 70%
of the One time Implementation cost.

- Detail percentages of each such milestones shall be discussed
during the contracting phase.

Also the last two milestones of the One time implementation
shall be equally billed (15% each) at the end of each such
milestone completion.
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Sl No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
o ] . The bidder request to include that The Bank's right to terminate
280 39 Section F 12.1 Ihe Baa_-:&(:iewe_s TF naght t:;:;r:;m;te :‘: [:):JF;:CZ Bhany this CONTRACT at any time With and/ or without assigning any  [Bidder to comply with RFP/GeM bid terms and
: ]":C g assigming any. o v DY BVING Y reasans, by giving a notice no earlier than 90 days and no later  [Conditions
ovee: than 180.
Vendor /Service Provider will provide shadow support for a
ini f 90 i . .
i mur;n o days qr b dgcm‘ed by the Barik befure: theend We understand that any additional deliverables or services
of termination of notice peried or expiry of the contract as requited during the Reverse Transition period, beyond those
Exit Management Plan applicable at no additional cost to the Bank. A g RO Bidder to comply with RFP/GeM bid terms and
281 46, 47 13.7 and 14.5 o " prescribed in the scope of work defined in this RFP, shall be %
Training and Handholding i fa Conditions
. . " 29 mutually agreed upen in writing and shall be chargeable
Pustng Reverse Tealsition Bank Willinav pay Ay st tingial separately, subject to the Bank's approval. Pls. confirm
cost to the Vendor/Service Provider for doing reverse P ¥s ) PP! T .
transition.
We understand that in the event of Termination, the Bank shall
pay all costs and expenses incurred in connection with the
services delivered up to the effective date of termination,
i i imi ed i ts, third- |Bidder to ly with RFP/GeM bid t d
282 122 24 Order Cancellation/Termination of Contract | Termination Inclodirig bu.l fratiimited w.a.ny gnrncuver Inyastments, thin ! e-r- paalli & A
party commitments, demobilization costs, and other expenses Conditions
directly attributable to the premature cessation of services.
Such costs shall be mutually reviewed and agreed upen during
the contracting phase. Pls. confirm.
The buyer can increase or decrease the contract quantity or
contract duration up to 25 percent at the time of issue of the |We understand that any such increase or decrease shall be
5 contract. However, once the contract is issued, contract subject to mutual agreement, and the revised terms, along with |Bidder to comply with RFP/GeM bid terms and
283 5 Bid Document 1 A = 5 % : s o8
quantity or contract duration can only be increased up to 25  |corresponding adjustments in charges, shall be managed through |Conditions
percent. Bidders are bound to accept the revised quantity or  |the established change control process. Pls. confirm.
duration
Payment will be Quarterly in arrears as per
Sl. No. 1 of Table-B of Annexure-16, on Hosting and Maintenance of Canara Bank Corporate Website
submission of Invoice and Acceptance/Sign |with enhanced features such as Artificial Intelligence / The payment terms should be monthly in arrears for Public :
284 16 5.1.2 Lo ly to RFP terms.
off by the Bank on production of relevant  |Natural Language search etc., on cloud & search etc., on Cloud Billings Bidder has toicomply LI
documents and after deducting applicable |cloud (including Content Updation).
penalties and Liquidated damages (if Any).
Payment will be Quarterly in arrears as per
Sl. No. 2 of Table-B of Annexure-16, on
¥ 2 i i Hosting and Maintenance of new website for Canara Bank IFSC 2 ;
i /S | hl; ears for Public
285 16 5.1.3 submission of Invoice and A.cceptance ign Banking Unit (CBIBU} Website on cloud {including Content The pay"mfenl terms should be monthly in arrears for P Bidder has to-comply to REP terms.
off by the Bank on production of relevant Updation) Cloud Billings
: won).
documents and after deducting applicable P
penalties and Liquidated damages (if Any).
Payment will be Quarterly in arrears as per
Sl. No. 3 of Table-B of Annexure-16, on
submission of Invoice and Acceptance/Sign |Hosting Maintenance of Canara Bank Intranet site {including The payment terms should be monthly in arrears for Public "
286 17 1 F . Tt dder has to ly to RFP terms.
g off by the Bank on production of relevant  |Content Updation) Cloud Billings Bidder has tocomply to s
documents and after deducting applicable
penalties and Liquidated damages (if Any).
Payment will be Quarterly in arrears as per
Table-C of Annexure-16, on submission of
: 5 : _ 1 : ;
287 17 515 Invoice and Ancelptancelﬁgn off by the Domain / PNS management of all Canara Bank Domains and The pay-rn.ent terms should be monthly in arrears for Public Bidder has to comply to RFP terms.
Bank on production of relevant documents |Sub-Domains Cloud Billings
and after deducting applicable penalties
and Liquidated damages (if Any).
?d:l;;egtu\;n;;::x(lu::_r::r:\;t:l adnzarst.as per Payment shall be monthly in arrears as per Table-D of Annexure- *
288 17 5.1.6 5 PROSENENIE Onsite Resources 16 after deducting applicable penalties and Liquidated damages |Bidder has to comply to RFP terms.
applicable penalties and Liquidated (it Any) =
damages (if Any). L SR
a|s
i
{=
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Page No

Section

RFP Clause/Sub clause

Detailed Clause No

Bidders Query

Bank's Reply

289

Section B: Clause:5.2

Requirement Details

The term of contract will be for a period of Five (05) years.
However, Bank reserves the right to have an periodic review
from the date of acceptance of purchase order. If the services
are found to be unsatisfactory Bank reserves the right to
discontinue the Services.

Bidder requests to modify as follows: The term of contract will
be for a period of Five (05) years. However, Bank reserves the
right to have an periodic review from the date of acceptance of
purchase order. If the services are found to be unsatisfactory
Bank reserves the right te discontinue the Services with a prior
notice of 90-180 days

Bidder to comply with RFP/GeM bid terms and
Conditions

2%0

3

Section D: Clause 12

Assumptions / Presumptions / Modifications

The Bank would like to expressly state that any assumption,
presumptions, modifications, terms, conditions, deviation
etc., which the bidder includes in any part of the Bidder's
response to this RFP, will not be taken into account either for
the purpose of evaluation or at a later stage, unless such
assumptions, presumptiens, modifications, terms, conditions
deviations etc., have been accepted by the Bank and
communicated to the bidder in writing. The bidder at a later
date cannot make any plea of having specified any
assumption, terms, conditions, deviation etc., in the bidder's
response to this RFP document. No offer can be modified or
withdrawn by a bidder after submission of Bid/s.

Bidder requests that the all the deviations and the final proposal
submitted by the Bidder shall form part of the contract and the
commencement of services shall begin only after the contract
'with mutually acceptable terms are signed by the parties.
Please confirm.

Bidder to comply with RFP/GeM bid terms and
Conditions

29

26

Sction C: Clasue 17

Right to Audit

17.3

Bidder proposes the follwing edits to the clause:

The VENDOR shall, whenever required by the PURCHASER,
furnish relevant information pertaining to the services, except
for financial records or cost related information to the
PURCHASER and/or auditors and/or inspecting officials of the
PURCHASER/Reserve Bank of India and er any regulatory
authority. The PURCHASER reserves the right to call, giving the
VENDOR reasonable time to respond to such call, without any
interruption in business hours and/or retain for any relevant
material information/reports pertaining only to the services
provided, including auditor review reports undertaken by the
VENDOR and findings made on VENDOR in conjunction with the
services provided to the PURCHASER.

Bidder to comply with RFP/GeM bid terms and
Conditions

292

38

Section F: Clause 10

Execution of Agreement

10.1.Within 21 days from the date of acceptance of the
Purchase Order/LOI or within 30 days from the date of issue
of Purchase Order/LOI whichever is earlier, the selected
bidder shall sign a stamped “Agreement” with the Bank at
Bengaluru as per Appendix-G. Failure to execute the
Agreement makes the EMD liable for forfeiture at the
discretion of the Bank and also rejection of the selected
bidder.

Bidder requests that the all the deviations and the final proposal
submitted by the Bidder shall form part of the contract and the
commencement of services shall begin only after the contract
with mutually acceptable terms are signed by the parties.
Please confirm.

Bidder to comply with RFP/GeM bid terms and
Conditions
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293

44

Intellectual property Rights

Section G: Clasue 11

VENDOR/ SERVICE PROVIDER warrants that the inputs provided

Bidder proposes the following edits to the clause:

11.1.VENDOR/ SERVICE PROVIDER warrants that the inputs
provided shall not infringe upon any third party intellectual
property rights, including copyrights, patents and other
intellectual property rights of any nature whatsoever. VENDOR/
SERVICE PROVIDER warrants that the deliverables shall not
infringe upon any third party intellectual property rights,
including copyrights, patents and other intellectual property
rights of any nature whatsoever. VENDOR/ SERVICE PROVIDER
shall ensure that the Solution supplied to the BANK shall not
infringe the third party intellectual property rights, if any.
VENDOR/ SERVICE PROVIDER shall ensure that third party rights
are not infringed even in case of equipment /software supplied
on behalf of consortium as VENDOR/ SERVICE PROVIDER. Bank is
responsible for obtaining all necessary rights and permissions to
enable, and grants such rights and permissions to, Bidder to use,
provide, store and otherwise process content, or access and use
Bank's systems and other computing environments, in connection
with the Services. Bank will make necessary disclosures and
obtain consent required by law before Bank provides Bidder or
authorizes any access to Bidder for content containing any
individual's information, including personal or other regulated
data in such content. Bank will not provide or allow access to
content that could be subject to governmental regulation or

Bidder to comply with RFP/GeM bid terms and
Conditions

294

NA

General

Hyperscalar Reseller Attachment

Additional Terms for OEM resale.

Bidder proposes to have additicnal terms to be added to ensure
consistency and fit with the overall contracting approach of
resale from OEM (Public Cloud Service Provider).

-OEM Products are sold by the Bidder as-is, without warranties
of any kind. OEMs may provide their own warranties to the Bank.
Bidder has no responsibility for claims based, in whole or part,

on OEM products

-The Terms with the OEM would include provisions around the
cloud platform, including but not limited to, acceptable use
terms, suspension rights, Banker's responsibility to procure
necessary permissions, etc.

Bidder has to comply to RFP terms.

295

44

Section G: Clasue 11

Intellectual property Rights

Clause 11.3.

Bidder proposes the following edits to the clause:

11.3.The indemnification obligation stated in this clause shall
apply only if a third-party asserts a claim against Bank that
Services acquired under the Agreement infringes a patent or
copyright by the Bidder, whereby the Bidder will defend Bank
against that claim and pay amounts finally awarded by a court.
in such instance of claim, the Bank shall provides the Bidder
prompt written notice of such claims, grants the Bidder sole
authority to defend, manage, negotiate or settle such claims
and makes available all reasonable assistance in defending the
claims. Notwithstanding the foregeing, neither party is
authorized to agree to any settlement or compromise or the like
which would require that the Bidder to make any payment or
bear any other substantive obligation without the prior written
consent of theBidder. The indemnification obligation stated in
this clause reflects the entire liability of the parties for the
matters addressed thereby.

Bidder to comply with RFP/GeM bid terms and
Conditions

Page 36 of 71

Internal




Sl No

Page No

Section

RFP Clause/Sub clause

Detailed Clause No

Bidders Query

Bank's Reply

296

Section G: Clause 12

Confidentiality

Entire clause

Bidder proposes the entire clause be made mutual. The clause
has single-sided obligations.

Bidder requests that the clause has mutual obligations to
protect either Parties’ confidential information.

Bidder proposes deletion of “trade secrets” from definition of
Confidential Information. The nature of services does not entail
receipt of any trade secrets from the Bank and hence request
deletion.

Bidder to comply with RFP/GeM bid terms and
Conditions

297

Section G: Clause 12

Confidentiality

12.3 No Media release/public announcement or any other
reference to the Contract/RFP or any program there under
shall be made without the written consent of the BANK, by
photographic, electronic or other means

Bidder proposes the following edits:

Promptly upen execution of the Agreement, Bank and Bidder
will jointly prepare a public announcement of Bank's selection
of Bidder as the provider of the Services. In addition, Bidder
may cite Bank's name and general nature of the Services to
Bidder's other customers, prospective customer, and its
investors.

Bidder to comply with RFP/GeM bid terms and
Conditions

298

Section G: 19

Protection of Data

Bidder proposes the following edits to be incorporated in clause
19:

The Parties acknowledge and agree that, to the best of their
knowledge, Bidder will neither (i) process personal data on
behalf of the Bank to provide the Services, nor (ii) act as a data
processor (or its equivalent under the applicable privacy laws).
Bank shall inform Bidder of any required changes to the
foregoing, and if necessary, the parties shall negotiate and
agree, acting reasonably and in good faith, a further agreement
regulating the processing of personal data or any further
agreement required in accordance with applicable privacy laws.
Processing of personal data may require changes to the Services
for the implementation of additional technical and
organizational measures.

Bidder to comply with RFP/GeM bid terms and
Conditions

199

50

Section G: 21

Indemnity

21

Bidder requests deletion of entire clause and replacement as
hereunder:

a.Bidder's entire liability for all claims related to the
Agreement will not exceed the amount of any actual direct
damages incurred by Bank up to the amounts paid (if recurring
charges, up to 12 months’ charges apply) for the Services that is
the subject of the claim, regardless of the basis of the claim.
Bidder will not be liable for special, incidental, exemplary,
indirect, or economic consequential damages, or lost profits,
business, value, revenue, goodwill, or anticipated savings.
These limitations apply collectively to Bidder, its affiliates,
contractors, and suppliers.

b.The following amounts are not subject to the above cap: i)
third party payments related to infringement claims described
in the paragraph below; and ii) damages that cannot be limited
under applicable law.

c.If a third party asserts a claim against Bank that Services
acquired under the Agreement infringes a patent or copyright,
Bidder will defend Bank against that claim and pay amounts
finally awarded by a court against Bank or included in a
settlement approved by Bidder. To obtain Bidder's defense
against and payment of infringement claims, Bank must

300

52

Section G: 23

General Conditiens to Contract

23.12.The Vendor /Service Provider shall be liable for any loss

Bidder to comply with RFP/GeM bid terms and
Conditions

Bidder proposes deletion of 23.12 in entirety

Bidder to comply with RFP/GeM bid terms and
Conditions
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301

56

Section G: 33

General Conditions to Contract

33

Bidder proposes deletion of clause in entirety and proposes
inclusion of the below clause:

Any dispute arising out of or in connection with this Agreement,
including any question regarding its existence, validity or
termination (each a “Dispute”) shall be referred to the Delhi
International Arbitration Centre and finally resolved by
arbitration in accordance with the Delhi International
Arbitration Centre (Arbitration Proceedings) Rules (the “DIAC
Rules") for the time being in force, which rules are deemed to
be incorporated by reference in this clause. The language of the
arbitration shall be English. The seat of arbitration shall be New
Delhi. The arbitral tribunal shall consist of three arbitrators
appointed in accordance with the DIAC Rules. The arbitrators so
appointed: (i) shall be fluent in English; (ii) shall be a licensed
and independent legal practitioner or retired judicial member
with over 20 years' experience in handling commercial disputes
in the IT/ITeS sector.

Bidder to comply with RFP/GeM bid terms and
Conditions

302

56

Section G: 35

General Conditions to Contract

35

Bidder proposes the following clause:

The Parties acknowledge and agree that, to the best of their
knowledge, Bidder will neither (i) process personal data on
behalf of the Bank to provide the Services, nor (ii) act as a data
processor (or its equivalent under the applicable privacy laws).
Bank shall inform Bidder of any required changes to the
foregoing, and if necessary, the parties shall negotiate and
agree, acting reasonably and in good faith, a further agreement
regulating the processing of personal data or any further
agreement required in accordance with applicable privacy laws.
Processing of persenal data may require changes to the Services
for the implementation of additional technical and
organizational measures.

Bidder to comply with RFP/GeM bid terms and
Conditions

303

92

Annexure 10

NDA

NDA

Bidder proposes theentire clause be made mutual. The clause
has single-sided obligations.

Bidder requests that the clause has mutual obligations to
protect either Parties confidential information.

Bidder proposes deletion of “trade secrets” from definition of
Confidential Information. The nature of services does not entail
receipt of any trade secrets from the Bank and hence request
deletion.

Bidder to comply with RFP/GeM bid terms and
Conditions

304

119

Appendix-G

DRAFT CONTRACT AGREEMENT

DRAFT CONTRACT AGREEMENT

Bidder requests that the all the deviations and the final proposal
submitted by the Bidder shall form part of the contract and the
commencement of services shall begin only after the contract
with mutually acceptable terms are signed by the parties.
Please confirm.

Bidder to comply with RFP/GeM bid terms and
Conditions

305

74

5 Scope of Work/Deliverables

5.1 Purpose/Objective

Website Design / Enhancements for
www.canarabank.com website:

i.Migrating, Hosting and Maintenance of Canara Bank
Corporate Website with enhanced features such as Artificial
Intelligence / Natural Language search etc., on cloud

Please clarify meaning of Cloud? Is Canara bank open to both
Public Cloud and Private Cloud?

Bidder has to comply to RFP terms.

As per Scope of Work, website can be deployed
in public cloud. However, the selected Bidder

should coordinate with Bank's Network team for
establishing secure connectivity for the on-site
team for monitoring, Content updation etc.,
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Bidder has to comply to RFP terms.
5.1 Purpose/Objective . :
z ii.Designing, Hosting and Maintenance of new website for Please clarify meaning of Cloud? Is Canara bank open to both f\s per fjccpe uF oAk Webste cal be derVEd
306 74 5 Scope of Work/Deliverables X ; . g £ in public cloud. However, the selected Bidder
Website Design / Enhancements for Canara Bank IFSC Banking Unit (CBIBU) Website on cloud Public Cloud and Private Cloud? . X .
bark ftin. should coordinate with Bank's Network team for
R establishing secure connectivity for the on-site
team for monitoring, Content updation etc.,
5.2 Scope of Work
i The vendor has to implement enhancements such as Artificial |Can this scope be performed after migration as website needs to | .
! 5
30! 74 Aagepe.i Wor/ Detivarasies Website Design / Enhancements for Intelligence / Natural Language search etc., before migration. |undergo transformation as part of migration. Bidklerihas 1o Comply bo RER tetiits
www.canarabank.com website:
Bidder has to comply to the RFP terms.
iv.The website should be implemented in bilingual format . . : e g As per the following Scope of Work, contact
it L ¥ i
5.2 Scope of Work (English and Hindi) frem day 1. The home page of the Ene;(s)edsr:wde detallsof eturent webste: |+ frdeveloped using details of the existing vendor and other
308 74 5 Scope of Work/Deliverables . ; websme.s shoPld p_rowde _upnon nr_svv?lchmg to:Hindtversion We see the website provides option for English or Hindi. Please negessaLy supporF vil:be pfu\nd'ed by the Bank
Website Design / Enhancements for of website with single click. The Hindi website should be 2 : R to the selected bidder for coordination.
" 3 R 5 let us know what level of translation used for the website design
wwaw.canarabank.com website: developed using Unicode so that the visitor is not required to Ar———
download any fonts to view the Hindi website. P ) Hindi & English content will be provided by the
Bank. However, the Bidder should translate if
required by the Bank.
iii.If Bank wishes to revamp the entire website at any point :
) . - . ! dder has t ly to the RFP terms.
§'9'6cone.of Work of time during the contract period, the vendor should carry Could you please help provide clarity on what Ieeer nas D ComPY s
i pe out the activity at mutually agreed rate. However, The Bidder |design/addition/content updation viz a viz Bank website S
~ : A e 5 X s As per the Scope of Work, other tha major/full
309 74 5 Scope of Work/Deliverables . to provide unlimited content updation including changes in revamp. We request you to distinguish between content . :
Website Design / Enhancements for 8 S 4 3 R : 3 ; : 3 revamp of the website, the bidder should carry
. design / addition of new pages in the website etc., as per addition/deletion and Website design so that any website design i
www.canarabank.com website: . = 3 s out all the other changes as intimated by the
business requirement of the Bank without any additional cost |changes are part of revamp. 5 hils
. % - Bank without any additional cost to the Bank.
to the Bank during the entire contract period.
nl.lli Bank mshes to revamp :he. entire website at any point The Gen Al Usecases defi e for the dnitial
5.2 Sc f Work of time during the contract period, the vendor should carry eriod only and Bank will consider leveragin
e i out the activity at mutually agreed rate. However, The Bidder |Could you provide more details on the specific enhancements P 4 " aing
i % % SR i > ; B 4 3 S more / all of the Gen AL capabilities during the
310 74 5 Scope of Work/Deliverables ¢ , to provide unlimited content updation including changes in required before migration, especially regarding Artificial 2 y
Website Design / Enhancements for N o R A + P couse of the contract period and the bidder
- design / addition of new pages in the website etc., as per Intelligence /Natural Language search capabilities? A -
wwaw.canarabank.com website: : : : L should support the same without any additional
business requirement of the Bank without any additional cost
¥ : . cost to the Bank.
to the Bank during the entire contract period.
iii.If Bank wishes to revamp the entire website at any point
i i tract d, th ndor should
5.2 Scope of Work of time dur?n.g the contract perio e vendor should carry
out the activity at mutually agreed rate. However, The Bidder Ave there any specific AL/ML algorithms or tools that the Bank
in 74 5 Scope of Work/Deliverables . . to provide unlimited content updation including changes in Py e . 4 Bidder has to comply to the RFP terms.
Website Design / Enhancements for 2 9 % prefers for implementing these enhancements?
barlk bsite: design / addition of new pages in the website etc., as per
sta sl il s business requirement of the Bank without any additional cost
to the Bank during the entire contract period.
iv.The website should be implemented in bilingual format
5.2 Scope of Wark (English and Hindi) from day 1. The home page of the
112 74 5 Scope of Work/Deliverables websites should provide option for switching to Hindi version |Are there any specific Indian languages other than Hindi and Bidder has to comply to the RFP terms.

‘Website Design / Enhancements for
www .canarabank.com website:

of website with single click. The Hindi website should be
developed using Unicode so that the visiter is not required to
download any fonts to view the Hindi website.

English that the website should support?
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Security and Coimpliance

scale capabilities.

What are the expectations for the auto-scale capabilities of the
cloud infrastructure? Are there any specific metrics or

thresholds that need to be met for auto-scaling?

S| No Page No  [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
ix.There should also be support for text and voice based
search functionality for present, historic, and archived
content and the search should be capable of analysing the Bidder has to comply to the RFP terms.
5.2 Scope of Work search input and understand the user requirement using
113 75 5 Scone of Work/Deliverables advanced Al/ML algorithms and return suitable reply based on |Please provide more details on current and archive content in As per the following Scope of Work, contact
be. 0 Website Design / Enhancements for the actual content of the website with atmost accuracy and terms of # of files, size, structured/unstructured data. details of the existing vendor and other
www.canarabank.com website: should have the functionality te provide suggestions with necessary support will be provided by the Bank
options related to the search topic if exact information is not to the selected bidder for coordination.
available. End users should be able to search using the
language selected for website display for natural interaction.
5.2 Scope of Work ix.The Bidder will be responsible for providing investor
- relation service to display real time stock share price Are there any specific APIs or data providers that the Bank =
314 . N I x . Bidder has to ly to the RFP terms.
& 3:30opet World/ Deliverables Website Design / Enhancements for (BSE/NSE}) of Canara Bank in the website. Frequency of prefers for this service? Lo omeyR i
www.canarabank.com website: updation should be minimum of 15 minutes.
5.2 5¢ £ Work Please provide a list of links/interfaces being presented on Ridder bas:taicomphy to, the REP: berris:
: ORe Al Rer vil. Availability of links for Canara Bank portals and Canara Bank website at present. Also, share architecture .
8 . 5 : : 3 3 s S : 3 : As per the following Scope of Work, contact
315 76 5 Scope of Work/Deliverables L ] applications, related link sites, and various social media sites |[diagram as to how this links are integrated into Website. Do you 3 =
Website Design / Enhancements for . 2 5 details of the existing vendor and other
5 (Facebook, X, etc.) fer easy and quicker references. use hard coded interfaces or APIs or third party software : 3
www.canarabank.com website: Glict o RtEFACT vt Bt Unksr necessary support will be provided by the Bank
s o i N to the selected bidder for coordination.
5.2 Scope of Work )(lv.\fa.rmus typ?es ,0( “:onteni shatlebe delvarsd Hroughite Could you clarify the requirements for delivering various types  [Bidder has to comply to RFP terms.
website. The indicative content types may be HTML s - o e
. of content through the website, including the use of in-built
316 76 5 Scope of Work/Deliverables . £ documents, Word Documents, PDF documents, Images, , : p 2 o : A
‘Website Design / Enhancements for = i o : ... |ptayers for multimedia files? Are there any specific formats or Additional details, if required, will be shared
Z Photographs, multimedia files, Audio/Video files etc. (In built s p
www.canarabank.com website: S standards that need to be followed for different content types? |with the selected bidder.
players to enable previewing before download).
5.2 Scope of Work i.Evaluation of existing webpage for Canara Bank IFSC Bidder has to comply to RFP terms.
A Banking Unit (CBIBU) and redesigning the website with Please share the number of pages/sites/Architecture of current
N7
L 76 AiScapeaf WorB/Detiverables Website Design for Canara Bank IFSC suitable navigation, having compatibility with major web CBIBU website. It will help us determine assessment effort. Additional details, if required, will be shared
Banking Unit (CBIBU) website: browsers such as Microsoft Edge/Safari/Chrome/Firefox etc., with the selected bidder.
32 Saupeiof Wark 1.Eva?uatmr7 Bt €xisting webpag? fgr Chsara Bapk {FS,C Could you please explain usage (i.e. business need) of CBIBU
s Banking Unit (CBIBU) and redesigning the website with x z
318 76 5 Scope of Work/Deliverables ] . ! s 2 ks - 3 website as compard te Corporate website? Who are the key Bidder has to comply to RFP terms.
Website Design for Canara Bank IFSC suitable navigation, having compatibility with major web skakiahol dats for the sarns
Banking Unit (CBIBU) website: browsers such as Microsoft Edge/Safari/Chrome/Firefox etc., i
Can you provide more details on the Multi-Factor Authentication
thods that should be rted? Are thel ifi
iii.Access to CMS should be highly secured with Multi-Factor e 3 .a i SUDPO skl Loanalle 1
PR % hardware tokens or authentication apps that need to be Bidder has to comply to the RFP terms.
5.2 Scope of Work Authentication, Hardware token etc., as applicable. Role / integrated?
319 78 5 Scope of Work/Deliverables Location / Time etc., based Access Control features should be B : " ; 1 ired
Content Management System (CMS) available by default. Access from public internet should be The selectad bidder to: pravidelall the require
. J How should the CMS handle access control based on Role, infrastructure.
restricted. 3 % o 5
Location, and Time? Are there any specific scenarios or use
cases that need to be considered?
Bidder has to comply to RFP terms.
5.2 Scope of Work i The CMS should be able to handle omnichannel What types of content formats should the CMS support for P
320 s . . . X i ’ e " - ) )
rl 78 5 Scope of Work/Deliverables LD ek req!J\lremzr?Ls \:fhere a content is to be published to a website, u;nm:';asn:':tp::::!xlie.?ﬁeiﬁr;;ny specific platforms or dditional details, if tequired; will be shared
ontent Management System social media etc. chan g 2 Sk et b
i to RFP terms.
5.2 Scope of Work o : o 4 Can you provide more details on the automatic generation and Bidderhas b camply!toR i
. i CMS solution should have ability to automatically £ N 5
321 78 5 Scope of Work/Deliverables S : maintenance of the site map? How frequently should the site " i 4 ”
Content Management System (CMS) generate and maintain a site map. il Additional details, if required, will be shared
o ek with the selected bidder.
Can you provide more details on the tenant isolation
requirements for the cloud infrastructure? Are there any specific
5.2 Scope of Work ii.All the cloud infrastructure used for hosting and managing  |technolegies or methods that need to be used to ensure strong  [Bidder has to comply to RFP terms.
32 79 5 Scope of Work/Deliverables Bank's websites should have strong tenant isolation with Auto- [tenant isolation?
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Bidder has to comply to the RFP terms.
; . All pre-release audits before go live and
: Sedpeope WOtk ix.All the modules being developed for the websites should Wh" "‘f"“'d berpew fortangac a",d A esting. Shold M be whenever changes are being made in the website
323 80 5 Scope of Work/Deliverables ? including Testing tools, Testers in our proposal. The pricing 3 3 o
Security and Compliance el through @ mandatary QG and QA testing. table doesn't mention any such requirements. Please clarify. iEllding saurce tade audit wall Lieithe
: ; responsibility of the Bidder. However, Bank
reserves right to conduct additional audits if
warranted.
Bidder has to comply to RFP terms.
xxv. The vendor w:lll be rﬁponstble for providing all the What are' the expectations for the integration of the APIs with as per Scope of Work, bidder to comply with
required APIs for integration with Bank's other systems such  |the Bank's other systems? 3 i 3
5.2 Scope of Work ¢ ; 4 : Bank's/Regulatory guidelines regarding storage,
324 81 5 5c . as call centre, SMS, e-Mail, net banking, mobile banking, ST
ope of Work/Deliverables K - o : transmission or AP| payloads throughout the
SEcit AT CoiHiTEe marketing solutions etc., Are there any specific protocols or technologies that need to be ———
¥ P i xxvi.The vendor will be responsible for security of all the used for this integration? Are these APIs going to be deployed on perad:
APIs provided in the websites. cloud or within Bank's on-premise datacenter. Additional details, if required, will be shared
with the selected bidder.
5.2 Scope of Work xxxii. The vendor/bidder shall have a Se:cumy Operations What are the spemf;c requirements forrtﬁe Security Operations Bidder has to comply to RFP terms.
325 82 5 Scope of Work/Deliverables Center (SOC) setup for continuous monitoring, threat Center (SOC) setup? Are there any particular tools or
Security and Compliance detection, incident response, and security event management |technologies that need to be integrated with the SOC for
i for monitoring of Bank’s websites hosted on the Cloud. continuous monitoring and threat detection?
Bidder has to comply to RFP terms.
5.2 Scope of Work ii.Bidder has to host bank srwelmte‘on a dedicated Please provide th.e details of any datac.enter EDHMUWU{' (Bank As per Scope of Work, website can be deployed
; servers/VMs and cloud service offering shall support network |datacenter) requirements for the website. Can the website be | s ;
326 83 5 Scope of Work/Deliverables :: 2 = . , g 5 : x in public cloud. However, the selected Bidder
5 - and security with dedicated firewall and load balancer deployed in Public Cloud or requires to be deployed in Private % A 5
Hosting and Maintenance 2 . = should coordinate with Bank's Network team for
integration for auto-scale functions. cloud environment only ? s Lo :
establishing secure connectivity for the on-site
team for monitoring, Content updation etc.,
Bidder has to comply to the following RFP terms.
iv.All components used for Hosting, managing,
securing, monitoring, updating content etc., of
the websites should be supported by the
tive OEMs and the Bidder should
i The vendor/bidder shall ensure that only licensed " s & pespectye ki ey s PRI
5.2 Scope of Work : Could you please clarify on use of “Licensed software that no end of support / end of life products /
. software is used for the development, deployment, and ) .
327 a3 5 Scope of Work/Deliverables it f th licati includi I 6 specifically if we can use popular Opensource software or components are used.
Hosting and Maintenance :I:::-E":{(E;aﬁ N a::c:::t o:\,ullncel:cmg APEANIE S, Enterprise supported opensource software where possible ? v.The Bidder should ensure back-to-back
party b YL E support for all the components used and there
should not be any limit to the number of tickets
raised for troubleshooting etc., during the entire
contract period.
5.2 Scope of Work Bidder has to comply to RFP terms.
128 84 5 Scope of Work/Deliverables . Pe xxv.Use of CDN is mandatory, CDN with more POP (Point of Could you please provide context of how CDN is being used at
pe _ . Presence) should be used for best performance. present in Canara bank website. Additional details, if required, will be shared
Hosting and Maintenance o &
with the selected bidder.
ii.The requisite hardware infrastructure for the same will be
provided bythe Bank. .anever. the:Bidder:should: Subrptall Please clarify if the Hardware infrastructure provided will be Bidder has to comply to RFP terms.
5.2 Scope of Wark the prerequisites required such as o ) - .
. Bare Metal or will it have Virtualization OS (VMWare) installed ?
329 86 5 Scope of Work/Deliverables 0S/Hardware/Database/Load balancer etc., required for 5 4 , G y .
. = A Please clarify if we need to factor OS/Software/Tools license to |Additional details, if required, will be shared
Intranet hosting the site in Bank’s premises. Toaols / Software / CMS B 9
B ; oy be factored in our proposal ? with the selected bidder. *
etc., required for development / maintenance / monitoring / x /X
APls etc., of the site is to be provided by the Bidder. c}‘:}
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S| No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
5.2 Scope of Work xviii.The bidder should support migration of the site to
! iff { bi : Wi i i L t a Cost. Wi d
330 &7 5 Scope of Work/Deliverables dlf ‘erent hardware / P‘latform / Data‘ ase / Bank's own 'e presume any spch m?grat\orj would be at a Cost. We neel Bidder has to comply to RFP terms.
intranet private / pubtic cloud infrastructure in the future if the Bank |not factor such migration cost in current proposal.
it desires to do so.
Bidder has to comply to RFP terms,
ii.Support personnel (One junior Content Designer and il %
5.2 Scope of Work Website Developerr from 8 am to 8 pm on all Banlk working The cuverage‘hours are more {han‘a hours of work so number of The tinsines mentianed te for the nitiim
; days and One Senior Content Designer and Website Developer [resources defined are not appropriate. The number of resources :
331 87 5 Scope of Work/Deliverables i Z 2 < number of resources required to be deployed at
. on 24°7°365) should be placed at Canara Bank's Information should increase and accordingly payment table needs to be 3 3 i
On-site Support ¥ ) ) 5 Bank's premises. The Bidder should provision
Technology Wing, Head Office premises located at Bengaluru, |medified. . 3
: resources appropriately to cover the Shift
Karnataka for the entire duration of 5 years of contract. - .
timings as mentioned.
Cost for Domain / DNS management of all Canara Bank Cauld ynulpLease proideruinber of Rank Doraifis/Sul domalis Bank is presently having 45 Domains & 250 sub
332 100 Annexure 16 Table C Domai d Sub-Domai currently in use. Also, please share any future plans to domairi (appraximataly)
nRane. 2l ek host/create more domains over a period of 5 years. PP ¥
Bidder requests that Bank to provide minimum 4 working weeks | . " .
idder i R bid
333 NA General General General - on Bid submission timelines from the date of releasing the responses to Pre-bid queries for g:n;t:_;::omp yrrtRER/GeM terms’and
bid submission
The bidder shall comply with the Scope of work and adhere to i
Wi ld
334 13 SECTION B - INTRODUCTION  |Technical / Functional Requirements the guidelines issued by RBI and other Regulatory bodies hat are the RBand ather Regulatory hodles that we:should be | £ o compty o REP erms.
g adhering to? Are there any published lists to refer to?
related to Websites Management
The vendor shall submit the acceptance of the Purchase Order
within seven (7) days from the date of receipt of Purchase . 5 z g 2
SECTION C - DELIVERABLE AND . L Y Bidder requests that this should be mutually agreed once the Bidder to comply with RFP/GeM bid terms and
335 14 SERVICE LEVEL AGREEMENTS Project Timelines Order. In case of non-receipt of acceptance by the due date, L e ea s Conditions
the Purchase Crder shall deem to have been accepted by the priocy
vendor.
o : Websi F = N R is al
336 14 SHCTONC - DEUVERABLEAND || The Detalled i plamiente tainpinte :r]li!::c:i a{::l::;:':i‘:a?:i:;g:‘:‘ﬂ:{ﬁogiz / :J:T:fa‘:mh l:‘:::;i‘: ;fr:ies;n;n;ﬁ::;i::mﬁslsteT;?;::nr:zn OsRmt:l:sc?\:D es  |Bidder has to comply to RFP terms.
SERVICE LEVEL AGREEMENTS  [Project Schedule are as follows: 2 : i 2 e .
Language search etc., on cloud etc?
Bidde uest thi ify as “ Any deliverable that has not
Any deliverable that has not been implemented or not i r request tHis:to:mexiify 2 : Amydett h h
operational on account of which the implementation is hebi wplecientad of pol opevatishat ort accauntiowhich e
SECTION C - DELIVERABLE AND | The Detailed Implementation of the 4 implementation is delayed, will be deemed/treated as non- Bidder to comply with RFP/GeM bid terms and
337 14 2 delayed, will be deemed/treated as non-delivery thereby - 5 o
SERVICE LEVEL AGREEMENTS Project Schedule are as follows: A ) delivery thereby excluding the Bank from all payment Conditions
excluding the Bank from all payment obligations under the e ; .
i St et obligations under the terms of this contract provided the delay
g i ' is solely becaus of the Bidder only”
A R ; Bidder has to comply to RFP terms.
- " SECTION C - DELIVERABLEAND | . i d**e_md ‘;"d‘i:’_hs‘ o L"’“t'hk "“"Ld_‘t"e‘te":hﬂ"p"_‘:_“”” What are the applications that are to be integrated with the
SERVICE LEVEL AGREEMENTS UG HONARIOTTInESS i R 'ewe B .E exising website? Request to please provide the list of applications. Additional details, if required, will be shared
workload or new workloads during centract period N :
with the selected bidder.
. L . Bidder has to comply to RFP terms.
- ” SECTIONC - DELIVERABLEAND | | The dse“ffmd ;‘d‘:er_ht“ m:’“&‘Em';::'gf'ti"tth:"::i';:i:““ What are the applications that are to be integrated with the
SERVICE LEVEL AGREEMENTS 8 Yencors inoreRr e ghate Ly - & website? Request ta please provide the list of applications. Additional details, if required, will be shared
workload or new workloads during contract period : 5
with the selected bidder.
The selected bidder has to work with different teams of Bank Bidder has to comply te RFP terms.
340 15 SECTION C - DELIVERABLE AND Intesratart i teifices & application OEMs/Sls to understand the policies Need more clarity on “policies requirement and configurations of
SERVICE LEVEL AGREEMENTS 8 requirement and configurations of respective applications for |respective applications” -what is the significance of this? Additional details, if required, will be shared
the offered solution with the selected bidder.
The selected bidder should consider high-availability (active-
active) at DC & DR with maximum RPO of 15 minutes and This is applicable for the Intranet only ? For the Public cloud Bidder has to comply to RFP terms.
SECTION C - DELIVERABLE AND i i} : ; F
341 17 SERVICE.LEVEL AGREEMENTS Uptime maximum RTO of 60 minutes (the RPO & RTO may be changed |based deployments, please provide clarity on the expected HA
during the course of the contract and the vendor has to model. Uptime is for all websites including intranet.
adhere to the revised RPO & RTO).
All the hardware / subscriptions used for this project shall be
under Comprehensive Warranty covering update of software,
- i i i i r idder to ly wi i
142 2 SECTION C - DELIVERABLE AND Warranty/Support : 9.4 maintenance or support for its proper operation, performance |Please clarify whether the Warranty to be covered for 5 years Bidder to comply with RFP/GeM bid terms ani 2

SERVICE LEVEL AGREEMENTS

and output as specified in the tender technical specifications
for a period of Three years from the date of acceptance of
the Solution.

(as per 9.3) OR 3 years ?

Conditions
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SINo| PageNo |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank’s Reply
VENDOR/ SERVICE PROVIDER shall not subcontract or permit
SECTION C - DELIVERABLE AND : anyu.ne other thaniies persannet tn_pcrforrn 211Y of. the etk Bidder requests Banks to allow sub-contracting with a prior Bidder to comply with RFP/GeM bid terms and
343 25 SERVICE LEVEL AGREEMENTS Subcontracting service or other performance required of the VENDOR/ B s Conditions. *
SERVICE PROVIDER under the contract without the prior bR
written consent of the BANK
The Bank at its discretion call for providing of Proof of
Concept (PoC) of proposed solution at the location which is
SECTION E - SELECTION OF Bidders Presentation /Site Visits / Product |identified by the Bank. Hence, Bidder is required to arrange  |Are there any PoC /Demo expected as part of this? If so, what %
344 34 } ly to RFP 5
BIDDER Demonstration/POC : 4.2 the required software in prior and need te submit the pre- would be the scope? Please pravide more details. Piddenhasito.comply ER teres
requisites document in order to complete the POC within 10
Days.
: . i f C} of .
3 SECTION E - SELECTION OF Bidders Presentation /Site Visits / Product Biddertias to clumpletellhe Proof g COWEPt.(ED “.’ the Are there any PoC /Demo expected as part of this? If so, what ;
45 34 : proposed Solution/Services within the time limit which is X ; Bidder has to comply to RFP terms.
BIDDER Demonstration/POC : 4.5 3 would be the scope? Please provide more details.
defined by Bank.
ted bidd i i i ¢ §
SECTION G - GENERAL T'.fs:‘l!::l ;nd ;“:Il..;hna‘i:::ld;:;?::gz:; l:: w:ii:::Ed Please explain this in more details -as in to what extent the
346 35 Human Resource Requirement : 4.1 pe i : i s P contingency to be provisioned, are there any guidelines to be Will be shared with the selected Bidder.
CONDITIONS support to the intermediary network of agents, etc. as part of
- . followed here?
the solution/service.
Bank at its discretion may verify the accounts and records or
SECTION G - GENERAL aDpolit third party for vesification fncluding an suditor for Bidder to comply with RFP/GeM bid terms and
347 36 CONDITIONS Inspection of Records audit of accounts and records including Hardware, Software & |Bidder requests that this clause to be removed Conditions 2
other items provided to the Bank under this RFP and the
selected bidder shall extend all cooperation in this regard
SERVICE i o i ; 3 B
VE{‘.D.DR:.k: Inf PF:QW[;E: s'.]a“ cc;l_'nply \:21 Eea:ﬂ;:c:;l:aus To what extent the compliance implies? Meaning - does this
148 SECTION G - GENERAL Adherence to Banks IS Security/Cyber B R e e ‘url'ty BONCLARE Y ¥ require to make necessary canhges in the Applications / Infrato | ..
37 ‘ = Palicy, Cloud Policy, Artificial intelligence Policy, Internet A o} X Z Bidder has to comply to RFP terms.
CONDITIONS Security Policies: Policy. Information System Audit Policy, E-Mail palicy and comply with any of the Policies stipulated from time to time?
ey, DA ¥ paticy Does this change would be treated as CR ?
Guidelines
149 51 SECTION G - GENERAL Indemnity : 21.4 VENDOR/ SERVICE PROVIDER's aggregate liability shall be What is the total value in terms of the % of the Total value of Bidder to comply with RFP/GeM bid terms and
CONDITIONS Y elete subject to an overall limit of the total Cost of the project. the bid? Is there any guiedelines to this ? Conditions
S . The bidder should have at least CMMI (Capability Maturity Bidder requests that this be modified to include either CMM ;
350 65 Annexure-2 - r h ly to RFP terms.
i Poe:Qualifichtion Crfterin Model Integration) level 3 certification level 3 OR ISO Certification fitdder has-U comply A
idd ts that t it Lti-Li | and specifi
The bidder should have experience in designing/revamping Bdorireques o .D exelude mttiagualand secific
e e 3 . = references from Banking Industry and to allow references from
and maintained minimum 2 interactive and multilingual 2 5 "
Y % 7 Global customers as well. Requests that this shall be revised as
websites out of which at least one should be a Public Sector 3 H . S P
2 2 ¥ 3 : e Bidder/OEM should have experience in designing/revamping and
SR p o or Private Sector Bank in India or Financial Institutions/PSU/ R i 5 G 3 bt =
351 65 Annexure-2 Pre-Qualification Criteria g : o maintained minimum 2 interactive websites from Global or in Bidder has to comply to RFP terms.
Central Government Organizations in India with web Content e . R
% % India with web Content Management Solution (CMS) during the
Management Solution (CMS) during the last 3 years as on the A - N %
2y . N . N last 3 years as on the submission of Bid. (Note: The websites
subinisan of 3id. (Note: The websites it beii operxtion must be in operation and maintained by the bidder as on date of
and maintained by the bidder as on date of the RFP.) i o h:
the RFP.)
The existing Canara Bank Intranet site is being maintained in-
house and hosted on-premise at Bank's Data Centre & Disaster . . Bidder to refer scope of work and comply to RFP
352 74 Annexure-8 : Sc f Wi -up : : lud ly of HW for host I 22
£ ope of Work PRESENT SET-UP Recavery Centre. Brief technical details of the Intranet Plocsthecope nclide supply ! PTG RHS e terms.
website are as given below:
Bidder to f k and ly to R
353 74 Annexure-8 : Scope of Work 5. SCOPE OF WORK / DELIVERABLES General Does the scope include any kind of supply of HW ? tl Esr refer:scopeof warkiand comply i
Migrating, Hosting and Maintenance of Canara Bank Corporate |Does this include any kind of enhancements OR it is just "as-is" .
5. SCOP w . ; Bidder to ref ly to RFP
354 74 Annexure-8 : Scope of Work E DF_ QRK f DELIVERABLES Sud Website with enhanced features such as Artificial Intelligence |migraticn to Public Cloud?, If enhancements are required, idder to refer scope of work and comply
Purpose/Objective: i A v terms.
/ Natural Language search etc., on cloud please provide the details for the same.
2 . The navigation should be clutter free with good internal .
FP
355 75 Annexure-8 : Scope of Work Website: besign'/ Enhancements for linking and visitors should be able to browse through the Does this require changing of the existing links & navigation? Bidder to refer:scape af-work ahd icomply & R

terms.
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Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Does this imply to have a kind of pre-production system to test
y ; Test site is to be created for updating and testing the content |before it goes to live production site? What is the estimated <
Website D E ts f k and ly to RFP
356 76 Annexure-8 : Scope of Work oo _E esign / "hmmmgn far first through CMS, before publishing/updating te production capacity for this? Should this be designed as same capacity as Bidder to refer scope of wark and comply
www.canarabank.com website: 7 2 S terms.
host that of production ? Please provide guidelines on the set-up to
be done for this testing
Website Design for Canara Bank IFSC Migratien of all contents of the existing CBIBU website to the 5 . ; . .
357 76 -8 : o 2 ? | Pre:
Annexure-8 : Scope of Work Barking Unit (CBIBU) website: iv redesigned website, How many pages (approximate) are there in the present website? |Presently there is no separate website for CBIBU
Daoes this imply te have a kind of pre-production system to test
’ . Test site is to be created for updating and testing the content |before it goes to live production site? What is the estimated
k IF'
358 kg Annexure-8 : Scope of Work WEbs.“E De;lgn for Canararﬂan % first through CMS, befare publishing/updating to production capacity for this? Should this be designed as same capacity as Bidder has to comply to RFP terms.
Banking Unit (CBIBU) website: : : P
host that of production 7 Please provide guidelines on the set-up to
be dane for this testing
Bidder has to comply to the RFP terms.
359 76 R ST Website Design for Canara Bank IFSC Website Design for Canara Bank IFSC Banking Unit (CBIBU) Understanding is that this website would also to be hosted in Kindly note that as per Scope of work, Canara
) e Banking Unit (CBIBU) website: 'website: Public Cloud? Please clarify Bank corporate website & CBIBU websites are to
be hosted on Cloud and intranet is to be hosted
on-premise.
Bidder has to comply to the following RFP terms.
iv.All components used for Hosting, managing,
securing, monitering, updating content etc., of
the websites should be supported by the
The Content Management System (CMS) for the websites pespective OuMsad it Bitlder slhuuld Slot iy
hoild b il interf d should all aation that no end of support / end of life products /
360 78 Annexure-8 : Scope of Work Content Management System (CMS) : i IR ASE ust.er AT % B ,a Lk Is Bank Okay if Bidder proposes Open Source based CMS ? ‘components are used.
and management of various user groups with different levels :
[ v.The Bidder should ensure back-to-back
B support for all the components used and there
should not be any limit to the number of tickets
raised for troubleshooting etc., during the entire
contract period.
The provider (CSP) should be STQC audited and MeiTY
empaneled and offer all services from India only as per
guidelines of MeiTY and shall at least have the following
certifications: 150 9001 / ISO/IEC 27001 / ISO/IEC 27017 / g s ¥
361 8  |Annexure- : Scope of Work  |Security and Compliance : xix 1SO/IEC 27018/ ISO/IEC 27701/PCI DSS Level 1/TIA 942/ e Lo i e ool as i ol Theind Yes
. i R e submission? Please clarify
Uptime Institute Certification. CSP should have accreditations
relevant to security, availability, confidentiality, processing
integrity, and/or privacy Trust Services principles. SOC 1, S0C
2,50C3
The website may be subject to audit by various agencies. The
362 80 Annexure-8 : Scope of Work Security and Compliance : xvii vendor will be required to provide assistance and ensure Request to please share the names of the agencies Bidder has to comply to RFP terms.
compliance to observations, if any.
The vendor/bidder shall have a Security Operations Center Is Bank looking for dedicated SOC set-up exclusively for this? OR |The selected bidder to provide all the required
: i {50C) setup for continuous monitoring, threat detection, the requirement is to integrate these applications into the infrastructure. Additionally, if required the
363 82 Annexure-8 : Scoy f Work Sec nd C liance : xoxiii % 2
i urity a ofpnal X incident response, and security event management for existing SOC? Please clarify with more details on the bidder should integrate with Bank's SOC tools
monitoring of Bank's websites hosted on the Cloud. requirement / expectation also for additional monitoring.
The websites (including DC /DRC & UAT environment) to be
364 82 Annexure-8 : Scope of Work Hosting and Maintenance : iii hosted in server/servers located in India (with an uptime of at |Does all the 3 envirenments should have the same capacity? Bidder has to comply to RFP terms.
least 99.99%).
The vendor /bidder shall ensure that only licensed software is
g " toall ; .
365 a3 Annexure-8 : Scope of Work Hosting and Maintenance : ix Used for 'lhe.developmi_rnt. dePlDYmE"[' and ma!ﬂtenance of . [hiaderirequesss Bank ballow l:mng Lhe Enterprise and Bidder has to comply to RFP terms.
the application, including operating systems, third-party Commercail Open Source solutions (like that os Red Hat)
libraries, security tools etc.,
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2.
GenAl based search/ Translation integration in public website
- 2 websites.

3. Search Engine Optimisation (SEQ) services for websites - 3
Years

2. GenAl based search/ Translation integration in public
website - 2 websites.

3. Search Engine Optimisation (SEO) services for websites -
3 Years’

Sl No Page No [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
U website the th i
:Z:oi?li i :’ ;e f _;?s:::i&::mdﬁ;:l:ﬁfnm:;m’ Is the CBIBU website to have a separate and dedicated set-up? Bidder has to comply to the RFP terms.
366 84 Annexure-8 : Scope of Work Hosting and Maintenance : xxvi . .sare e . 2 ) OR both canara bank website and CBIBU can be deployed as 2 Sites should be hosted on separate dedicated
scaling) in such a manner that the website response time is brieations i ke et M
less than 1 second and a concurrency of minimum 2500 users. PP e B .
Redesigning, Maintenance and Hosting of Bank’s Intranet site Bidder has \acompli taiRFP Lermg,
367 85 Annexure-8 : Scope of Work Intranet : i i ’s Data Centr i - i t i ite?
pe ne' |nr:;r'15ke)s Da entre and Disaster Recovery Centre (On How many pages (approximate) are there in the present website: Additional details, if required, will be shared
p * with the selected bidder.
Bidd to ly to RFP te ’
Intranet portal should be designed in such a way so as to 2 e fiasit:Coninly 10 ETms.
368 86 Annexure-8 : Scope of Wark Intranet : viii support interdepartmental and intra-departmental role-based Are thare any definied worlsflows to be developed? How:amy
’ : PP B P workflows (approximate) are to be developed ? Additional details, if required, will be shared
workflow, 2 .
with the selected bidder.
Support personnel (One junior Content Designer and Website ; : . Biddder has fo'comply-to:REPRre.
Dévelonper from &-anito B pim o all Bankvorkingdayeand Please clarify: Total 2 Junior resources (1-Content Designer and
B
One Sezieur Content Desi nzr and Website Devel e r:n 1-Website Developer) from 8 AM to 8 PM on all working days. The timelines mentioned is for the minimum
369 87 Annexure-8 : Scope of Work Intranet h S site | oper of For the 24'7*365 days coverage, 2 senior resources (1-Content number of resources required to be deployed at
24"7*365) should be placed at Canara Bank's Information 3 7 T . . C ; s
5 i i Designer and 1-Website Developer) to be present in all 3 shifts ? |Bank's premises. The Bidder should provision
Technology Wing, Head Office premises located at Bengaluru, i % |
5 : Is the understanding correct? resources appropriately to cover the Shift
Karnataka for the entire duration of 5 years of contract R ;
timings as mentioned.
Can the Bidder use the cloud native services OR services
370 NA Annexure-8 : Scope of Work General Use of Cloud Services provided by other vendors for all the Tools, Technology, SW Bidder has to comply to RFP terms.
rrequirements as required by the Intranet applications?
The bidder should have experience in designing/revamping Bidder requests to modify as follows by removing the multi-
and maintained minimum 2 interactive and multilingual lingual part and adding India OR Global reference: "The
websites out of which at least one should be a Public Sector  |Bidder/OEM should have experience in designing/revamping and ¢
2 > b 1) i Sector Bank in India or Financial Institutions/PSU/ | maintained minimum 2 interactive websites from Global/India :
3N 89 Annexure-9 Technical Evaluation C ia : SLN on et der has U ly to RFP terms.
Lo SH Central Government Organizations in India with web Content  |with web Content Management Solution (CMS) during the last 3 Eidder:has fo,comply L
Management Solution (CMS) during the last 3 years as on the years as on the submission of Bid. (Note: The websites must be
submission of Bid. (Note: The websites must be in operation  |in operation and maintained by the bidder as on date of the
and maintained by the bidder as on date of the RFP.) RFP.)"
The bidder should have experience in designing/revamping Bidder requests to modify as follows by removing the multi-
and maintained minimum 2 interactive and multilingual lingual part and adding India OR Global reference: "The
websites out of which at least one should be a Public Sector Bidder/OEM should have experience in designing/revamping and
i ; Private Sector Bank in India or Financial Institutions/PSU/  [maintained minimum 2 interactive websites from Global/India %
n 89 Annexure-9 Technical Evaluation Criteria : Sl No 2 o Bidd &
e @ Central Government Organizations in India with web Content  |with web Content Management Solution (CMS) during the last 3 e s Ko-eofiply Eo-RER ternts
Management Solution (CMS) during the last 3 years as on the  |years as on the submission of Bid. (Note: The websites must be
submission of Bid. (Note: The websites must be in operation  |in operation and maintained by the bidder as on date of the
and maintained by the bidder as on date of the RFP.) RFP.)"
i i i lic Sects Privat
T Bidder shauld‘have gxpeqence 1{‘ Pu.b 1 J6Cr O Priyab: Bidder requests to modify as follows by adding India OR Global
Sector Bank in India or Financial Institutions/PSU/ Central g 5 s i
e & i x reference: "The Bidder should have experience in India/Global
Government Organizations in India as following: =
as following:
1. Hosting, . R . .
s pas 5 y 1. Hosting, Maintaining Public DNS/Domain/DNSSEC - 3
373 89 Annexure-9 Technical Evaluation Criteria : St No § Maintatning Piibilic DHS/ Domain/BHSSEC -3 Years Years Bidder has to comply to RFP terms.
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Page No

Section

RFP Clause/Sub clause

Detailed Clause No

Bidders Query

Bank's Reply

374

Annexure-16 : Bill of Materials

Table - D : Cost for Onsite Resources

No of Resources

This is not inline with the requirement as stated in Page # 87 ,
which is “Support personnel (One junior Content Designer and
Website Developer from 8 am to 8 pm on all Bank working days
and One Senior Content Designer and Website Developer on
24*7°365) should be placed at Canara Bank’s Information
Technology Wing, Head Office premises located at Bengaluru,
Karnataka for the entire duration of § years of contract”. Please
clarify how many resources are to be factored for the day to day
operations

Bidder has to comply to RFP terms.

The timelines mentioned is for the minimum
number of resources required to be deployed at
Bank's premises. The Bidder should provision
resources appropriately to cover the Shift
timings as mentioned.

375

103

Annexure-18

DUE DILIGENCE REPCRT

DUE DILIGENCE REPCRT

What is expected here? Do we have to submit all the
reports/dcouments as a proof to each of the points mentioned
here?

Bidder to comply with RFP/GeM bid terms and
Conditions

376

75

5.2 Scope of Work:

The Bidder will be responsible for praviding
investor relation service to display real
time stock share price (BSE/NSE) of Canara
Bank in the website, Frequency of updation
should by minimum of 15 minutes,

The Bidder will be responsible for providing investor relation
service to display real time stock share price (BSE/NSE) of
Canara Bank in the website. Frequency of updation should by
minimum of 15 minutes,

Request you to modify this clause to --

The Bidder will be responsible for providing investor relations
services to display real-time stock share prices (BSE/NSE) of
Canara Bank on the website. The frequency of updates should
be a minimum of every 15 minutes. All required API calls must
be handled by cloud- services, and detailed monitoring must be
implemented with data storage and retrieval managed by a
highly available and scalable cloud native database service to
ensure data persistence and quick access.

This ensures that the bidder uses appropriate cloud services and
robust data management practices. This ultimately leads to a
more reliable and efficient selution for displaying real-time
stack share prices.

Bidder has to comply to RFP terms.

As per scope of work end to end security of the
website including API/cloud security is
responsibility of the Bidder.

77

79

5.2 Scope of Work: Security
and Compliance point 1

The vendor will be responsible for end-to-
end information security of the websites
including but not limited to Cloud security
such as Firewall management, DOS/DDOS
protection, WAF, IDS, IPS, SOC, Database
management, Antimalware, EDR/XDR tools,
DR Site maintenance, DNS Security, SSL
Certificate etc.

The vendor will be responsible for end-to-end information
security of the websites including but not limited to Cloud
security such as Firewall management, DOS/DDOS protection,
WAF, IDS, IPS, SOC, Database management, Antimalware,
EDR/XDR tools, DR Site maintenance, DNS Security, SSL
Certificate etc.

Request you to modify this clause --The vendor will be
responsible for end-to-end information security of the websites
by creating banks landing zone including but not limited to
Cloud security such as configuring and maintaining cloud native
network firewall with IPS functionalities , DOS/DDOS protection,
cloud native WAF, IDS, SOC, intelligent threat detection service,
cloud security posture management , Database management,
Antimalware, EDR/XDR tools, DR Site maintenance, DNS Security
, SSL Certificate etc. as well as vendor should be able to provide
'with resource inventory, configuration history, and configuration
change notifications for security and governance.

This aligns with industry best practices by incorporating
advanced security tools and practices { eg bank landing zone) ,
and intelligent threat detection.

It ensures the vendor adheres to a higher standard of security
management, which is crucial for protecting sensitive
information.

Bidder has to comply to RFP terms.

However, if Bank decides to implement its own
landing Zane during the contract period, Bidder
should support to integrate / Migrate to the
same without additional cost to the Bank.

378

79

5.2 Scope of Work: Security
and Compliance point 1

it.All the cloud infrastructure used for
hosting and managing Bank's websites
should have strong tenant isolation with
Auto-scale capabilities.

ii.All the cloud infrastructure used for hosting and managing
Bank’s websites should have strong tenant isolation with Auto-
scale capabilities.

All the cloud infrastructure used for hosting and managing Bank's
website should have strong tenant isolation with Auto-scale
capabilities. The infrastructure should leverage serverless
compute capabilities that automatically scales with request
volume, and orchestration capabilities for built-in scaling
capabilities.

This will ensure effetive user experience and reduce applicaiton
down time.

Bidder has to comply to RFP terms.
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SI No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
C5P should deploy Banks landing zone with below cloud native
security services for proper workload monitoring and achieving
required regulatory compliance----
-ML based Threat Detection service
-Cloud Native Vulnerability Assessment Service
X : -Service to manage the firewall rules centrally for all customer
379 79 flek Scipes 91‘ Work._ seciity Additional Clause Additional Clause accounts Bidder has to comply to RFP terms.
and Compliance point 1 i
-Centrally manage the lifecycle of secrets
- assess, audit, and evaluate the configurations of your
resources
This will ensure compliance to industry best practices from
security and compliance perspective.
Reguest you to medify this clause to --
The proposed Cloud should have its own CSP Managed CDN
service to reduce application access latency, and should have
" . 2 i i init 20 i i ble to off
Hosting and Maintenance xxv.Use of CDi‘i is mandatory, CDN with soxv.Use of CDN is mandatory, CDN with more POP (Point of rrnmmum- or more L?canons from which they are able to offer )
380 84 more POP (Point of Presence) should be cloud native CDN services. Please refer Corrigendum
Xxv Presence) should be used for best performance.
used for best performance.
This will ensure best performance and optimum user
experience to end customers of the bank who are geographically
distributed across the country.
From Critical Security Related Requirement, it is recommended
that the proposed CSP should be able to provide FIPS 140-2
; 2 . Reg
381 79 Security and Compliance Additional Clause Additional Clause keyel dcomptled dedicaied single:tenant Cluut EE) asevice Bidder has to comply to RFP terms.
This will ensure compliance to industry best practices from
security and compliance perspective.
It is recommended that the proposed CSP should be recognized
2 : o i in the Leaders Quadrant of the latest Gartner Magic Quadrant 5
382 79 Sec m Bidder has t ly to RFP terms.
urity and Compliance Additional Clause Additional Clause For Clot it fire & Platformyas-a Somvice: idder has to comply to erms.
xix.The cloud service provider (CSP) should be STQC audited
and MeiTY empaneled and offer all services from India only as
per guidelines of MeiTY and shall at least have the following
certifications: It is recommended that below certifications may also be further
150 9001 added to the CSP requirement:
=1SO/IEC 27001 > |SO 22301: 2019 (Business Continuity Management)
. 00
383 80 Security and Compliance Additional Recommendation :zg:::EE gg:: > IS0/IEC- 42001, (Al Management:dystem) Bidder has to comply to RFP terms.
«ISO/IEC 27701 This will ensure adequate compliance to Business Continuity and
«PCI DSS Level 1 Al Managed System best practices on the cloud environment
«TIA 942/ Uptime Institute Certification utilised for hosting the application.
«CSP should have accreditations relevant to security,
availability, confidentiality, processing integrity, and/or
privacy Trust Services principles. S0C 1, 50C 2, 50C 3
Wi derstand that the solution needs to be deployed in a
xx.DR setup of the websites should be equivalent to that of A0 _ers i 5 : i Ap ye‘
2 g , . three site architecture with DC, Near DR (significant distance
DC setup in all parameters including security and compliance away from DC) (for Active-Active) and a far DR for data backup
i i i : § i has t ly to RFP te rding DC
384 84 Hosting and Maintenance Hosting and Maintenance and the B}dder should elnsure. read\r?ess to:swiich o DR We assume that 250Km distance refers to the distance between Bldder 5 to comply erms regarcing
anytime in case of any issue in DC site. DC and Far DR site to be setup for data backup & DR infrastructure.
%xi. The DC and DR Data sites shall be physically located in :
India and should be at least 250 KM apart from each other. .
Please confirm
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Bank's Reply

385

Security and Compliance

Additional Clause

Additional Clause

CSP GenAl service should offer data residency, and the data
should always remain within the India data centres and services
should not use the customer data to improve the base models
and is not shared with any model providers.

Bidder has to comply to RFP terms.

386

Uptime

Uptime

6.3The selected bidder should consider high-availability
(active-active) at DC & DR with maximum RPO of 15 minutes
and maximum RTO of 60 minutes (the RPO & RTO may be
changed during the course of the contract and the vender has
to adhere to the revised RPO & RTO).

It is proposed to modify the clause as below:

The selected bidder should consider high-availability (active-
active) at DC & DR with near zero RPO of 15 minutes and
maximum RTO of 10 minutes (the RPO & RTO may be changed
during the course of the contract and the vendor has to adhere
to the revised RPO & RTO). We assume that Active-Active is
across two geographically distinct DC locations that are not
together affected by a single natural / man-made disasters.

Please confirm

Bidder has to comply to RFP terms.

387

7

Uptime

Additional Clause

Additional Clause

Proposed CSP for hosting of application should be offering cloud
services from a minimum of three MeitY Empaneled Data
Centres in at least one Region within India and provide the
ability to operate production applications and databases that
are more highly available, fault tolerant, and scalable than
'would be possible from a single data center. Data Centre in
each region should be physically separated by a meaningful
distance to protect from issues such as power outages, lightning
strikes, and earthquakes affecting data centres and enable
synchrenous replication of traffic between these data centres.

Bidder has to comply to RFP terms.

388

Uptime

Additional Clause

Additional Clause

It is recommended that proposed cloud service provider shall
have published on its public facing website the following: -
«Service Level Agreements (SLAs) for cloud services like
compute, storage, managed databases etc.

«Dashboard live-status of cloud services health in India

«Cloud Services outage details (if any) with Root Cause Analysis

This will help ensure effective SLA and uptime monitoring

Bidder has to comply to RFP terms.

389

97

Annexure 15

Manufacturer Authorisation Form

Manufacturer Authorisation Form

The format provided is relevent from a hardware OEM
perspective. C5Ps may be allowed to submit the same in their
standard format. Sample format attached.

Please confirm.

Bidder to comply with RFP/GeM bid terms and
Conditions

3%0

NA

Cost Optimisation

Additional Clause

Additional Clause

CSP should have cloud native Resource Optimization
Recommendations tool to optimize the cost.

This will provide visibility and ensure effective resource and
cost optimiation for the deployed application.

Bidder has to comply to RFP terms.

39

NA

Existing Setup

Additional Clause

Additional Clause

Can the bank provide additional details of the existing setup

Bidder has to comply to RFP terms.

Additional details, if required, will be shared
with the selected bidder.

392

i Al

SUB-CONTRACTING

SUB-CONTRACTING

Eligibility criteria

Kindly confirm whether participation as a consortium or joint
venture is permitted. If not, can the primary bidder include
OEMs or technology partners as subcontractors with full
responsibility retained by the bidder?

Bidder to comply with RFP/GeM bid terms and
Conditions

393

39

Section C - Project Timelines

Clause 1.3

Hosting Timelines

Please confirm if all three website components (Corporate,
CBIBU, Intranet) can be executed in parallel or sequential

delivery is expected.

Bidder has to comply to the following RFP ter
including timelines.
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Sl No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Bidder has to comply to RFP terms.
¢ " . Kindly share a list of internal/external applications and APIs to
394 41 Section C - Scope of Work I I — e
Be: ° gt Brnt s Thicd party-App= be integrated with the websites. Additional details, if required, will be shared
with the selected bidder.
Bidder has to comply to the RFP terms.
” | -| its bef li d
Is there a preferred security auditing agency that Bank would i':l:r::vr:rli::; a:f::e beicrl:e ::;dw? atnh bsit
395 45& 15 Section C - Security VAPT & Code Audit Audit Agency , configurations like us to engage, or can bidder propose an empaneled one? Can |. 4 e Ag . ]
lter the Security configurations as per the requirements. Inelisting Sourks tode aURthilLbeiE
e:atierthe Dedlr Ry antig Pef . : responsibility of the Bidder. However, Bank
reserves right te conduct additional audits if
warranted.
396 46 Section C - Payment Terms Table A/BIC Quarterly Payments For quarterly maintenance payments, will there be any advance Blddel!lto comply with RFP/GeM bid terms and
component or purely post-performance-based? Conditions
Bidder has to comply to RFP terms.
? Is Escrow required for CMS platform code (e.g., Drupal) or only
397 55 Section C - Escrow Arri t(s [« '
angement Source Code R for custom-developed modules/compaonents? Additional details, if required, will be shared
with the selected bidder.
398 76 Section D - Submission of Bids |GeM Portal Digital Signature W!I.l U’\tz‘ Bank provide any guidance on digital signature No
validation for annexures uploaded on GeM?
399 65 Section D - Commercial Bid BOM Submission ARiire-T6 Fanmat |?ll rnandatury.w us.e the exact fo_rmat -of AnnexgreA1l6 or can Yes
bidders use an identical Excel replica with matching fields?
Can we include additional optional medules (chatbot,
400 63 Section D - Technical Bid Annexure-8 Optional Modules accessibility tools) in scope if compliant with budget and Bidder has to comply to the RFP terms.
platform?
Bidder has to comply to the RFP terms.
: 3 b Will third-party monitoring tocls be accepted for availability
401 42 Section C - 5LA Uptime Me: t
bl alilol Monitorine validation or is a Bank-owned system to be used? The selected bidder to provide all the required
infrastructure.
1. Is there any upper limit (in terms of cost, effort, or duration)
for additional work that can be requested under this clause?
2.Will sufficient time and resources be provided for scoping and |Bidder has to comply to RFP terms.
e B 3
402 13 Section B -SOW oW 8.3 dellyenng these addiponal areas.A » o ! )
3.Will such new requirements be issued as formal addendums or |Additicnal details, if required, will be shared
work orders? What will be the approval and acceptance process? |with the selected bidder.
4.Will these additional tasks be separately billed or considered
under a change order with revised commercials and timelines?
Can we redefine SLA to Quaterly as it seems like a blanket S5LA
to all the services i.e. 99.99% , The OEM gives 99.99% only for
certain configurations, such as:
403 19 7.2 Penalties/Liquidated/SLA 7.2 Multi-zone or multi-region setups (e.g., for cloud) Bidder has to comply to the RFP terms.

High availability cluster mode (e.g., for databases or
appliances) but it is also mentioned that "Proposed Architecture
- Subjected to Bank Approval * NON-HA services will provide
99.95%-99.90%
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support.

India for 24x7 support.’

S| No Page No Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Resolution time seems to be aggressive , it is requested to
make it as per industry standards i.e. Industry Best Practices -
Response & Resolution Times
P1 - Critical
Response Time: 15-30 minutes
Resolution Time: 2 - 4 hours (can extend up to 6 hours
depending on complexity)
P2 - High
404 19 7.3 Resolution time 7.31 Response Time: 30 minutes - 1 hour Bidder has to comply to the RFP terms.
Resolution Time: 4 - 8 hours
P3 - Medium
Response Time: 4 - 6 hours
Resolution Time: 1 - 2 business days
P4 - Low
Respanse Time: Same business day
Resolution Time: 2 - 5 business days
Bidder has to comply to the RFP terms.
Kindly confirm if the source code and documentation of the
405 73 Annexure-8 - Scope of Work Present Setup existing websites (Corporate and Intranet) will be shared with  [As per the following Scope of Work, contact
the selected bidder to facilitate smooth migration and details of the existing vendor and other
enhancement. necessary support will be provided by the Bank
to the selected bidder for coordination.
Is the selected bidder required to maintain the same technology mder.has b3 “°'_“pr o REP terms:
stack (.NET 6.0 for corporate website and .NET 2.0 for Theee STROTESEHSHON R ypRIMCANEON. /s Nares
406 73 Annexure-8 - Scope of Work Technology Stack = - Apease = of platform / usage of latest technology.
intranet), or can we prepose a modernization using the latest A .
However, the Bidder to ensure compliance to all
supported frameworks? .
terms and conditions of the RFP.
Can the Bank specify if it is open to upgrading or changing the Bldder_h“ 4 cm:np_ty B Riyents)
current CMS platforms (Expression Web 4 and ASP.NET Core) to There is no restriction on upgradation / Change
407 73 Annexure-8 - Scope of Work CMS Platforms P P 3 of platform / usage of latest technology.
a modern, scalable CMS such as WordPress, Drupal, or 7 B
enterprise alternatives? However, the Bidder to ensure compliance to all
terms and conditions of the RFP.
Will the selected bidder be responsible for migrating all
408 73 Annexure-8 - Scope of Work Content Migration historical content, including documents, forms, and HTML/PDF  |Bidder has to comply to the RFP terms.
files? If yes, please share volume estimates.
Bidder has to comply to RFP terms.
Is the selected bidder expected to continue using Google There is no restriction on upgradation / Change
409 73 Annexure-8 - Scope of Work Analytics Analytics, or can alternate advanced Al-powered analytics of platform / usage of latest technology.
platforms be proposed? However, the Bidder to ensure compliance to all
terms and conditions of the RFP.
: : s idd: terms.
, Kindly share the current and projected database size (in GB) for Riddder has tacomply to'REP terms
410 3 Annexure-8 - Scope of Work Database Sizini t i I i i
: e . Aont de, et i e s
i i % |with the selected bidder.
Bidder has to comply to the RFP terms.
A RFP, the bidder i ible fi riodi ity/cod: R
T T e R O secuﬂlty o9 Al pre-release audits before go live and
- audits. Kindly confirm whether the cost of GIGW compliance, he h bei de i the webiite
41 80 |Security and Compliance Security Audit security audits (e.g., VAPT, code audit), and STQC certification [(*1FWer < 1andes 78 o8 PSS T '
(if applicable) is to be included in the commercial bid or will be nets ]".g A“.)uae oo e-au skl %
responsibility of the Bidder. However, Bank
borne by the Bank. x i it
reserves right to conduct additional audits i
warranted.
412 66 o — Pre-Qualification Critéria The bidder should support office at Bengaluru for 24x7 Please amend this clause as The bidder should support office Bidder tometer Corigarating
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Sl No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
The Gen Al usecases defined are for the initial
e - - period only and Bank will consider leveraging
413 75 SCOLEDF WORK./ 5.1, 5.2.1, 5.2.viii-i P /Objecti “::ha&:fmmn Al::LlP m.n::‘m:'s:ﬁzg;:;:ﬁ?f:;:'g"refened mare /- all of the Ger Al eagabiiitiesiining the
DELIVERABLES Ay 3kl 9L urpose/Onjective i ’ v P couse of the cantract period and the bidder
bl should support the same without any additional
cost to the Bank.
SCOPE OF WORK / ‘What constitutes a “revamp” during the contract period? Can g
414 75 2
DELIVERABLES 5.2.iii Scope of Work scope and pricing be clarified upfront? Bidder has to comply to the RFP terms
SCOPE OF WORK / Is the :aqtent for other‘lndlan languages provided by the Bank )
415 75 5.2.v Scope of Work or does bidder need to implement Al-based Bidder has to comply to the RFP terms.
DELIVERABLES = s
translation/localization?
SCOPE OF WORK / Can “unlimited content updation and design/page addition” be ’
416 75 .2 Bidder has tt ly to the RFP t A
DELIVERABLES 8.2 Seopeiaf Wark defined by volume or frequency (e.g., monthly caps)? WESLTAR R RO, e il
SCOPE OF WORK / . Are wireframes, branding guidelines, or IA (Information Required detaits will be shared with the selected
417 75 5.2.vi Scope of Work ; ;
DELIVERABLES Architecture) documents available from the Bank? bidder
418 75 SCOPE OF WORK / 5 2.vii S £ Work Will the Bank provide access to existing SEQ tools or should The selected bidder to provide all the required
DELIVERABLES wl) TR gL vendor license and manage them independently? infrastructure.
SCOPE OF WORK / Which accessibility standard (e.g., WCAG 2.1 AA) is to be .
419
75 DELIVERABLES 5.2.viil Scope of Work followed? Any current audit reports? Bidder has to comply to the RFP terms.
420 75 SCOPE OF WORK / 5.2, s ——_— Will Bank provide APIs or data sources for real-time stock info, [Bidder has to comply to the RFP terms.
DELIVERABLES 1% ope-oF hon or should the vendor subscribe/integrate externally? Bank will not previde any API / Data Source.
421 75 SCOPE OF WORK / 52 Sc £ Work Can the Bank define the scope and parameters for Retrieval- The same will be shared with the selected
DELIVERABLES . opea " Augmented Generation (RAG) features? Bidder.
Bidder has to comply to the RFP terms. Further,
422 75 SCOPE OF WORK / 5.2 s £ Work What is the expected volume of content for archival? Is the Bidder has to adhere to Bank's Backup/Archival
DELIVERABLES 4K £0pe O ITan archival mechanism already defined? policy. The same will be shared with the
selected bidder.
SCOPE OF WORK / Is there a preferred CMS or should the vendor propese one? Is .
423 75 i
DELIVERABLES At Scope of Work the Bank open to cloud CMS solutions (e.g., headless CMS)? Bidderbas o complyi i the REE: terms
ificate: to be ided by the Bidd
424 75 SCOPE OF WORK / 5.2 xviii 5 1 Work Are SSL certificates to be procured by the vendor or just ?::' S::u::a s:da:ietes o btmnzge:by th; i
DELIVERABLES Rl Sl managed? How many certs/domains are expected? Bidder PERRO)
All pre-release audits before go live and
whenever changes are being made in the website
425 75 SCOPE OF WORK / 5.2 xvii s T Work What is the scope and expected methodelogy for the migration  |including source code audit will be the
DELIVERABLES e opeal-Yar audit? Who will conduct it - internal or third party? responsibility of the Bidder. However, Bank
reserves right to conduct additional audits if
warranted.
. . : Details will be shared with the selected Bidder.
426 75 ;;flzig;?;“ i 5.2.%x Scope of Work nw‘:;:; t‘:e bazr:s ;;::u‘::;{' :_::':’;::? :);)llcy, and expected The Bidder should consider industry best
8 Pty 8): practices and abide to backup policy of the Bank.
SCOPE OF WORK / . What are the specific escrow requirements (e.g., source code, .
427 75 % i s . Bidder has t ly to the RFP t .
DELIVERABLES 3-Zxodi el Wekk: CMS configs, backup data)? Is a third-party agent appointed? |0 00 s 10 COMPLY (0 R
SCOPE OF WORK / 5 g Which cloud provider is preferred for corporate and CBIBU .
428 ly to the RFP terms.
& DELIVERABLES Bl >aepergfiyork websites? Should vendor include laaS/Paa$ in pricing? Bidder b -Comply o ms
SCOPE OF WORK / - What is the expected scope, content volume, and branding .
429 5 ; ey i ! ly to the RFP terms.
7 DELIVERABLES 5.1.d Scope of Work quidelines for the CBIBU website? Bidder has to comply rms,
Bidder has to comply to the following RFP terms.
SCOPE OF WORK / What is the current tech stack of the intranel? Is migration or i.Redesigning, Maintenance and Hosting of
430 75 5.1.ifi Scape of Work , e 2
DELIVERABLES complete redevelopment expected? Canara Bank’s Intranet site in Bank's Data Centre
and Disaster Recovery Centre.
431 75 SCOPE OF WORK / 51 S £ Wark How many domains/subdemains are involved? Whe is the current |Bank is presently having 45 Domains & 250 sub
DELIVERABLES Y c0pe.Qh.Ivar registrar/host? domain (approximately).
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S| No Page No [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
SCOPE OF WORK / ; Are any specific compliance frameworks applicable (e.g., CERT- | .
432 75 DELIVERABLES 5.2.xxi Scope of Work n, RBI, IS0 27001}? Bidder has to comply to the RFP terms.
433 77 SCOPE OF WORK / Clatisek Webs}te Design for Canara Bank IFSC Banking Unit (CBIBU) Can you share the current CBIBU website link and access for Presently there is no separate website for CBIBU
DELIVERABLES website evaluation?
Domain name will be shared with the selected
Bidder.
SCOPE OF WORK / _ Website Design for Canara Bank IFSC Banking Unit (CBIBU) What is the desired domain name? Who will bear domain i. .er 5 " £
434 77 DELIVERABLES Clause ii bsit 0 e istration? If it is a separate domain, registration, renewal,
eI renswal sty posk-regiaetion: SSL certificate etc., should be provided by the
selected bidder.
SCOPE OF WORK / . .. Website Design for Canara Bank IFSC Banking Unit (CBIBU) . .
4 { ? > g
35 77 DELIVERABLES Clause ii, xvii bt Are there any preferences for S5L provider or type (DV/EV) Bidder has to comply to the RFP terms.
SCOPE OF WORK / 7 Website Design for Canara Bank IFSC Banking Unit (CBIBU) What defines a “revamp” during the contract? Can a scope =
436 terms.
G DELIVERABLES Clause it website threshold be agreed in advance? Bidder has to comply tasthe RIP termy
SCOPE OF WORK / Website Design for Canara Bank IFSC Banking Unit (CBIBU) Can you quantify or put boundaries around "unlimited content .
437 Pt ;
77 |DELIVERABLES e website undates/design/pags additions? Bidder has to comply to the RFP terms
Websites should be ble with all maj
SCOPE OF WORK / Website Design for Canara Bank IFSC Banking Unit {CBIBU) Are there any specific device/browser test matrix or priority list I EONES SOMCL Ne ATceR R YRR mazar
438 77 DELIVERABLES Clause v bit £ bl & Browsers and devices including
i Re e PC/MAC/Mobile/Tablets etc.,
; < : : 5 G Hindi content will be provided by the Bank.
439 78 SCOPE OF WORK / Clause vi Webs‘tte Design for Canara Bank IFSC Banking Unit (CBIBU) Will Bank pr‘o\nde Hindi content, or does the vendor need to However, the Bidder should translate if required
DELIVERABLES website translate using Al/manual methods?
by the Bank.
Bidder should provide end-to-end
p : ; 5 : 5 5 AT design/template whereever redesign/revamp is
SCOPE OF WORK / LS Website Design for Canara Bank IFSC Banking Unit (CBIBU) Will the Bank provide a baseline IA or brand guidelines? Or , "
440 78 DELIVERABLES Clause vii bsit hould the bidder start f tch? required. However, Brand guidelines and
N shod B i relevent details will be shared with the selected
bidder.
SCOPE OF WORK / 3 Website Design for Canara Bank IFSC Banking Unit (CBIBU) Will Bank provide SEO toels/subscriptions or should vendor The selected bidder to provide all the required
441 78 Clause xi . ‘ . :
DELIVERABLES website manage licensing? infrastructure.
SCOPE OF WORK / " Website Design for Canara Bank IFSC Banking Unit (CBIBU) . il . §
442 78 E 7 d ly to the RFP terms.
DELIVERABLES Clause xii K Which accessibility standard is to be met (e.g., WCAG 2.1 AA)? Bidder has to comply e rms.
SCOPE OF WORK / Website Design for Canara Bank IFSC Banking Unit (CBIBU) Does the Bank expect advanced semantic/Al-based search or i
443 ddi t ly to the RFP terms.
8 DELIVERABLES Clasex website basic file/content-based search only? Bldder s 1o comely it
Bidder has to comply to the RFP terms. Further,
444 78 SCOPE OF WORK / i Website Design for Canara Bank IFSC Banking Unit (CBIBU) What is the expected content volume? Can the archival interval |Bidder has to adhere to Bank's Backup/Archival
DELIVERABLES website and retention duration be specified? policy. The same will be shared with the
selected bidder.
445 78 SCOPE OF WORK / Clause xii Webs_ue Design for Canara Bank IFSC Banking Unit (CBIBU) an_v many external portals and social media platforms need to Details will be shared with the selected Bidder.
DELIVERABLES website be integrated?
Contents will be provided by the Bank. However,
SCOPE OF WORK / Website Design for Canara Bank IFSC Banking Unit (CBIBU) Will all multimedia/complex content be provided by the Bank or | providediby R
446 78 Clause xiii 2 3 the bidder should create content also if required
DELIVERABLES website need creation by the vendor?
by the Bank.
Bidder has to comply to RFP terms.
447 78 SCOPE OF WORK / ik Website Design for Canara Bank IFSC Banking Unit (CBIBU) Are existing RS5 feeds already available, or will vendor need to
DELIVERABLES website create content-compatible RSS channels? Additional details, if required, will be shared
with the selected bidder.
448 78 SCOPE OF WORK / s Website Design for Canara Bank IFSC Banking Unit (CBIBU) Is there an existing staging environment, or does vendor need to |The selected bidder to provide all the required
DELIVERABLES website create this from scratch? infrastructure.
All pre-release audits before go live and
whenever changes are being made in the website
445 78 SCOPE OF WORK / Gl Website Design for Canara Bank IFSC Banking Unit (CBIBU) Who will perform the audit - Bank team or third-party auditor?  [including source code audit will be the
DELIVERABLES website What's the acceptance process? responsibility of the Bidder. However, Bank
reserves right to conduct additional audits if
warranted.
Mostly in case of regulatory direction only.
450 79 SCOPE OF WORK / Clause xviii Website Design for Canara Bank IFSC Banking Unit (CBIBU) Is domain migration expected frequently or only once in case of |However, if Bank decides to change domain of
DELIVERABLES website regulatory directive? any website which is part of present scope the
bidder has to support the same.
451 79 SCOPE OF WORK / Claisse xix Website Design for Canara Bank IFSC Banking Unit (CBIBU) ‘What is the required backup frequency and storage location The same waill be shared with the selected

DELIVERABLES

website

(cloud/on-prem)?

Bidder.

Page 52 of 71

Internal




DELIVERABLES

choose?

SI No Page No  [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
The bidder has to comply with all the present
SCOPE OF WORK / Website Design for Canara Bank IFSC Banking Unit (CBIBU) Is there a documented policy or compliance framework to be guu-jelmes ek changes-'\f 2 el  tiem
452 79 Clause xx . during the contract period and any new
DELIVERABLES website followed (e.g., DPDPA, RBI)? ¢ ¥
guidelines issued by the Government /
regulatory authorities.
SCOPE OF WORK / . Website Design for Canara Bank IFSC Banking Unit (CBIBU) ‘What are the exact escrow deliverables (source code, CMS 7
453 79 cl t i
DELIVERABLES e website setup, backups)? Is a third-party escrow agent appointed? bidderhas o.comply to:the REiterm
SCOPE OF WORK / Sy Is there a preferred CMS platform (e.g., Drupal, Liferay) or r
454 79 CMS d | th y
DELIVERABLES (i, ii) Content Management System (CMS) sholuld it be proposed by bidder? Bidder has to comply to the RFP terms.
SCOPE OF WORK / Will MFA and hardware token requirements be provisioned by The selected bidder to provide all the required
455 79
DELIVERABLES CMS (i) Content Management System{Ci) Bank, or should bidder provide? infrastructure.
Bidder has to comply to RFP terms.
SCOPE OF WORK / Is omnichannel content delivery limited to website + social
456 79 . .
DELIVERABLES M0 Contenbianagement SystenmriCs) media, or includes email/SMS etc.? Additional details, if required, will be shared
with the selected bidder.
SCOPE OF WORK / Is there a required analytics engine for usage stats, or can The selected bidder to provide all the required
457 79
DELIVERABLES M5 () Content Management Systee (CMS) bidder propose one? infrastructure.
. SCOPE OF WORK / ; . G g i
458 79 DELIVERABLES CMS (xi, xiv) Content Management System (CMS) Is content scheduling granular to sections and subsections? Bidder has to comply to the RFP terms.
SCOPE OF WORK / . Is there a defined content moderaticn policy or list of The same will be shared with the selected
459
80 DELIVERABLES NS bey i) FontentiMansgement ajeten Cha] prohibited terms? Bidder.
SCOPE OF WORK / Will Bank provide a list of users and access levels for RBAC The same will be shared with the selected
460 80 i
DELIVERABLES M3 (ix) Content: Marageiment System; (CHE) setup at inception? Bidder.
The selected bidder te provide all the required
SCOPE OF WORK / it . Will Bank provision any of the security tools (SIEM, WAF, EDR) or [infrastructure. Additionally, if required the
461 80
DELIVERABLES Secusity () Security and Compliance should all be included? bidder should integrate with Bank's SOC tools
also for additional monitoring.
SCOPE OF WORK / : 2 ” Is the bidder responsible for OEM/vendor SLAs for all infra -
462 80 DELIVERABLES Security (iv, v) Security and Compliance e Bidder has to comply to the RFP terms.
SCOPE OF WORK / g ] - What cloud monitoring dashboard tools are preferred/allowed :
463 80 =
DELIVERABLES Security (vi) Security and Compliance {e.g., CloudWatch, DataDog)? Bidder has to comply to the RFP terms
SCOPE OF WORK / = . . How many rounds of security audit and performance tests are "
464 >
80 DELIVERABLES Security (x, xxviii) Security and Compliance expeciadperyeet? Bidder has to comply to the RFP terms
SCOPE OF WORK / ) .. . . Will Bank bear the cost of STQC certification, or is it to be Cost of STQC certification is to be borne by the
465
&0 DELIVERABLES Security (xii) Security and Compliance factored by bidder? bidder.
. : ; o TAT will vary based on the Severity of the
SC W
466 80 G WDRIC Security (xvi, xvii, xviii) Security and Compliance \c\_fhat is thexexpected response: tive for-addressing audit findings observation. The same will be shared with the
DELIVERABLES (in hours/days)? :
selected Bidder.
SCOPE OF WORK / . 3 5 Does Bank already use a certified CSP, or should the bidder The selected bidder to provide all the required
467 ;
2 DELIVERABLES Security (ux) Security i Compliance propose one from scratch? infrastructure.
SCOPE OF WORK / . . . - Are the APls already defined or is the bidder expected to define |The selected bidder to provide all the required
468 80
DELIVERABLES Security (oxv, xxvi) Security and Compliance and secure them? infrastructure:
SCOPE OF WORK / . ) . N ) Are existing secure SDLC & patch management tools/processes | The selected bidder to provide all the required
469
2 DELIVERABLES Security: bodx, 00 Security and Compliance provided by Bank or to be built? infrastructure.
The selected bidder to provide all the required
SCOPE OF WORK / - - . : Will Canara Bank's own SOC be used or should bidder provision a |infrastructure. Additionally, if required the
470 80
DELIVERABLES Security foodf, Joodfi) Security-and Compllance dedicated SOC? bidder should integrate with Bank's SOC tools
also for additional monitoring.
SCOPE OF WORK / : ; Will Bank provide threat intelligence feeds or does bidder need =
4an 80 i i %
DELIVERABLES Security (xxxiv, xxxv) Security and Compliance to subscribe independently? Bidder has to comply to the RFP terms
SCOPE OF WORK / . J . Who will bear the cost of SSL certificates for public sites—Bank |The selected bidder to provide all the required
472 83
DELIVERABLES Hosting (1) Hosting.and Maintenance or bidder? infrastructure.
SCOPE OF WORK / g g 2 i Can the Bank provide a reference architecture or must bidder The selected bidder to provide all the required
473
A DELIVERABLES Hosting i, iv) Hosting and Maintenance propose from scratch (with CSP vetting)? infrastructure.
SCOPE OF WORK CSP (AWS, Azure, GCP), n bidd 1
474 83 J Hosting (v} Hosting and Maintenance I£ there & prefered ( A Jiierican bitider Bidder has to comply to the RFP terms.
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17802, PIl, escrow, etc.)?

Sl No Page No |Section RFP Clause/Sub clause Detailed Clause Ne Bidders Query Bank's Reply
SCOPE OF WORK / ; " ” ¥ What level of support and documentation will the current -
475 3
83 DELIVERABLES Hosting (vi) Hosting and Maintenance vendor provide-for migration? Bidder has to comply to the RFP terms
SCOPE OF WORK / : : 3 What access levels are expected for UAT environments via CMS ;
476 it
83 DELIVERABLES Hosting (vii) Hosting and Maintenance {reud ot adimn)? Bidder has to comply to the RFP terms
SCOPE OF WORK / ’ " : Is there an expected volume/frequency of content updates per .
477 i
83 DELIVERABLES Hosting (viif) Hosting and Maintenance ot Bidder has to comply to the RFP terms
478 83 SCOPE OF WORK / Hosting (xi Hosti e ‘What CRM platform does Bank use for integration with analytics |The same will be shared with the selected
DELIVERABLES e SRt ancRnERoncE tools? Bidder.
SCOPE OF WORK / ; e . , What reporting format/frequency/metrics are expected daily, "
479 83 DELIVERABLES Hosting {xvii, xviii) Hosting and Maintenance monthly, etc Bidder has to comply to the RFP terms.
SCOPE OF WORK / = i . . What are the RTO (Recovery Time Objective) and RPO (Recovery |_.
480 83 the RFP terms.
DELIVERABLES Hosting (xxii) Hosting and Maintenance FblAEOblachve) Teadienicnts Bidder has to comply to m;
SCOPE OF WCRK / . s 3 s Can you confirm peak concurrent load projections (e.g., :
481 dder has t ly to the RFP te i
83 DELIVERABLES Hosting (xxiii, xxiv) Hosting and Maintenance svents/annbuncEments) Bidder has to comply to erms
SCOPE OF WORK / . N . Does the Bank have a preferred CDN provider, or is bidder to 5
482 83 DELIVERABLES Hosting (xxv) Hosting and Maintenance ibestone? Bidder has to comply to the RFP terms.
Bidder has t ly to the RFP t 3
483 B3 SEOFE OF WORK\Y Hosting (xxvi) Hosti nd Maintenance Should CRIBU site havesseparate hosting:ok share infrawith matd Slrtesesrhoausldobzurrlzft:d on se| arat:rtli-:ilcated
DELIVERABLES 2 ol cting AneAin(enan site? .
servers.
Bidder has to comply to the RFP terms.
- ; - i : Charges for new domain, if any, registered
ORK /
484 83 E}Efﬁ'i:.:ﬁ\:.vﬁ Hasting (xxvii, xxxiii) Hosting and Maintenance WllLt;he I:::: rflr:‘::rsi:;;:tm;‘ renevlifenistraton fees o (other than domain fer CBIBU) will be borne by
et i ¥ the Bank. However, timely renewal of all the
existing domains will be the respansibility of the
Bidder.
SCOPE OF WORK / : R - Is there an existing DNS dashboard/tool in use, or must a new The selected bidder to provide all the required
A &= DELIVERABLES ittt oot Hostig e Hednienance one be implemented? infrastructure.
SCOPE OF WORK / = ) . Should DNSSEC be enabled across all subdemains or just public- 4
486 a3 DELIVERABLES Hosting (xxix) Hosting and Maintenance kg onest Bidder has to comply to the RFP terms.
487 83 SCOPE OF WORK / Hosting (. : ) Hosti d Maint Are Bank's existing DC and DR infrastructure accessible to The selected bidder to provide all the required
DELIVERABLES bl Bl e R CEUNg AN Magranance bidder, or must be provisioned anew? infrastructure.
Wi ible t lates will be provided.
488 83 SCAEE OFWORK./ Hosting (xxxiv) Hosting and Maintenance WilkiBank provide-templates o forimats for SROMICHOM, Bi:;;(:et;e;of::::ut;:letluig :tar:d::ds forpSBDM
DELIVERABLES B et 8 compliance reports? :
reporting.
SCOPE OF WORK / ¥ . - Is hardware-based MFA (tokens) to be provided by Bank or The selected bidder to provide all the required
489
8 |oELvERABLES it ooy ol E g nd Aiotnaos bidder for DN access control? infrastructure.
490 8 SCOPE OF WORK / Intranet (i) & (i) A Will the Bank share detailed requirements or use cases for The same will be shared with the selected
DELIVERABLES b " i intranet redesign and revamp at the start? Bidder.
491 8% SCOPE OF WORK / Intranet (i), (ix), (xi) iEandt Can the Bank confirm the volume/number of pages and features |The same will be shared with the selected
DELIVERABLES » (1), ¢ e expected in the Intranet portal? Bidder.
Bidder has to comply to RFP terms.
492 86 SCOPE OF WORK / Intranet {xix) o Will intranet backups be stored on Bank infra or vendor’s infra?
DELIVERABLES % L Is replication needed? Additional details, if required, will be shared
with the selected bidder.
SCOPE OF WORK / . What are the exact expected RTO and RPO for intranet backups | .
493 86 l; s
DELIVERABLES Intranet (xix) Intranet and failovers? Bidder has to comply to the RFP terms
4 . < » ith Bank'
SCOPE OF WORK / Will Bank provide access to AD and MFA APIs or does bidder Detaiisirequired.for integrating yith Banks
494 86 DELIVERABLES Intranet (x) Intranet T e infrastructure such as AD, e-Mail / SMS Gateways
L St sl will be shared with the selected Bidder.
SCOPE OF WORK / iy What are the roles and access levels (approximate) expected for |The same will be shared with the selected
495 86
DELIVERABLES Intranet.ivfi} Inteanct intranet access control? Bidder.
SCOPE OF WORK / . Does the Bank require support for intranet in any regional 2
496 86 to the RFP tel .
DELIVERABLES Intrapat tevi) Intranet languages beyond Hindi in future phases? Biadey hastarcomply i
SCOPE OF WORK / Does the Bank expect the intranet to integrate with any third- .
497 86 ly to the RFP te A
DELIVERABLES Intranet. (i), {x) Intfanet party or internal portals initially? Riddesitas to.chmphy ta =l
S i i i 8-, I5-
498 86 CEPE OF WORK./ intranet (vi), {xx), {xxi) Intranet Can fhe/Bank provice compiincechecist upfront(e:g,; 15 Bidder has to comply to the RFP terms.
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Criteria

Government Organizations in India with
web Content Management Solution (CMS)
during the last 3 years as on the submission
of Bid. (Note: The websites must be in
operation and maintained by the bidder as
on date of the RFP.)

completion certificate/ Reference letter/ email reference
from the Concerned Organization.

a Public Sector or Private Sector Bank in India or Financial
Institutions/PSU/ Central Government Organizations in India
with web Content Management Solution (CMS) during the last
3 years as on the submission of Bid.”

Sl No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
SCOPE OF WORK / What is the expected concurrency test scenario the bidder .
499 86 i R 5
DELIVERABLES Intranetily) Intranet needs to simulate and certify for intranet? R NG oop I e R
All pre-release audits before go live and
whenever changes are being made in the website
SCOPE OF WORK / ) Will Bank provide VAPT tools/licenses or should the bidder Including souceicods Sudituill. be:the
500 86 DELIVERABLES Intranet (xiv) Intranet ision these? responsibility of the Bidder. However, Bank
provision these: reserves right to conduct additional audits if
warranted. Regular VAPT after go-Live will be
conducted by the Bank.
501 86 SCOPE OF WORK / intranet fii - What platforms (QS, DB, LB, etc.) are available at the Bank The same will be shared with the selected
DELIVERABLES traact piane DC/DR for intranet hosting? Bidder,
SCOPE OF WORK / Will Bank provide sandbox for testing integration with .
502 86 .
DELIVERABLES Intranet (x) Intranet AD/email /SMS gateways? Bidder has to comply to the RFP terms
503 26 SCOPE OF WORK / Intranet (xviil) iRt What is the current site architecture? Will migration effort The same will be shared with the selected
DELIVERABLES e include reverse engineering or documentation is available? Bidder.
SCOPE OF WORK / . . What are the training expectations for Bank officials (duration, .
504 % -5 8
88 DELIVERABLES On-Site Support (ix) On-Site Support batch size, medium)? Bidder has to comply to the RFP terms
SCOPE OF WORK / - - - Should the on-site support personnel be available for non- ¢
505 - < A
a8 OELIVERABLES On-Site Support (ii) On-Site Support working days/festivals for deployments? Bidier has tocomply. toithe RFP terme
SCOPE OF WORK / . s " Will the Bank provide infrastructure (seating, devices, VPN, The same will be provided to the selected
506 a8 - %
DELIVERABLES On-Site Support (i) On-Site Support etc.) for the on-site team? Bidder.
SCOPE OF WORK / £ L N Can the bidder propose remote support for night shifts or is full- |
507 B i idder has to compl the terms.
k8 DELIVERABLES DOnFiRe Suppare (i) On:Site Support time physical presence mandatory 24x7? H i ! piyito REP, tors
TAT will based on the Severity of th
SCOPE GF WORK / : > L Will VAPT/audit abservations be tracked on a defined SLA for WIS Moty Dased Gl the veniby St
508 88 DELIVERABLES On-Site Support (viii) On-Site Support ) = observation. The same will be shared with the
closure? selected Bidder.
Presently, half yearly. However, Bank reserves
SCOPE OF WORK / . | 5 How often does the Bank plan to conduct DR drills for Intranet  |right to change the duration as per
509 5 B
&8 DELIVERABLES et 1¥), On-site i) On-Site Support (monthly/quarterly)? administrative exigency or regulatory guidelines
and the Bidder has to abide by the same.
SCOPE OF WORK / : 3 5 What is the expected escalation TAT (Turnaround Time) for L1, d
510 88 DELIVERABLES On-Site Support (xi) On-Site Support L2, 13 issues? Bidder has to comply to the RFP terms.
SCOPE OF WORK / N - 3 Can the bidder use subcontractors for backend support, or Bidder to comply with RFP/GeM bid terms and
511 88 - 2 *
DELIVERABLES On-Site Supportivi; (vi), (iv) On-Site Support should all resources be on payroll? Conditions
SCOPE OF WORK / g F 5 Is there a defined format/template for BCP and Escrow The same will be provided to the selected
512 g o
=g DELIVERABLES Qry-Site Support {xif), Intranet (o) On-Site Support documentation required by the Bank? Bidder.
SCOPE OF WORK / 2 ; N What DevSecOps toolchain (if any) is mandated or preferred for 9
513 88 i Bidder has to comply to the RFP terms.
DELIVERABLES Intraret (i) /0] On-Site Support continuous improvement and secure deployments? Yy
6. The bidder should have experience in
designing/revamping and maintained
minimum 2 interactive and multilingual Please considering the relaxation for PQ as " The "bidder /
'websites out of which at least ane should associated vendor / partner” should have experience in
be a Public Sector or Private Sector Bank in |The bidder has to provide relevant purchase order/work order |designing/revamping and maintained minimum 2 interactive
514 64 Annexure-2 / Pre Qualification |India or Financial Institutions/PSU/ Central |/ engagement letter & signoff along with satisfactory project |and multilingual websites out of which at least one should be (Bidder to comply with RFP/GeM bid terms and

Conditions
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vendor M/s Planet E-Com Solution Pvt. Ltd. Brief technical
details of the website are as given below:

Public cloud.

Sl No Page No  |Section RFP Clause/Sub clause Detailed Clause No |Bidders Query Bank's Reply
1. The bidder should have experience in designing/revamping |Please considering the relaxation for Technical Evaluation
and maintained minimum 2 interactive and multilingual Criteria as "bidder / associated vendar / partner” should have
websites out of which at least one should be a Public Sector  |experience in designing/revamping and maintained minimum
515 89 Annexure-9 Technical Evaluation Critena or Private Sector Bank in Enldla.w Flrnanﬂlal InrshtutxonsIPSUI 2 interactive and rnu.ltlhngual webs.ltes out of which a.‘[ leas-l: Bidde‘-l‘lo comply with RFP/GeM bid terms and
Central Government Organizations in India with web Content  |one should be a Public Sector or Private Sector Bank in India |Conditions
Management Solution (CMS) during the last 3 years as on the  |or Financial Institutions/PSU/ Central Government
submission of Bid. (Note: The websites must be in operation Organizations in India with web Content Management Solution
and maintained by the bidder as on date of the RFP.) (CMS) during the last 3 years as on the submission of Bid"
2. The bidder should have experience in designing/revamping |Please considering the relaxation for Technical Evaluation
and maintained minimum 2 interactive and multilingual Criteria as "bidder / associated vendor / partner”should have
websites out of which at least one should be a Public Sector  |experience in designing/revamping and maintained minimum
516 89 e Technical Evaluation Criteria or Private Sector Bank in mldla or Fl-nancl.al ln_smuunnslPSUI 2 interactive and mu.ltlllngual webs?tes out of which aAt Ieas.t Blddgr.w comply with RFP/GeM bid terms and
Central Government Organizations in India with web Content  |one should be a Public Sector or Private Sector Bank in India |Conditions
Management Solution (CMS) during the last 3 years as on the  |or Financial Institutions/PSU/ Central Government
submission of Bid. (Note: The websites must be in cperation  |Organizations in India with web Content Management Solution
and maintained by the bidder as on date of the RFP.) (CMS) during the last 3 years as on the submission of Bid"
Please considering the relaxation for Technical Evaluation
5. The Bidder should have experience in Public Sector or Criteria as "bidder / associated vendor / partner”should have
Private Sector Bank in India or Financial Institutions/PSU/ experience in Public Sector or Private Sector Bank in India or
Central Government Organizations in India as following: Financial Institutions/P5U/ Central Government Organizations
2 s : 1. Hosting, Maintaining Public DNS/Domain/DNSSEC - 3 Years  |in India as following: Bidder to comply with RFP/GeM bid terms and
517 90 Al -9 Technical Evaluation Crit > B L I 1 .
bdeizag EIMCR BYRLARen L Iiens 2. GenAl based search/ Translation integration in public 1. Hosting, Maintaining Public DNS/Domain/DNSSEC - 3 Years |Conditions
website - 2 websites. 2. GenAl based search/ Translation integration in public
3. Search Engine Optimisation (SEOQ) services for websites - 3 (website - 2 websites.
= Years 3. Search Engine Optimisation (SEQ) services for websites - 3
Years”
Public Cloud billing cycle is Monthly billing as per usage (varies
5 ; h month), can this line item be ammended as Monthly -
518 1€ Section C 5.P t Terms: ting and Maintenanc N : ! i h mply to the RFP terms.
ayment Terms. Hosting an intenance of new website bayment for Cloud hosting Infra? *As separate liné tem for both Bidder has to comply
current and new website.
1. Will the current website be hosted as-is on cloud?
Bidder has t ly to the RFP te 2
2. What are the networking implementations done on current On- e el Gl
premises? " "
; . S A the foll Sc f Wark, It will be the
Hosting and Maintenance of Canara bank 3. What kind of DR strategy/BCP Implemented on current infra? {:spe:lsib?lil; ;’:’Iﬂ:: veﬁzzrum n:\r SN
519 73 Annexure-8 Websites and Intranet and Domain / DNS | The existing corporate website of Canara Bank 4. Can we get the current Max and min utilisations of Servers po : . 2 e
management hosting the Website? website and coordinate with the existing vendor.
oR i The contact details of the existing vender and
other necessary support will be provided by the
5. Can we do a tool-based assessment for the current Infra i G e sl e e
setup?
Bidder has to comply to the RFP terms.
ti te websit: C i will be the
:—hw::(ucsa:\:g:i:::: rcﬂt:\rn;wl': s:eiec:ﬂfll a;:: B;:?ntained by the Spectfic:numpers [ terwms of Disk sizes allocated and Constimed :spern::;l!rsl:rl ﬂ[:z i:lz:ro :owr‘n)ir kr'altte the
520 73 Annexure-§ PRESENT SET-UP s 5 P! ¥ S ¥ Database Size to be mentioned for Commercial estimation on e ¥

website and coordinate with the existing vendor.
The contact details of the existing vendor and
other necessary support will be provided by the
Bank to the selected bidder.
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Sl No Page No  [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank’s Reply
Bidder has to comply to the RFP terms.
Ilowing Sc f i
What is the current edition of SQL License used, is all the '::sp:;:::;i:; m:z vecr’\::rotuwn?imr,alttevt’:z beithe
521 73 Annexure-8 PRESENT SET-UP Database: MSSQL 2019 on (4 Cores) Licenses (Windows and SQL) SA enabled? What Is the current P - . ith the 8 =
BCP strategy used? website and coordinate with the existing vendor.
- The contact details of the existing vendor and
other necessary support will be provided by the
Bank to the selected bidder.
Bidder has to comply to the RFP terms.
5. SCOPE OF WORK / o MlgraFlng, Vhostlng and Maintenance of Cana_ra_ l?ank Cor!:mrate What kind of ﬁlt[ features is Canyra Baﬁk expe?nng to be Presently, Al scope is only far corporate website.
522 74 5.1 Purpose/Objective Website with enhanced features such as Artificial Intelligence |Implemented in the new (Banking Unit Website) and current? : R
DELIVERABLES o Fote i Only L A U T By However, if Bank intends to extend the same for
atural Language search etc., on clou nly language trans . e wishsitss inder the: scope oF this proposal,
the Bidder should support the same.
Bidder has to comply to the RFP terms.
As per the following Scope of Work, It will be the
The vendor will be responsible for end-to-end information 1. What is the current Firewall appliance used? responsibility of the vendor to migrate the
security of the websites including but not limited to Cloud 2. Current EDR/XDR tool used? website and coordinate with the existing vendor.
§ A ity such as Firewall management, DOS/DDOS protection, (3. What is Current WAF appliance used? The contact details of the existing vender and
523 79 |an -8 Sec d € o
e urityand Compliance WAF, DS, IPS, SOC, Database management, Antimalware, 4. Is there any SIEM tool used currently? other necessary support will be provided by the
EDR/XDR tools, DR Site maintenance, DNS Security, S5L 5. Can all these Network and security licenses to be used as-is Bank to the selected bidder.
Certificate etc., on cloud or public cloud native tools to be used?
Further, the selected bidder to provide all the
required infrastructure to comply with the Scope
of Work .
Bidder has to comply to the RFP terms.
As per the following Scope of Work, It will be the
. . Security Information and Event Management (SIEM) for logging |Requesting the amount logs collected GB/month OR GB/day in  |respansibility of the vendor to migrate the
524 82 - - s
ARFERUS secirity aid Compliance and threat detection. the current Setup. website and coordinate with the existing vendor.
The contact details of the existing vendor and
other necessary support will be provided by the
Bank to the selected bidder.
5. SCOPE OF WORK / ) {Vendor should provide daily re!mrt on websl;e performance This would req!.nre APM tool for performime moanitoring, will The selected bidder to provide all the required
525 83 DELIVERABLES Hosting and Maintenance and other parameters such a hits, response time etc., (page, |the cost to be included under Hosting Maintenance of both infrastructure to comply with the Scope af Wark
geographical location wise etc.,) Canara bank and Canara Bank IFSC Banking Unit website? pe )
The bidder should pravide end to end comprehensive analytic
5. SCOPE OF WORK / tool for the websites to provide various data related to the 5 i g The same will be shared with the selected
526 83 i i lut d/to be int: ?
DELIVERABLES Hosting and Maintenance websites. The tool should be able to integrate with Bank's What is the current CRM solution use integrated to! Bidder.
CRM solution for further analysis, leads etc.,
Bidder has to comply to RFP terms.
5. SCOPE OF WORK / Use of CDN is mandatory, CDN with more POP (Point of <o
527 84 i i H data E r : s n § A
DELIVERABLES Hosting-and Maintenance Presence) should be used for best performance Gurneiily sny/eput. of data oul.dan b specified Additional details, if required, will be shared
with the selected bidder.
i RFP t %
1. How many objects or user profiles are created on current AD Bidilertak to: Comply STtS RFR-termms,
setup? ¢
. ; Kindly note that as per Scope of work, Canara
528 85 R Itanet Intranet portal should be accessible through web and the 2. Do Self-service password Write-back feature to be enabled Bank corporate website & CBIBU websites are to

login of the portal should be through Bank's Active Directory

for all internal users?
3. On-prem to public Cloud connectivity 1o be established using
Mpls/Ipsec tunnels.

be hosted on Cloud and intranet is to be hosted
on-premise (Authentication also will be with on-
premise AD Setup only).
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Sl No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Cost of New Website and Maintenance can only be determined
r Hosting and Maintenance of new website for Canara Bank IFSC |when we have the Website ready and Dev team comes up with i
529 99 A -16 Bill of Material : Tabl < .
nnexure ill of Material : Table - B Banking Unit (CBIBU) Website an cloud orciper BOG for hstig: “Commesetls:varizs with Sicingand oty Bidder has to comply to the RFP terms.
of resources to be deployed for the specific workload.
5. SCOPE OF WORK / The Bidder should ensure proper backup of the entire website |What would be the retension period for the backups? *specific to DE{EII.S Will'be: shared "Y"h tﬁe sehacted Bidder.
530 76 DELIVERABLES 5.2 Scope of Work i STy biactices i e The Bidder should censider industry best
i P : i : practices and abide to backup policy of the Bank.
There should also be support for text and voice based search
functionality for present, historic, and archived content and
the search should be capable of analysing the search input The Gen Al usecases defined are for the initial
and understand the user requirement using advanced Al/ML Are you primarily looking to leverage native Cloud services given |period only and Bank will consider leveraging
5. SCOPE OF WORK / algorithms and return suitable reply based on the actual your cloud migration, or are you open to, or even preferring, more / all of the Gen AL capabilities during the
531 75 5.2 Scope of Work = 5 . . z " . :
DELIVERABLES content of the website with atmost accuracy and should have |the integration of specific third-party Al/ML solutions for these |couse of the contract period and the bidder
the functionality to provide suggestions with options related  |capabilities? should support the same without any additional
to the search topic if exact information is not available. End cost to the Bank.
users should be able to search using the language selected for
website display for natural interaction.
5. SCOPE OF WORK / Regarding the hosting of the CMS application, do you have
532 ?
78 DELIVERABLES 5.2 Content Management System Content Management System prefared serdice 16 mind? Bidder has to comply to the RFP terms.
1. One time implementation cost for Design, Development and
Deployment of Canara Bank Website, IFSC Banking Unit
(CBIBU) & Intranet and Creation of unified dash board and Please considering the relaxation for Payment terms as " 70% as
migration of Domain / DNS of all Canara Bank Domains and per Table-A of Annexure-16 - On successful Go-Live of Canara | . 7 -
533 Sub-Domains Domain / DNS management - 50% as per Table-A |Bank websites and intranet and on submission of Invoice and E‘dc:;;;u scumply with REEfGeM id tepmiand
of Annexure-16 - On successful Go-Live of Canara Bank Acceptance/Sign off by the Bank on production of relevant i W
websites and intranet and on submission of Inveice and documents and after deducting Liquidated Damages (if Any)”
Acceptance/Sign off by the Bank on production of relevant
documents and after deducting Liquidated Damages (if Any).
16 SECTION C - DELIVERABLE AND t T .
SERVICE LEVEL AGREEMENTS 5.Payment Terms: "20% as per Table-A of Annexure-16 - On successful Creation
of unified dash board and migration of Domain / DNS and on . A .
|
534 30% as per Table-A of Annexure-16 submission of Invoice and Acceptance/Sign off by the Bank on gf::;;i:‘scump yWEERERICEM bid temsand
production of relevant documents and after deducting
Liquidated Damages (if Any)”
"10% as per Table-A of Annexure-16 - After one month from
Go-Live (on completion of source code audit, VAPT, etc.) and | . > .
535 20% as per Table-A of Annexure-16 on submission of Invoice and Acceptance/Sign off by the Bank E::I;;z:omply WAEKRER iy bid:bgg 2
on production of relevant documents and after deducting
Liquidated Damages (if Any)"
; 2 ; Please considering the relaxation for Project timeline as "1.
1. Migrating and Hosting of Canara Bank Corporate Website < : ! N . 4
536 . & ® 2 e po- Migrating and Hosting of Canara Bank Corporate Website with |Bidder to comply with RFP/GeM bid terms and
with enhanced features such as Artificial Intelligence / o 4 s
enhanced features such as Artificial Intelligence / Natural Conditions
Natural Language search etc., on cloud - 10 Weeks .
Language search etc., on cloud - 14 Weeks
1. _ 3 "2.Designing and Hosting of new website for Canara Bank IFSC
- SECTION C - DELIVERABLE AND |, o0 (o0 _ £:DestBning and Hosting Bf new webstte for CanaiaBankalSC: |t e o e R} Wisbrsibeon cloutl - 16-weeks Bidder to comply with RFP/GeM bid terms and
14 SERVICE LEVEL AGREEMENTS/ T e Dotaped Implemontationiol the Bankinig Unit (CRIBY] Website on dm'ld, A0weeks . (Development, Code audit, Vulnerability assessment & Conditions
1.Project Timelines Project Schedule are as follows: (Development, Code audit, Vulnerability assessment & hosting) hosting)"
538 3. Redesigning of Canara Bank Intranet site - 14 weeks 2. Redeslgning of Canaral Bardk |nt.rar.\et tite - 10 weels Bidder to comply with RFP/GeM bid terms and
3 : (Develepment, Code audit, Vulnerability assessment &
(Development, Code audit, Vulnerability assessment & hosting) hosting)” Conditions
539 4. Creation of unified dash board and migration of Domain / "4. Creation of unified dash board and migration of Domain / |Bidder to comply with RFP/GeM bid terms a
DNS of all Canara Bank Domains and Sub-Domains - 8 weeks DNS of all Canara Bank Domains and Sub-Demains - 12 weeks” |Conditions
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51 No Page No  [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
SECTION'C - DELIVERABLE NG 7.1Penalties/Liquidated damages for :J;JlA:NZ()::(;);nglfli:::sz!1tgz??;;:?:%t&?i::ﬁﬁ: lthn:l. ':::":i;:::‘z::ge ?relﬂ:sl:;?d’:?ef:e?t?:::zsi:lssl"::: 1,2 and
540 T8 SERVICE LEVEL AGREEMENTS/ d;:*lay I Detivey 4nd IMELEmeRtation Bar;k ;'rn . ' i i g P . e Bidder to comply with RFP/GeM bid terms and
7.Penalties/Liquidated posing penalty of D.SO"’:.on de.lav per week or part 3 of clause 1.3 of Section -C will result in the Bank imposing Conditions
Damages: 'would be as under: thereof, on the total cost mentioned in Table-B of Annexure- |penaity of 0.10% on delay per week or part thereof, on the
16. total cost mentioned in Table-B of Annexure-16"
The bidder should have experience in designing/revamping The bidder should have experience in designing/revamping and
and maintained minimum 2 interactive and multilingual maintained minimum 1 (One) interactive and multilingual
websites out of which at least one should be a Public Sector  [websites out of which at least one should be a Public Sector or
Annexure-2 or Private Sector Bank in India or Financial Institutions/PSU/  |Private Sector Bank in India or Financial Institutions/PSU/
541 63 Pre-Qualification Criteria (6) Central Government Organizations in India with web Content  |Central Government Organizations in India with web Content Bidder has to comply to RFP terms.
Management Solution (CMS) during the last 3 years as on the  [Management Solution (CMS) during the last 3 years as on the
submission of Bid. submission of Bid.
(Note: The websites must be in operation and maintained by  |{Mote: The websites must be in eperation and maintained by the
the bidder as on date of the RFP.) bidder as on date of the RFP.)
The bidder should have experience in designing/revamping The bidder should have experience in designing/revamping and
and maintained minimum 2 interactive and multilingual maintained minimum 2 interactive and multilingual websites out
websites out of which at least one should be a Public Secter  |of which at least one should be a Public Sector or Private Sector
F— or Private Sector Bank in India or Financial Institutions/PSU/  |Bank in India or Financial Institutions/PSU/ Central/State
547 63 Pre-Qualification Criteria (6) Central Government Organizations in India with web Content  |Government Organizations in India with web Content Bidder to refer Corrigendum-2
Management Solution (CMS) during the last 3 years as on the  |[Management Solution (CMS) during the last 3 years as on the
submission of Bid. submission of Bid.
(Note: The websites must be in operation and maintained by  [{Note: The websites must be in operation and maintained by the
the bidder as on date of the RFP.) bidder as on date of the RFP.)
The bidder should have experience in designing/revamping The bidder should have experience in designing/revamping and
and maintained minimum 2 interactive and multilingual maintained minimum 2 interactive and multilingual websites out
websites out of which at least one should be a Public Sector  |of which at least one should be a Public Secter or Private Sector
or Private Sector Bank in India or Financial Institutions/PSU/  |Bank in India or Financial Institutions/PSU/ Central/State
Central Government Organizations in India with web Content  |Government Organizations in India with web Content
Management Solution (CMS) during the last 3 years as on the  |Management Solution (CMS) during the last 3 years as on the
submission of Bid. submission of Bid.
543 89 Annexure-9 Technical Evaluation Criteria (1) Bidder to refer Corrigendum-2
(Note: The websites must be in operation and maintained by  |(Note: The websites must be in operation and maintained by the
the bidder as on date of the RFP.) bidder as on date of the RFP.)
No. of Organisations: No. of Organisations:
> 4 organizations: 15 marks > 3 organizations: 15 marks
3-4 organisations: 12 marks 2-3 organisations: 12 marks
2 organization: 7 marks 1 organization: 7 marks
The bidder should have experience in designing/revamping The bidder should have experience in designing/revamping and
and maintained minimum 2 interactive and multilingual maintained minimum 2 interactive and multilingual websites out
websites out of which at least one should be a Public Sector  |of which at least one should be a Public Sector or Private Sector
or Private Sector Bank in India or Financial Institutions/PSU/  [Bank in India or Financial Institutions/PSU/ Central /State
Central Gevernment Organizations in India with web Content  |Government Organizations in India with web Content
Management Solution (CMS) during the last 3 years as on the  |[Management Solution (CMS) during the last 3 years as on the
544 89 Annexure-9 Technical Evaluation Criteria (1) ki sionor. Bids submislon ot Bid. Bidder to refer Corrigendum-2
{Note: The websites must be in operation and maintained by  |(Note: The websites must be in eperation and maintained by the
the bidder as on date of the RFP.) bidder as on date of the RFP.)
No. of public facing websites: No. of public facing websites:
>4 websites: 15 marks >3 websites: 15 marks
3-4 websites: 12 marks 2-3 websites: 12 marks
2 website: 7 marks 1 website: 7 marks
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SI No Page No [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
We request Bank to modify the below criteria for the better
i o £ e ¥ clarity:
Thu.:‘ Bidder s!'[ou[d have experience in PL-lbllC Sector or Private The Bidder should have experience in Public Sector or Private
Sector Bank in India or Financial Institutions/PSU/ Central e : s 7 R
Government Organfzations in India-as following: Sector Bank in India or Fm_anmal Insmut_lonsfPSUI C_entral
8 I3 . .
1, Hostifig, Maintairiing Public DNS/Dariain/DNSSEC - 3 Yedrs |/ ate Government Organizations in India as fallowing:
545 90 Annexure-9 Technical Evaluation Criteria (1) : ¥ ET AT : 1. Hosting, Maintaining Public DNS/Domain / DNSSEC in last 3 Bidder to refer Corrigendum-2
2. GenAl based search/ Translation integratien in public Vaais
:e:;;tih érg:::éepst‘imisahon (SEQ) services for websites - 3 2 GenAl based search/ Translation integration in public website
VeFs in last 2 years.
3. Search Engine Optimisation (SEQ) services for websites in last
3 Years
ix.There should also be support for text and voice based
search functionality for present, historic, and archived
content and the search should be capable of analysing the
search input and understand the user requirement using Bidder has to comply te RFP terms.
546 75 5.2 Scape of Work Website Design / Enhancements for advanced AI/ML algorithms and return suitable reply based on |Please provide some detail information on the requirement of
'www.canarabank.com website: the actual content of the website with atmost accuracy and Al/NLP based search functionality. Additional details, if required, will be shared
should have the functionality to provide suggestions with with the selected bidder.
options related to the search topic if exact information is not
available. End users should be able to search using the
language selected for website display for natural interaction.
The websites should conform to the applicable World Wide
Web Consortium (W3C), Open Worldwide Application Security
Project (formerly Open Web Application Security Project),
(OWASP) Top 10 security standards, Accessibility Standards
such as 15-17802, GIGW Govt. of India Guidelines for websites |Please confirm.
547 80 5.2 Scope of Wark Security and Compliance and the Web Content Accessibility (WCAG 2.1) Guidelines Are there any accessibility requirements (e.g., WCAG Bidder has to comply to RFP terms.
(with Level A & AA Certification during the contract period as |compliance level)?
informed by the Bank). The Bidder should ensure Bank's
websites are compliant to all of these guidelines and
modifications / updations made to these guidelines
throughout the cantract period.
Kindly confirm.
G s i What will be done for the existing content while migration Bidder has to comply to the RFP terms. Further,
ii.All the cloud infrastructure used for hosting and managing L A A WS ; . s
548 79 5.2 Scope of Work secirity and Complisnice Baiks wiskisites shoikd: Kave Strond tenant isalation vith Aurto: a. Can we assume thatrbank will provide the information in the B1df]er has to adhere to Bank's Bac}(uplA{chwal
pe ty p 4 2 i
scale capabilities. ready format su- that Bidder can consume the same? ) policy. The same will be shared with the
b. For the Archival of the data can we assume Canara bank will |selected bidder.
be handling the same. please confirm
The vendor will be responsible for providing all the required
APls for integration with Bank's other systems such as call Request Bank to revisit this part as AP|'s will be provided by "
i i1 5.2 Scope oF Watk Security and Compliance centre, SMS, e-Mail, net banking, mobile banking, marketing |existing OEM / Service providers Bidder has to comply to RFP terms.
solutions etc.,
SCHEDULE 3 2.1.12.not allow the storage of the Personal Data on any As per our understanding the Mobile app is not part of the Bidder has to-comply: to/the REP. terms.
550 142 5.2 Scape of Wark Technical and Organisational Data meabile devices such as laptops or tablets unless such devices |implementation only website rendering to mobile devices is part : >
3 = . 2 . B Mobile app is not under the present Scope of
Protection Measures are kept on its premises at all times. of the scope, can you please confirm this requirement? R
Will the website or intranet need to integrate with core banking
551 5.2 Scope of Work - General systems, payment gateways, HRMS, CRM, ERP etc.? Bidder has to comply to RFP terms.
552 5.2 Scope of Work - General :;Ezze:n:fﬂf:l:r;?::j?:::;::;s’ SETP, databaset) are Bidder has to comply to RFP terms.
How many pages, documents, and content types (PDFs, videos, |Bidder has to comply to RFP terms.
553 5.2 Scope of Work - General forms) are to be migrated from existing website, please provide

some tentative number for estimation.

Entire website has to be migrated.
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Sl No Page No  |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Bidder has to comply to RFP terms.
All pre-release audits before go live and
- whenever changes are being made in the website
Wi - the VAPT and
554 5.2 Scope of Work - General 1::::;:::? g?ri?l:ze:::d: f::d:::}i (oI: the :"a::e?source including source code audit will be the
2 el e z responsibility of the Bidder. However, Bank
reserves right to conduct additional audits if
warranted.
Kindly confirm.
istil it d int t hosted on-
Is thg existing Canara Iliank website and intranet hos! on Cadra Bankiwebsite is hosted on Clotd:ahd
555 - 5.2 Scope of Work - General premise or on a cloud infrastructure? s there a preferred CSP : : ;
5 R intranet is hosted on-premise.
for the proposed cloud hosting of the revamped website and
portals ?
Kindly confirm.
is vendor expected to procure and manage the cloud The selected bidder to provide all the required
0 - 5:2/5cope o Work 2 General infrastructure? Or will Canara Bank provide a preferred CSP (if  finfrastructure.
any).
: " . - . |Bidder has to comply to RFP terms.
557 # 5.2 Scope of Work General Kmdlytgznfflrm.lH;fh letv;l’llliil o any:specificimbdplatinegration Additional details, if required, will be shared
EXpeC rom AN i with the selected bidder.
- is cl 3
9.8 Despite any other provision, the Bank, may return a Siiggest Te‘""“" ofithisic ‘.“,ﬂe
: . . 9.8 Despite any other provision, the Bank, may return a
defective Hardware/ Software to the selected bidder within 5 _ -
i : defective Hardware/ Software to the selected bidder within
Ninety (90) days of delivery of the Hardware/ Software and = 3
the solected bidder shatld diatelspiovide full eachanss Ninety (90) days of delivery of the Hardware/ Software and the
558 23 9. Warranty/Support 9.8 G R M AT VP ; - selected bidder shall immediately provide full exchange e+ Bidder has to comply to RFP terms,
or refund. For the purpose of this section, “defective 4 e . L
SR : S refund. For the purpose of this section, “defective Solution
Solution” includes, but is not limited to: a) broken seals; b) = X T pEraEey
o includes, but is not limited to: a) broken seals; b) missing items;
missing items; and c) Software that are not the most current 3
2 g bkt and c) Software that are not the most current version at the
version at the time of shipping. : s,
time of shipping.
A=l " . Suggest revision of this clause:
559 39 él Or:e:i /Terminati f 121 15'1‘ Tt‘:e BB"!‘U:EST""ZE_ ”5{ i t':;:s':;'s"a':ﬂ T:ncc:hg?::T's H] =t Bar e (s right o benminiate. thls CONTRACT at Bidder has to comply to RFP terms
ads bl il sty ' » a.ny e WLCIUE Ay any » BY giving 4 any time without assigning any reasons, by giving a 90 30 day’s Py )
Contract notice. :
notice.
. H t revision of this cl 5
12.2. The Bank reserves its right to cancel the entire / R N au‘se .
; e 12.2. The Bank reserves its right to cancel the entire /
unexecuted part of CONTRACT at any time by assigning 3 AT
: . unexecuted part of CONTRACT at any time by assigning
appropriate reasons and recover expenditure incurred by the = 4 K
& i o 5 appropriate reasons, with a prior notice of 30 days, and
Bank in addition to recovery of liquidated damages in terms of 2 < A i
12 Hides the contract, in the event of one or more of the followin recever expendtureincurred by the: Bank In addition tp Bidder to comply with RFP/GeM bid terms and
560 39 Cancellation/Termination of 12.1 ' = recovery of liquidated damages in terms of the contract, in the

Contract

conditions:

12.2.3. Breaches in the terms and conditions of the Order.
12.2.6. The Vendor/Service Provider commits a breach of any
of the terms and conditions of the bid.

event of one or more of the following conditions:

12.2.3. Materially Breaches in the terms and conditions of the
Order.

12.2.6. The Vendor/Service Provider commits a material breach
of any of the terms and conditions of the bid.

Conditions
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Sl No Page No  [Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
Suggest revision of this clause:
12.4. In case the Vendor/Service Provider fails to deliver the i the Vendaﬂsemce,‘ Hravider fatls.tn:deliver thie
; i . quantity as stipulated in the delivery schedule, the Bank
quantity as stipulated in the delivery schedule, the Bank h R :
. Ei A reserves the right to procure the same or similar materials from
reserves the right to procure the same or similar materials g g
2 i alternate sources at the risk, cost and responsibility of the
from alternate sources at the risk, cost and responsibility of % B sy e 4
z A e ey v Vendor/Service Provider by giving 30-% days’ prior notice to the
the Vendor/Service Provider by giving 7 days’ prior notice to - 5 A .
% , Vendor/Service Provider, subject to incremental costs 10%
theendorlsatviee P rovider: lover and above service charges for defective
12.5. After the award of the contract, if the Vendor/Service : % 8
2 : 3 : services/deliverables
12. Order Provider does not perform satisfactorily or delays execution z i
. e A2 5-Afterthe award-of the contract, if the VendoriSenice : X
ank reserves the right to get the balance 2 B A > Bidder to comply with RFP/GeM bid terms and
561 39 Cancellation/Termination of 124 & 12.5 Arthecatact, e Bankressnicy thie rght get e Provider does-rot pert tisfactorily or delays =X Y
Contract contract executed by another party of its choice by giving one 3 Conditions
ol . 3 = : of the contract, the Bank reserves-the right-te-get-the-
months’ notice for the same. In this event, the Fap & oL By arothie part-GEE chalde-by
Vendor /Service Provider is bound to make good the additional | . . i a £
expenditure, which the Bank may have ta incur for the R R e L S e e T
execution of the balance of the order/contract. Such 22
additional e)l{pt?nd\ture shall be incurr‘ed by thg Pan!c within i, AR PR & e
reasonable limits & at comparable price prevailing in the TS e s ey iR T
market. This clause is also applicable, if for any reason, the SR o - n.-’,...,- e
contract is cancelled. R ,1.-..7"-- Rt it forany . o
contract-iscancelled-
Suggest revision of this clause:
1. V
21.1. VENDOR/ SERVICE PROVIDER shall keep and hold the ;4 " \p\nap, ERVICE PROVIDER shall keep and hold the Bank
Bank indemnified and harmless from time to time and at all 2 i & 2 %
E u - < = : .. |indemnified and harmless from time to time and at all times
times against all actions, proceedings, claims, suits, liabilities : % : 3 - J
= % S A against all actions, proceedings, third party claims, suits,
(including statutory liability), penalties, demands, charges, P e £ PR :
: . b liabilities {including statutory liability), penalties, demands,
costs (including legal costs) and expenses, damages, losses : :
A charges, costs (including legal costs) and expenses, damages,
and any other expenses which may be caused to or suffered R
3 3 losses and any other expenses which may be caused to aor
Byior miaide o taken dpatast U Bank arising ouc of: suffered by or made or taken against the Bank arising out of:
21.1.1. The breach, default or non-performance of 4 8 2 i
- undertakings, warranties, covenants or obligations by i G _I s - Bidder to comply with RFP/GeM bid terms and
PEL 2 el Lt VENDOR/ SERVICE PROVIDER; o ' . ! Conditions
VENDORLSERVICE-PROVIDER;

21.1.2. Any contravention or Non-compliance with any
applicable laws, regulations, rules, statutory or legal
requirements by YENDOR/ SERVICE PROVIDER;

21.1.3. Fines, penalties, or punitive damages levied on Bank
resulting from supervisory actions due to breach, default or
non-performance of undertakings, warranties, covenants, or
obligations by the Vendor/Service Provider

21.1.2. Any contravention or Non-compliance with any
applicable laws, regulations, rules, statutory or legal
requirements by VENDOR/ SERVICE PROVIDER;

21.1.3. Fines Iti oF tive levied Bank
P { Rogdn
1 e 3 actions-due-to-bi b _defaultor
s P Y
>3 £ uod £ £
== 85 ¥ g
hliaati b the Vandor/Sondco Provid
Y
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Payment will be Quarterly in arrears as per Sl. No. 1 of Table-
B of Annexure-16, on submission of Invoice and
Acceptance/Sign off by the Bank on production of relevant
documents and after deducting applicable penalties and
Liquidated damages (if Any).

documents and after deducting applicable penalties and
[Liquidated damages (if Any).

SI No Page No Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
21.3. VENDOR/ SERVICE PROVIDER shall indemnify, protect Suggest revision of this clause:
and save the Bank against all claims, losses, costs, damages, |21.3, VENDOR/ SERVICE PROVIDER shall indemnify, protect and
expenses, action suits and other proceedings, resulting from  |save the Bank against all claims, losses, costs, damages,
infringement of any law pertaining to patent, trademarks, expenses, action suits and other proceedings, resulting from
copyrights etc. or such other statutory infringements in infringement of any law pertaining to patent, trademarks,
respect of Solution supplied by them. copyrights etc. or such other statutory infringements in respect
21.3.1. All indemnities shall survive notwithstanding expiry or |of Solution supplied by them.
termination of the contract and bidder shall continue to be 233 A—AHmS etes shath 3 Sk T s R 7
Bidder to l
563 50 21. Indemnity 213 liable under the indemnities. or terminationof the and biddershall-continue-to-be c'un;:jon;""‘” w1 R Gl b, e et
21.3.2. The limits specified in below clause shall not apply to |Habt der the nd i
claims made by the Bank/third parties in case of infringement (21.3.2. The limits specified in below clause shall not apply to
of Intellectual property rights or confidential information, claims made by the Bank/third parties in case of infringement of
fraud or gross negligence or wilful misconduct or for claims Intellectual property rights ercenfidential-infermation, fraud
relating to the loss or damage to real property and tangible or gross negligence or wilful misconduct or for claims relating to
personal preperty and for bodily injury or death and in these |the loss or damage to real property and tangible personal
cases the liability will be actual claims. property and for badily injury or death and in these cases the
liability will be actual claims.
Notwithstanding anything to the contrary, In any event, neither
564 51 21, Indermnity 21.5 Suggest addition of this clause party shall be liable for any special, |nc|drentai, puﬂltl\'lE. Bldde.r.m comply with RFP/GeM bid terms an
exemplary or consequential damages arising out of or in Conditions
connection with the Contract entered between the parties.
it is cl. y .
565 2 7. Penalties/Liquidated 7.8.1 7.8.1 All the above LDs are independent of each other and are Siiggest addition of this ! au_se Bidder to comply with RFP/GeM bid terms and
Damages: applicable separately and concurrently. BAE s v 5 Conditions
PP P ¥ ¥=
Notwithstanding the foregoing, the bank may impose liquidated
7. Penalties/Liquidated ol . damages amounting to 0.2% of the delayed component for each |Bidder to comply with RFP/GeM bid terms and
566 2 A
% Damages: 14 Sggest addition of this clause week of delay or part thereof, up to a maximum of 10% of the Conditions
total project cost
One time implementation cost for Design, Development and
Deployment of Canara Bank Website, IFSC Banking Unit
(CBIBU) & Intranet and Creation of unified dash board and
migration of Domain / DNS of all Canara Bank Domains and
. Sub-Domains Domain / DNS management - | Rt mpeiTcation s belaw:
16 : Table-A of A -16 - on si i g
567 Payment Terms ) 50% as per Table-A of Annexure-160n successful Go-Live of ISO%::;::: able-A of Annexure- on signoff of website Bidder has to comply to RFP terms
Canara Bank websites and intranet and on submission of A e
Invoice and Acceptance/Sign off by the Bank on production of
relevant documents and after deducting Liquidated Damages
(if Any).
Payment Stages
Hosting and Maintenance of Canara Bank Corporate Website
with enhanced features such as Artificial Intelligence /
Natural Language search etc., on cloud & search etc., on Condition/Remarks
cloud (including Content Updation). Payment will be Quarterly in arrears Advance as per Sl. No. 1 of
5.1 Table-B of Annexure-16, on submission of Invoice and
568 16 % - i P terms.
PeymintTer 2) Condition/Remarks Acceptance/Sign off by the Bank on preduction of relevant Bidder has to comply to RFP terms
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Sl No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank’s Reply
Payment Stages
Hosting and Maintenance of new website for Canara Bank IFSC
z:’r;l::;irl;:ljnl (CBIBU) Website on cloud (including Content o
Payment will be Quarterly in arreass Advance as per Sl. No. 2 of
569 16 Payment Terms 31 Condition/Remarks Table-B.of Anriextiie-16,, ol subiissian of inyonce and Biddar has to comply to RFP terms.
(3) . . Acceptance/Sign off by the Bank on production of relevant
Payment will be Quarterly in arrears as per Sl. No. 2 of Table- . p 5
, : documents and after deducting applicable penalties and
B of Annexure-16, on submission of Invoice and “h
Acceptance/Sign off by the Bank on production of relevant Liquithted damages (1 Any):
documents and after deducting applicable penalties and
Liquidated damages (if Any).
Payment Stages
Hosting Maintenance of Canara Bank Intranet site (including
Content Updation) Condition/Remarks
Payment will be Quarterly in arrears Advance as per Sl. No. 3 of
5.1 Condition/Remarks Table-B of Annexure-16, on submission of Invoice and .
20 4 Eapent Ters (4) Payment will be Quarterly in arrears as per Sl. No. 3 of Table- |Acceptance/Sign off by the Bank on preduction of relevant Plager hes:tocamply oy BEP terms:
B of Annexure-16, on submission of Invoice and documents and after deducting applicable penalties and
Acceptance/Sign off by the Bank on production of relevant Liquidated damages (if Any).
documents and after deducting applicable penalties and
Liquidated damages (if Any).
Payment Stages
Domain / DNS management of all Canara Bank Domains and
Sub-Domains Condition/Remarks
5.1 Condition/Remarks Payment will be Quarterly in arrears Advance as per Table-C of
571 17 Payment Terms (5'] Payment will be Quarterly in arrears as per Table-C of Annexure-16, on submission of Invoice and Acceptance/Sign off |Bidder has to comply to RFP terms.
Annexure-16, on submission of Invoice and Acceptance/Sign by the Bank on production of relevant documents and after
off by the Bank on production of relevant documents and deducting applicable penalties and Liquidated damages (if Any).
after deducting applicable penalties and Liquidated damages
(if Any).
Payment Stages
Onsite Resources
5.1 Condition/Remarks
572 17 Payment Terms “;,' Condition/Remarks Payment will be Quarterly in arrears Advance as per Table-D of |[Bidder has to comply to RFP terms.
Payment will be Quarterly in arrears as per Table-D of Annexure-16 after deducting applicable penalties and Liquidated
Annexure-16 after deducting applicable penalties and damages (if Any).
Liquidated damages (if Any).
The Gen Al usecases defined are for the initial
1.Migrating and Hosting of Canara Bank Corporate Website Could you please confirm if the detailed enhanced features are PEHGH Nl and Bafi il cons@t.er levera{gang
573 14 1. Project Timelines 1.3 with enhanced features such as Artificial Intelligence / identfied. If, yes please share the list of features as it will mdte £ all afthe Gen Al capabilities durihg the
) nl 9 yyesp : i
Natural Language search etc., on cloud impact delivery timelines. Eotlse of the conitiact period and'the bidder
v should support the same without any additional
cost to the Bank.
1.Migrating and Hosting of Canara Bank Corporate Website To enable AI/NLP features, some level of code changes may be . 4 i
574 14 1. Project Timelines 1.3 with enhanced features such as Artificial Intelligence / required. Please confirm if these changes will be done by the The selierechidonioprce i Eqtied
Matural Language search etc., on cloud existing vendor or bidder has to factor in those changes. infrastroctore:
We intend to bring best in class market OEMs for this
7.1.The bidder/s who quotes the lowest price (L1) after the aspirational project. This will be having commercial impact.
575 35 ;: selectindt soecessil 7.1 n?verse aucuo.n will be.rt_eferred as the successtil bidder/ We request the bank to consider QCBS system of evaluation with [Bidder has to comply to the RFP terms.
idder bidders and will be notified through the GeM portal. No ) , g PR :
separate intimation will be sent to the bidder in this regard. wetghtages u.n Technical experm? e confldenng gusiallibid,
We do not wish to compromise with the quality of products
proposed and cost.
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Bidders Query

Sl No Page No |Section RFP Clause/Sub clause Detailed Clause No Bank's Reply
Request you to pls revise the below clause as:
vo 2. The Bidder should either be Class-l or Class-ll local supplier : . s
Anne: 2: P Lifi
576 63 Cnm:i:m reQualification Annexure -2 as defined in Public Procurement (Preference to Make in The Bidder / OEM should either be Class-1 or Class-Il local E:;:i‘d;[iz:umply iR /GeN Q- a2
India) Revised Order {English) dated 19/07/2024. supplier as defined in Public Procurement (Preference to Make
in India) Revised Order (English) dated 19/07/2024.
Request you to pls revise the below clause as:
6. The bidder should have experience in designing/revampini : 3 %
T ol . _pe . en g evamping: 6. The Bidder /OEM should have experience in
and maintained minimum 2 interactive and multilingual P 7 s S ” :
; A e designing/revamping and maintained minimum 2 interactive and
websites out of which at least one should be a Public Sector = 3
) R, = i 5 E: oo multilingual websites out of which at least one should be a
Annexure 2: Pre Qualification or Private Sector Bank in India or Financial Institutions/PSU/ 2 : ] ; ; 3 4 :
577 63 e Annexure -2 i £ Public Sector or Private Secter Bank in India or Financial Bidder to refer Corrigendum-2
Criteria Central Government Organizations in India with web Content. _ . .
% ; Institutions/PSU/ Central / State Government Organizations in
Management Solution (CMS) during the last 3 years as on the G S T i T ;
PO - ] = 4 India with web Content Management Solution (CMS) during the
submission of Bid. (Note: The websites must be in operation last 5 years as on the submission of Bid. (Note: The websites
and maintained by the bidder as on date of the RFP.) fasha years A W ' ¥
must be in operation and-maintained by the bidder as on date
g of the RFP.)
6. The bidder should have experience in designing/revamping
and maintained minimum 2 interactive and multilingual
'websites out of which at least one should be a Public Sector Request bank to consider and allow near-go live engagements as
Annexure 2: Pre Qualification or Private Sector Bank in India or Financial Institutions/PSU/ eq . % i 2 oy ¢ x nee Bidder to comply with RFP/GeM bid terms and
578 63 g Annexure -2 P 3 well. We will furnish completion certificate in due course and o
Criteria Central Government Organizations in India with web Content befare closure of Bid Evaluation Process Conditions
Management Solution (CMS) during the last 3 years as on the :
submission of Bid. (Note: The websites must be in operation
and maintained by the bidder as on date of the RFP.)
iii.If Bank wishes to revamp the entire website at any point
of time during the contract period, the vendor should carry
Website Design /- Enhancements for out the‘actmt.y a.t mutually agreed .rate_. How:ever, The Bl_dder Could you please confirm if the rate is to be provided for The sélsetad bidderita provide all the tegiired
579 74 5.2 Scope of Work 8 to provide unlimited content updation including changes in complete revamp of corporate website. If yes, please suggest -
www.canarabank.com website: % 2. j 3 R infrastructure.
design / addition of new pages in the website etc., as per the format as it is not covered under Annexure 16
business requirement of the Bank without any additional cost
to the Bank during the entire contract period.
v Other than Hindi & English, the website should have
the functionality of displaying content in majority of the other
Nttt Bestn 7 Brbarcamants fa Indian Languages using advanced Artificial Intelligence (Al) While the system will be capable of aute-translation, however  |Hindi content will be provided by the Bank.
580 74 5.2 Scope of Work canarasa K viehslte: ' capabilities. Option to be made available to the viewers to we recommend to get these translation validated by the Bank.  |However, the Bidder should translate if required
: P Co e select the desired language and the website should be For Hindi, we request bank to provide the content by the Bank.
capable of displaying the content in the particular language
selected with maximum accuracy.
ix.The Bidder will be responsible for providing investor i i
Website Design / Enhancements for relation service to display real time stock share price Rf?qunsF Yo .tu.Ptan C.Dl'lfll’l'ﬂ the availabllity nl‘_ AP!.S for . The selected bidder to provide all the required
581 75 5.2 Scope of Work 5 : . displaying this information. Further, please confirm if the bidder |,
www.canarabank.com website: (BSE/NSE) of Canara Bank in the website. Frequency of ) . infrastructure.
; = : has to factor in any additional cost of procurement of such APIs.
updation should be minimum of 15 minutes.
Websi i G : ” N
582 76 5.2 Scape of Work ebsite Design / Enhancements for Could you please provide details of all internal and externa Bidder has to comply to RFP terms.

www.canarabank.com website:

integrations that will be required.
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B)'All conflict-of-interest confirmations shall be provided for
the engagement team members providing the services pursuant
to this engagement as per our internal risk management
procedures.’

Sl No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
6. The bidder / OEM should have experience in
designing/revamping and maintained minimum 2 interactive and
ili i f which at least
The bidder should have experience in designing/revamping o t-llmguaL wnbs‘l‘ﬂ a ) at_ e should.be @
S - ; : o= Public Sector or Private Sector Bank in India or Financial
and maintained minimum 2 interactive and multilingual R ) A
: i ¥ Institutions/PSU/ Central / State Government Organizations in
websites out of which at least one should be a Public Sector S e peee U 3
% : % . 2 R India with web Content Management Solution (CMS) during the ‘
c o or Private Sector Bank in India or Financial Institutions/PSU/ 2 % : A F
583 89 Annexure 9 Technical Evaluation Criteria N i last 5 years as on the submission of Bid. {Note: The websites Bidder to refer Corrigendum-2
Central Government Organizations in India with web Content = X o .
£ must be in operation.and maintained by-the bidderas on date
Management Solution (CMS) during the last 3 years as on the of the RFP.)
submission of Bid. (Note: The websites must be in operation k
d intai idd date of the RFP. é A
AN aintained: by the bitlierasion date:ar:th ) Request bank to consider and allow near-go live engagements as
well. We will furnish completion certificate in due course and
before closure of Bid Evaluation Process.
Could you please confirm requirement of Analytics including :
584 i
Digital Marketing tools. Bidder has to comply to RFP terms.
Sometimes, OEM resources are required for Product
Confi; tions a i - i i i i
585 121 22, Subcontracting onf 1gu_ra ns .nd they are involved as SMEs R(?ques‘t ) B!dde‘r'to comply with RFP/GeM bid terms and
relaxation on this clause and allow sub-contracting with prior Conditions
intimation to the bank.
Bidder has to comply to the following RFP terms.
iv.All components used for Hosting, managing,
securing, monitoring, updating content etc., of
the websites should be supported by the
= " respective OEMs and the Bidder should ensure
586 Request your confirmaticn on the usage of Open Source that no end of suppart 7 end of life products /
Technology.
components are used.
v.The Bidder should ensure back-to-back
support for all the components used and there
should not be any limit to the number of tickets
raised for troubleshooting etc., during the entire
contract period.
Bidder has to comply te the RFP terms.
As we understand, hosting of Websites is to be done on Cloud
587 but intranet is to be hosted on-prem. Is this understnading As per Scope of work, Canara Bank corporate
correct? website & CBIBU websites are to be hosted on
Cloud and intranet is to be hosted on-premise.
T ~ e Bidder has to comply to RFP terms.
Could you please confirm if the bank has ai ti i e :
588 ARG YOI p iy existing avallable Additional details, if required, will be shared
cloud landing zone? R A
with the selected bidder.
We note that word ‘Audit’ is mentioned in this RFP. Therefore,
kindly include below clause:
589 i
“The services hereunder, are not intended to be an audit, Bidder has to comply to RFP terms.
certification, examination, attestation, special report or agreed-
upon procedures.”
We suggest addition of below against these clauses
A)'Any conflict related declaration can be given as on the
v
550 51 Clause 22 current date only.

Bidder has to comply to RFP terms.
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591

26

Clause 17

Right to Audit

We suggest addition of below statement

“Any audit shall be subject to the following: (i) the audit shall
be restricted to the engagement and shall be conducted with
prior reasonable notice {ii) PURCHASER or its authorized
representatives shall execute a Non-Disclosure Agreement
before such audit which shall govern the conduct of the audit
and any results thereof; (iii) the auditors or the representatives
of PURCHASER for the audit shall not be the Vendor's
competitors; {iv) the audit shall not be conducted more than
once in a calendar year and twice in entirety; and (v) any
findings during the audit, shall be shared with the Vendor and
be discussed and agreed mutually between PURCHASER and the
Vendor for its closure.”

Bidder has to comply to RFP terms.

592

139

Clause 3.10

Deletion or return of Personal Data’

Request below consideration:

We shall be allowed to retain sufficient documentation as part
of our professional records to support and evidence the work
performed by us. Such retention shall be subject to abligations
of confidentiality mentioned herein

Bidder has to comply ta RFP terms.

593

We note that this RFP only provides a unlilateral right to
termination. Hence, we request inclusion ofthe following clause:

“As we are a large professional services firm, we reserve the
right to terminate the engagement, in case of breach of
applicable law or regulation or professional norms.”

Bidder has to comply to RFP terms.

594

Page no 75

5.2 Scope of Work:

The Bidder will be responsible for providing
investor relation service to display real
time stock share price (BSE/NSE) of Canara
Bank in the website. Frequency of updation
should by minimum of 15 minutes,

The Bidder will be responsible for providing investor relation
service to display real time stock share price (BSE/NSE) of
Canara Bank in the website. Frequency of updation should by
minimum of 15 minutes,

Request you to modify this clause to --

The Bidder will be responsible for providing investor relations
services to display real-time stock share prices (BSE/NSE) of
Canara Bank on the website. The frequency of updates should
be a minimum of every 15 minutes. All required API calls must
be handled by cloud- services, and detailed monitoring must be
implemented with data storage and retrieval managed by a
highly available and scalable cloud native database service to
ensure data persistence and guick access.

This ensures that the bidder uses appropriate cloud services and
robust data management practices. This ultimately leads to a
more reliable and efficient solution for displaying real-time
stock share prices.

Bidder has to comply to RFP terms.

As per scope of work end to end security of the
website including API/cloud security is
responsibility of the Bidder.
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595

Page no 79

5.2 Scope of Work: Security
and Compliance point 1

The vendor will be responsible for end-to-
end information security of the websites
including but not limited to Cloud security
such as Firewall management, DOS/DDOS
protection, WAF, IDS, IPS, SOC, Database

DR Site maintenance, DNS Security, S5L
Certificate etc.

management, Antimalware, EDR/XDR tools,

The vendor will be responsible for end-to-end information
security of the websites including but not limited to Cloud
security such as Firewall management, DOS/DDOS protection,
WAF, DS, IPS, SOC, Database management, Antimalware,
EDR/XDR tools, DR Site maintenance, DNS Security, SSL
Certificate etc.

Request you to modify this clause --The vendor will be
responsible for end-to-end information security of the websites
by creating banks landing zone including but not limited to
Cloud security such as configuring and maintaining cloud native
network firewall with IPS functionalities , DOS/DDOS protection,
cloud native WAF, IDS, 50C, intelligent threat detection service,
cloud security posture management , Database management,
Antimalware, EDR/XDR tocls, DR Site maintenance, DNS Security
, 5L Certificate etc. as well as vendor should be able to provide
with resource inventory, configuration history, and configuration
change netifications for security and governance.

This aligns with industry best practices by incorporating
advanced security tools and practices ( eg bank landing zone) ,
and intelligent threat detection.

It ensures the vendor adheres to a higher standard of security
management, which is crucial for protecting sensitive
information.

Bidder has to comply to RFP terms.

However, if Bank decides to implement its own
landing Zone during the contract period, Bidder
should support to integrate / Migrate to the
same without additional cost to the Bank.

596

Page no 79

5.2 Scope of Work: Security
and Compliance point 1

ii.All the cloud infrastructure used for
hosting and managing Bank's websites
should have strong tenant isolation with
Auto-scale capabilities.

ii.All the cloud infrastructure used for hosting and managing

scale capabilities.

Bank’s websites should have strong tenant isolation with Auto-

All the cloud infrastructure used for hosting and managing Bank's
website should have strong tenant isolation with Auto-scale
capabilities. The infrastructure should leverage serverless
compute capabilities that automatically scales with request
vaolume, and orchestration capabilities for built-in scaling
capabilities.

This will ensure effetive user experience and reduce applicaiton
down time.

Bidder has to comply to RFP terms.

597

Page no 79

5.2 Scope of Work: Security
and Compliance point 1

Additional Clause

Additional Clause

CSP should deploy Banks landing zone with belew cloud native
security services for proper workload monitoring and achieving
required regulatory compliance----

-ML based Threat Detection service

-Cloud Native Vulnerability Assessment Service

-Service to manage the firewall rules centrally for all customer
accounts

-Centrally manage the lifecycle of secrets

- assess, audit, and evaluate the configurations of your
resources

This will ensure compliance to industry best practices from
security and compliance perspective.

Bidder has to comply to RFP terms.

598

Page no 84

Hosting and Maintenance
X0V

xxv.Use of CDN is mandatory, CDN with
more POP (Point of Presence) shauld be
used for best performance.

xxv.Use of CDN is mandatory, CDN with more POP (Point of
Presence) should be used for best performance.

Request you to modify this clause to --

The preposed Cloud should have its own CSP Managed CDN
service to reduce application access latency, and should have
minimum 20 or more locations from which they are able to offer
cloud native CDN services.

This will ensure best performance and optimum user
experience to end customers of the bank who are geographically
distributed across the country.

Bidder to refer Corrigendum-2

599

Page no 79

Security and Compliance

Additional Clause

Additional Clause

From Critical Security Related Requirement, it is recommended
that the proposed C5P should be able to provide FIPS 140-2
Level 3 complied dedicated single tenant Cloud HSM service.

This will ensure compliance to industry best practices from
security and compliance perspective.

Bidder has to comply to RFP terms.
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'would be possible from a single data center. Data Centre in
each region should be physically separated by a meaningful
distance to protect from issues such as power outages, lightning
strikes, and earthquakes affecting data centres and enable
synchronous replication of traffic between these data centres.

S| No Page No |Section RFP Clause/Sub clause Detailed Clause No Bidders Query Bank's Reply
It is recommended that the proposed CSP should be recognized
600 Page no 79 |Security and Compliance Additional Clause Additional Clause joithe Loaders Quidiantofithe latest Gartnerl Magic Quadrant Bidder has to comply to RFP terms.
for Cloud Infrastructure & Platform as a Service.
xix. The cloud service provider (CSP) should be STQC audited
and MeiTY empaneled and offer all services from India only as
per guidelines of MeiTY and shall at least have the following
certifications: It is recommended that below certifications may also be further
=150 9001 added to the CSP requirement:
«ISO/IEC 27001 > |50 22301: 2019 (Business Continuity Management)
. ISO/IEC 4 m
601 Page no 80 |Security and Compliance Additional Recommendation ::Z:EEE ;;g:; 2 IEC 42001 (Al Management System) Bidder has ta comply to RFP terms.
«ISO/IEC 27701 This will ensure adequate compliance to Business Continuity and
=PC| DSS Level 1 Al Managed System best practices on the cloud environment
=TIA 942/ Uptime Institute Certification utilised for hosting the application.
=CSP should have accreditations relevant te security,
availability, confidentiality, processing integrity, and/or
privacy Trust Services principles. SOC 1, SOC 2, SOC 3
Wi tand tl t Luti ds to be deployed i
xx.DR setup of the websites should be equivalent to that of L und.E“ n " ditthe so o 1 b ?p oye. i
B st gl ISR R z d s three site architecture with DC, Near DR (significant distance
d thepﬂ'dd p;(r’al;r: e ':( i:a;r-\g sic::)n::ﬁ::h f:g: away from DC) (for Active-Active) and a far DR for data backup.
602 Page no B4 |Hosting and Maintenance Hosting and Maintenance b aals u e.nsur ‘r Aes We assume that 250Km distance refers to the distance between |Bidder has to comply to RFP terms.
anytime inicase.af.any {Sstie [ GG site: DC and Far DR site to be setup for data backu
xxi.The DC and DR Data sites shall be physically located in P P-
India and should be at least 250 KM apart from each other. ;
Please confirm
CSP GenAl service should offer data residency, and the data Bidder has to comply to RFP terms.
. - o o should always remain within the India data centres and services
603 Pags na80. |Security and Compliance Additionat Claiise Addiftional latise should not use the customer data to improve the base models Selected Bidder should comply to all regulatory
and is not shared with any model providers. guidelines with respect to data residency.
It is proposed to modify the clause as below:
The selected bidder should consider high-availability (active-
6.3The selected bidder should consider high-availability active) at DC & DR with near zero RPO of 15 minutes and
(active-active) at DC & DR with maximum RPO of 15 minutes  [maximum RTO of 10 minutes (the RPO & RTO may be changed
604 Page no 17 |Uptime Uptime and maximum RTO of 60 minutes (the RFO & RTO may be during the course of the contract and the vendor has to adhere |Bidder has to comply to RFP terms,
changed during the course of the contract and the vendor has |to the revised RPO & RTO). We assume that Active-Active is
to adhere to the revised RPO & RTO). across two geographically distinct DC locations that are not
together affected by a single natural / man-made disasters.
Please confirm
Proposed CSP for hosting of application should be offering cloud
services from a minimum of three MeitY Empaneled Data
Centres in at least one Region within India and provide the
ability to operate production applications and databases that
@ highly availabli L 1
605 Page no 17 |Uptime Additional Clause Additional Clause fre more tgry -2 ;. i tolrant, and scalable than Bidder has to comply to RFP terms.
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It is recommended that propesed cloud service provider shall
have published on its public facing website the following: -
«Service Level Agreements (SLAs) for cloud services like
< o oot compute, storage, managed databases etc. _
606
Page no 17 |Uptime Additional Clause Additional Clause JDashboard Wvesstatus of clowd services-health i tndia Bidder has to comply to RFP terms.
«Cloud Services outage details (if any) with Root Cause Analysis
This will help ensure effective SLA and uptime monitoring
The format provided is relevent from a hardware OEM
perspective. CSPs may be allowed to submit the same in their . ) .
607 Page no 97 |Annexure 15 Manufacturer Authorisation Form Manufacturer Authorisation Form standard format. Sample format attached. (B:fnd:;i:;:nmpiy with RFF/GeM bid terms and
Please confirm.
CSP should have cloud native Resource Optimization
Recommendations tool to optimize the cost.
608 NA Cost Optimisation Additional Clause Additional Clause Bidder has to comply to RFP terms.
This will provide visibility and ensure effective resource and
cost optimiation for the deployed application.
Bidder has to comply to RFP terms.
609 NA isti t iti iti Can the bank provide additional details o isti ) " . 2
Existing Setup Additional Clause Additional Clause pi al de f the existing setup Additional details, if required, will be shared
with the selected bidder.
: 3 i i . Ltd. (§
The bidder should have experience in designing/revamping e, Applied Cad Computing Pyt Ltd have shcorssiutly
s R = 3 b implemented solutions such as AWS Landing Zone setup, AWS
and maintained minimum 2 interactive and multilingual . ; S
b A X Control Tower configuration, and multi-cloud infrastructure
websites out of which at least one should be a Public Sector 3 L 4 : -
Annexure-9 or Private Sector Bank in India or Financial Institutions/psui/ |1ePLoYMents for various public sector accounts, including Public
N ni
610 Page no 89 5 2 S Annexure 9 - Sub point no 2 4 2 i nc'a _s i Sector Banks (PSBs) and Public Sector Undertakings (PSUs). We  |Bidder has to comply to RFP terms.
Technical Evaluation Criteria Central Government Organizations in India with web Content ; 4 =
p 5 kindly request you to consider these revamping and
Management Solution (CMS) during the last 3 years as on the 5 =
ol 2 5 g 5 restructuring use cases as our customer references for the time
submission of Bid. (Note: The websites must be in operation £ 5 5
S : being as there are no live website or web content solutions in
and maintained by the bidder as on date of the RFP.) i
CMS available at all.
if 0 t
71 Ahe bnideq/s who qdtes m? uw.es - s AS, bidders will be evaluated on technical scores and
price (L1) after the reverse auction will be |7.1. The bidder/s who quotes the lowest price (L1) after the commercial scores, i.e. having 70% weightage to techmical score
611 Page no 35 |SECTION E - SELECTION OF BIDDI referred as mersyccessful bidder/ bidders reverse auctlp will bernreferred as the successful bidder/ and 50% £ cammercial scare, ow will cammerclal bid quntad RFP is self explanam_r?'. bidder to comply with
and will be notified through the GeM bidders and will be notified through the GeM portal. No ; B = x 3 RFP terms and Conditicns
I : ¥ S . - 5 i J in RA (Online reverse action) affect the final score in the
portal. No separate intimation will be sent |separate intimation will be sent to the bidder in this regard. ;
2 it evaluation process?
to the bidder in this regard.
Please remove RA clause because in RA, Vendors will go lowest
612 | 2 of GEM File |Bid Details Bid to RA enabled Yes price and in low price they can not deliver project as per Canara |Bidder has to comply to the RFP terms.
Bank expectation as it needs a dedcated to deliver ontime daily.
This is a highly time sensitive job and needs dedictaed team to
613 | 2 of GEM File |Bid Details RA Qualification Rule H1-Highest Priced Bid Elimination deliver. Quality comes at a price, so we request you to consider |Bidder has to comply to the RFP terms.
removing this clause.
1.7 Further, development should only be started after
approval from the Bank. Development should be done based
DELIVERABLE AND SERVICE LEVEL onrin,:lustry best practices an‘d cyber secunity guidelines. All Usally it takes thmE' to approval from the Bank or de?artments, \
614 14 SECTION C AGREEMENTS existing content of the website should be converted so as to  |hence acutal timelines do not meets. So please confirm that Bidder has to comply to the RFP terms.
comply with Government of India website guidelines (GIGW)  |actual timelines will be vary due to taking approval.
including all PDF and HTML files. The website should be
subsequently launched after approval by the Bank.

apction
sec\®lyy.
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One time implementation cost for
Design, Development and Deployment of ; . ;
LIt t that Vi
Candra BANKWabsite, IFSC Banking Uritt,  |On sticcessful:GesLive of Canars Bank websites-and intranee;| ™ 20" SLAFiNg, Itis mentioned that Vendor has to
i o . z Migrate Canara Bank Website but we have seen Design
(CBIBU) & Intranet and Creation of and on submission of Invoice and Acceptance/Sign off by i X .
615 16 Payment Terms o : i : and development in many places. So Please confirm Bidder has to comply to the RFP terms.
unified dash board and migration of the Bank on production of relevant documents and after : 2
5 : i : that there is not new design and development of
Domain / DNS of all Canara Bank deducting Liquidated Damages (if Any). =
" ; . Canara Bank Website.
Domains and Sub-Domains Domain / DNS
management
ill be i er Tabl f
Onsite Paymentll be Quanerly: " arm_a“ ayporla = B Please make it Monthly because Vendor has to pay .
616 17 Payment Terms Annexure-16 after deducting applicable penalties and i Bidder has to comply to the RFP terms.
Resources Ly " resources salary on monthly basis.
Liguidated damages (if Any).
The successful bidder should submit a Performance
Security equivalent to 5% of the Total Cost of Ownership
Performance (TCO) within 28 d'fiys frorn. t.he dat'e of acceptance of the |, o reduce the Bank Gurantee from 5% to 3% without |Bidder to comply with RFP/GeM bid terms
617 38 % Purchase Order with a validity period of 62 Months from L
Security . GST of Total PO Value. and Conditions
the acceptance of PO. The guarantee should also contain
an additional claim peried of 2 months from the last date
of validity.
2 A in desian 2
e bld-der 5 hculdAh.ave Ex?e.nmce '_n e5|gmng.f.rel.'vamplng Please amend this clause - The bidder should have
and maintained minimum 2 interactive and multilingual g s e 5 ety
: £ 3 experience in designing/revamping and maintained
websites out of which at least one should be a Public i) % ks .
; x : . A minimum 2 interactive and multilingual websites out of
Sector or Private Sector Bank in India or Financial = ;
e T which at least one should be a Public Sector or Private
Annexure-2 Inshtutions RS0V Centralihovermment Orpanizatios Sector Bank in India or Financial Institutions/PSU/
618 64 Pre-Qualification Criteria India with web Content Management Solution (CMS) during Srtaes oo P Bidder has to cemply to the RFP terms.
e Central Government Organizations in India with web
s ; Content Management Solution (CMS) of Rs. 50 Lakh
years as on the submission of Bid. 3 oL 7
$ during the last 3 years as on the submission of Bid.
(Note: The websites must be in @ 5 i
. e (Note: The websites must be in operation and
peration and g e By e maintained by the bidder as on date of the RFP.)
bidder as on date of the RFP.) ¥ :
The bidder should have an average annual turnover of Please amend this clause - The bidder should have an
Rs.10 Crores during last 3 financial years (i.e., 2021-22 & average annual turnover of Rs. 8 Crores during last 3 5 : :
. + 3 - £ : Bidder t: L th RFP/GeM b
619 g4 [Pomeure2 Pre-Qualification Criteria 2022-23, 2023-24) from Indian aperations. This must be the |financial years (i.e., 2021-22 & 2022-23, 2023-24) from a:‘ s E;n‘:h;::: B et
individual company turnover and not of any group of Indian operations. This must be the individual company
companies. turnover and not of any group of companies.
e 5 = - - i =
620 % nexure-2 Pre-Qualification Criteria The bidder should support office at Bengaluru for 24x7 Ple.ase'amenfj this clause - The bidder should support Biddier o refer Corrfgendum
support. office in India for 24x7 support.
- . P i
Erbanced Aot s Sodce Ecelance EASE) R Bidder hasto camply to RFP terms,
621 80 Scope of Work Security and Compliance : a s Please provide Details on EASE Additional details, if required, will be shared
with respect to Website / Cloud parameters throughout 2 3
i with the selected bidder.
the contract period.
If We have done same organisation work in past which
622 Additional comes in last 3 years and new contract also handling by |Twice
us then will these count 1 time or twice?
-~

Date:16/06/2025
Place: Bengaluru
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