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Corrigendum-1 to GeM Bid ref: GEM/2024/B/5637293 dated 22/11/2024 for Selection of

Cert-In empaneled Auditor for conducting security assessments for the financial year

2024-25 in Canara Bank.

It is decided to amend the following in respect of the above GeM bid:

a. GeM bid document (Bid End date/ Bid Opening Date, Page no. 1 of 7):

SI.

No.

Description

Existing details | Amended details

Bid End Date/Time

Biﬁ_o;:_eping Date/—ﬁrﬁe

 Section/
Annexure/
Appendix of
GeM Bid

Section G
General
Conditions

Appendix G

16/12/2024, 15:00:00

Clause No.

16. Indemnity

16/12/2024, 15:30:00

Existing Clause

11.6 The limits specified in
above clauses shall not apply
to claims made by the
Bank/third parties in case of
infringement of Intellectual
property rights or loss caused
due to breach of confidential
obligations or applicable data
protection laws or
commission of any fraud by
the bidder or its employees
or agents or for claims
relating to the loss or damage
to real property and tangible
personal property and for
bodily injury or death and in
these cases the liability will
be unlimited.

Contract
Agreement

Existing Contract Agreement

18/12/2024, 15:00:00 I

18/12/2024, 15:30:00 |

Amended Clause - ‘

11.6 The limits specified in
above clauses shall not
apply to claims made by the
Bank/third parties in case
of infringement of
Intellectual property rights
or loss caused due to breach
of confidential obligations
or applicable data
protection laws or |
commission of any fraud by

the bidder or its employees

or agents or for claims
relating to the loss or
damage to real property
and tangible  personal
property and for bodily
injury or death and in these
cases the liability will be
restricted to actual claims.

|
Amended Contract |
Agreement attached with
this corrigendum. 1

All the other instructions and terms & conditions of the above GeM Bid shall remain
unchanged.

Please take note of the above amendments while submitting your response to the
subject GeM bid.

Date: 10/12/2024
Place: Bengaluru

" CP & VM Wing, HO - Corrigendum-1 to GEM/2024/B/5637293 dated 22/11/2024
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eputy General Manager
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Appendix-G
CONTRACT AGREEMENT
CONTRACT AGREEMENT FOR
THIS AGREEMENT (the Agreement) executed at Bengaluru on ... day of .......
202 0
BETWEEN

Canara Bank, a body corporate constituted under the Banking Companies (Acquisition and
Transfer of Undertakings) Act 1970, having its Head Office at 112, J C Road, Bengaluru -
560002 in India, represented by the Authorised Signatory of its CP & VM Wing, Mr.
................................... ., (Designation) , (hereinafter referred to as "PURCHASER") which
expression shall unless excluded by or repugnant to the subject or context be deemed to
mean and include its assigns and successors) of the ONE PART

AND

MIS et ., a Company/Firm constituted and registered under the
provisions of the Companies Act 1956 having its Registered Office at
................................................... represented by the Authorized Signatory, Mr.....coeivveveeceennnne,
(Designation) (hereinafter referred to as "Vendor /service provider” which expression shall
unless excluded by or repugnant to the subject or context be deemed to mean and include
its administrators, successors and assigns) of the OTHER PART:

The Purchaser and Vendor/service provider are hereinafter collectively referred to as
"Parties”.

WHEREAS the Purchaser invited Bids for Products/Services VIZ ......oenveeensnenene , (Brief
description of product/service/solutions) and has accepted the Bid by the Vendor/service
provider FOI' cssmemsnsssssmsesnssssssssssssnshssssssassasnssssassssessssases (Full description of
product/service/solutions) for the sum of RSuteereereeecreniecnennes . (Rupees

................................................................... only) exclusive of GST (herein after called “the
Contract Price”).

NOW THIS AGREEMENT WITNESSETH AND IT IS HEREBY AGREED BY AND BETWEEN THE
PARTIES HERETO AS FOLLOWS:

1. DEFINITION AND INTERPRETATION:

1.1 In this Agreement words and expressions shall have the same meanings as are
respectively assigned to them in the terms and conditions of RFP/RFQ/EOI/
Amendments/ LOI/ Purchase Order referred to.

1.2 Reference to a “Business day” shall be construed as reference to a day (other than
a Sunday, second or fourth Saturday) on which banks in the State are generally
open for business;

1.3 any reference to a month shall mean a reference to a calendar month as per the
Gregorian calendar;

1.4 In this Agreement, unless the context otherwise requires:

1.4.1 words of any gender are deemed to include the other gender;
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1.4.2 words using the singular or plural number also include the plural or
singular number, respectively;

1.4.3 the terms “hereof”, “herein”, “hereby”, “hereto” and any derivative or
similar words refer to this entire Agreement;

1.4.4 headings, sub-headings and bold typeface are only for convenience and
shall be ignored for the purposes of interpretation;

1.4.5 reference to any legislation or law or to any provision thereof shall include
references to any such legislation or law as it may, after the date hereof,
from time to time, be amended, supplemented or re-enacted, and any
reference to a statutory provision shall include any subordinate legislation
made from time to time under that provision;

1.4.6 any term or expression used, but not defined herein, shall have the same
meaning assigned thereto under the RFP;

1.4.7 references to the word “include” or “including” shall be construed
without limitation;

1.5 The RFP/RFQ/EQI Document/ Bid No/PO NO ....evveereerenee. dated ..o as

amended from time to time and this Agreement, and the other related documents
shall be deemed to form and be read and construed as part of this Agreement,
which, inter alia, includes

a) The Bid Form and the Price Schedule submitted by the Bidder.

b) The Bill of Material.

c¢) The Technical & Functional Specifications.

d) The Terms and Conditions of the Contract.

e) The Purchaser's Letter of Intent/Notification of Award.

f)  Schedule of Dates, Amounts etc.

g) Pre-Contract Integrity Pact.

h) All pre bid clarifications/mail communications shared with the bidder during
the processing of this bid.

All the above are collectively referred to as "the Transaction Documents” forming
an integral part of the Contract are to be taken as mutually explanatory to one
another. Detailed site orders as and when released shall form an integral part of
this contract. However, in case of conflict between the Clauses of the Contract
and Schedules appended to the Contract, provisions of the Clauses of the Contract
shall prevail.

The scope of work shall be as Per RFP/RFQ/EQI Document/ Bid No/PO NO ....c.ccccveuunee. i

The contract shall be valid for the full duration till completion of all contractual
obligations by the Vendor/Service Provider and PURCHASER for the current orders or
further orders to be released to Vendor/ Service Provider as per the terms and
conditions in this contract or till the expiry of the contract whichever is later.

2. SCOPE OF WORK:
Dated............... .

3. TERM OF THE CONTRACT:

4. PAYMENT TERMS:
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The payment terms shall be as specified in the RFP/RFQ/EOI Document/ Bid No/PO No
..................... .dated e

5. PENALTIES/LIQUIDATED DAMAGES:
As Per RFP/RFQ/EQI Document/ Bid No/PO NO .....covvevvennn... dated .oveeeeeeeeen .

6. SECURITY DEPOSIT / PERFORMANCE BANK GUARANTEE:

The Vendor/Service Provider shall submit Security Deposit/Performance Bank
Guarantee as specified in the RFP/RFQ/EQOI Document/ Bid No/PO NO ......cooveeeene...
dated ...cooeveeireeienen .

7. ASSIGNMENT:

7.1. VENDOR/ SERVICE PROVIDER shall not assign to any one, in whole or in part, it’s
obligations to perform under the Contract, except with the BANK’s prior written
consent.

7.2. If the BANK undergoes a merger, amalgamation, take-over, consolidation,
reconstruction, change of ownership etc., this Contract shall be considered to be
assigned to the new entity and such an act shall not affect the rights and
obligations of the VENDOR/ SERVICE PROVIDER under this Contract.

8. SUB-CONTRACTING:

8.1. VENDOR/ SERVICE PROVIDER shall not subcontract or permit anyone other than its
personnel to perform any of the work, service or other performance required of
the VENDOR/ SERVICE PROVIDER under the contract without the prior written
consent of the BANK.

8.2. Notwithstanding the above or any written consent granted by the Bank for
subcontracting the services, the Vendor/Service Provider alone shall be
responsible for performance of the services under the contract.

9. SERVICE LEVELS:

9.1. During the term of the contract, the vendor shall maintain the Service Levels as
detailed in RFP/GeM Bid/PO. In case the vendor fails to maintain the Service
Levels, Liquidated damages as detailed in RFP/GeM Bid/PO shall be imposed on
the Vendor/Service provider.

9.2. In relation to any undertaking and under any circumstances, the service provider
shall exercise the degree of skill, diligence, prudence, and foresight that would
reasonably be expected from a highly skilled and experienced professional
engaged in the same type of undertaking under similar circumstances. Further the
vendor/service provider shall identify and designate skilled personnel necessary
for the operation of critical functions under this agreement. Such personnel shall
be considered essential and must be available to work on-site during exigencies
including but not limited to emergencies and pandemics. The service provider
shall provide the bank with a list of these essential personnel and any associated
backup arrangements and ensure their availability as required.

9.3. The service provider shall wherever applicable be obligated to establish and
maintain suitable back-to-back contractual arrangements with the Original
Equipment Manufacturers (OEMs) to ensure that all services, warranties, and x
obligations stipulated in this Agreement are fully supported and enforceable by,»“"
the OEMs. These arrangements shall include, but are not limited to, the OEMs/
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commitment to provide necessary resources, technical support, replacement
parts, and any other services required to fulfill the terms of this Agreement. The
Service Provider must provide evidence of such arrangements upon request and
shall ensure that these agreements are in place for the duration of this contract
to guarantee seamless service delivery and compliance with all contractual
obligations.

The vendor/service provider shall deliver the agreed-upon goods and services in
accordance with this agreement with respect to quality and quantity, and shall be
subject to regular monitoring and reporting.

10. ORDER CANCELLATION/TERMINATION OF CONTRACT:

10.1.

10.2.

10.3.

10.4.

10.5.
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The Bank reserves its right to terminate this CONTRACT at any time without
assigning any reasons, by giving a 30 day’s notice.

The Bank reserves its right to cancel the entire / unexecuted part of CONTRACT
at any time by assigning appropriate reasons and recover expenditure incurred by
the Bank in addition to recovery of liquidated damages in terms of the contract,
in the event of one or more of the following conditions:

10.2.1. Delay in delivery beyond the specified period for delivery.
10.2.2. Serious discrepancies noted in the items delivered.

10.2.3. Breaches in the terms and conditions of the Order.
10.2.4.Non submission of acceptance of order within 7 days of order.
10.2.5.Excessive delay in execution of order placed by the Bank.

10.2.6.The Vendor/Service Provider commits a breach of any of the terms and
conditions of the bid.

10.2.7.The Vendor/Service Provider goes in to liquidation voluntarily or
otherwise.

10.2.8. An attachment is levied or continues to be levied for a period of 7 days
upon the effects of the bid.

10.2.9.The progress made by the Vendor/Service Provider is found to be
unsatisfactory.

10.2.10.  If deductions on account of liquidated Damages exceeds more than
10% of the total contract price.

Bank shall serve the notice of termination to the Vendor/Service Provider at least
30 days prior, of its intention to terminate services.

In case the Vendor/Service Provider fails to deliver the quantity as stipulated in
the delivery schedule, the Bank reserves the right to procure the same or similar
materials from alternate sources at the risk, cost and responsibility of the
Vendor/Service Provider by giving 7 days’ prior notice to the Vendor/Service
Provider.

After the award of the contract, if the Vendor/Service Provider does not perform
satisfactorily or delays execution of the contract, the Bank reserves the right to
get the balance contract executed by another party of its choice by giving one
months’ notice for the same. In this event, the Vendor/Service Provider is bound
to make good the additional expenditure, which the Bank may have to incur for
the execution of the balance of the order/contract. Such additional expenditure
shall be incurred by the bank within reasonable limits & at comparable price




11.
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10.6.

10.7.

10.8.

10.9.

dorel dd Canara Bank

prevailing in the market. This clause is also applicable, if for any reason, the
contract is cancelled.

The Bank reserves the right to recover any dues payable by the Vendor/Service
Provider from any amount outstanding to the credit of the Vendor/Service
Provider, including the pending bills and security deposit, if any, under this
contract.

In addition to the cancellation of purchase order, the Bank reserves its right to
invoke the Bank Guarantee or foreclose the Security Deposit given by the
Vendor/Service Provider towards non- performance/non-compliance of the terms
and conditions of the contract, to appropriate towards damages.

Notwithstanding the existence of a dispute, and/ or the commencement of
negotiation and mediation proceedings, Vendor/Service Provider should continue
the services. Vendor/Service Provider is solely responsible to prepare a detailed
Reverse Transition plan.

The Bank shall have the sole decision to determine whether such plan has been
complied with or not. Reverse Transition mechanism would include services and
tasks that are required to be performed/ rendered by the Vendor/Service Provider
to the Bank or its designee to ensure smooth handover and transitioning of the
Bank’s deliverables.

EXIT MANAGEMENT PLAN:

11.1.

11.2.

11.4.

Vendor/Service Provider shall submit a structured & detailed Exit Management
plan along with Training and Knowledge transfer for its exit initiated by the Bank.

Vendor/Service Provider shall update the Transition and Exit management on half
yearly basis or earlier in case of major changes during the entire contract duration.
The plan and the format shall be discussed and approved by the Bank.

. The exit Management plan shall deal with the following aspects but not limited to

of exit management in relation to the Service Level as a whole and in relation to
in scope applications, interfaces, infrastructure and network and the scope of
work.

11.3.1 A detailed program of the transfer process that could be used in
conjunction with a replacement vendor including details of the means to
be used to ensure continuing provision of the services throughout the
transfer process or until the cessation of the services and of the
management structure to be used during the transfer.

11.3.2 Plans for provision of contingent support to the Project and replacement
Vendor/Service Provider for a reasonable period (minimum three month
and maximum as per mutual agreement) after transfer or as decided by
Canara Bank.

11.3.3 Plans for training of the Replacement Service Provider/Canara Bank staff
to run the operations of the project. This training plan along with the
training delivery schedule should be approved by Canara Bank. The delivery
of training along with handholding support and getting the sign off on the
same would be the responsibility of Vendor/Service provider.

At the end of the contract period or during the contract period, if any other
Service Provider is identified or selected for providing services related to

Vendor/Service Provider scope of work, they shall ensure that a proper and . :

satisfactory handover is made to the replacement Service Provider. This transition/
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11:5.

11.6.

11.7.

11.8.

11.9.

11.10.

1111
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process shall be managed to ensure minimal disruption to the bank’s operations and
continuity of services.

All risk during transition stage shall be properly documented by Vendor/Service
Provider and mitigation measures shall be planned to ensure a smooth transition
without any service disruption. Vendor/Service Provider must ensure that
hardware supplied by them shall not reach end of support products (software/
hardware) at time of transition. Vendor/Service Provider shall inform well in
advance end of support products (software/hardware) for the in-scope
applications and infrastructure.

The transition & exit management period will start minimum six (6) months before
the expiration of the contract or as decided by Canara Bank.

Vendor/Service Provider will provide shadow support for a minimum of 90 days or
as decided by the Bank before the end of termination of notice period or expiry
of the contract as applicable at no additional cost to the Bank.

In case of termination, the exit management period will start from effective date
of termination, or such other date as may be decided by Canara Bank and
communicated to Vendor/Service Provider.

Vendor/Service Provider must ensure closing off all critical open issues, any audit
observation as on date of exit. All other open issues as on date of Exit shall be
listed and provided to Canara Bank.

Vendor/Service Provider needs to comply with Banks requirements and any
statutory or regulatory guidelines during the reverse transition period.

The vendor/service provider shall fully cooperate with relevant authorities in
the event of the bank's insolvency or resolution, including providing necessary
information and support as required to facilitate the orderly transition and
resolution process, ensuring minimal disruption to services and compliance with
regulatory requirements.

TRAINING AND HANDHOLDING:

12.1.

12.2.

12.3.

12.4.

12.5.

Vendor/Service Provider shall provide necessary knowledge transfer and transition
support to the satisfaction of the Bank. The deliverables as indicated below but
not limited to:

12.1.1.Entire back-up History but not limited to archive policies, retention
policies, restore policies, schedules, target storage, backup history.

12.1.2.Change Request Logs

Assisting the new Service Provider/Bank with the complete audit of the system

including licenses and physical assets

Detailed walk-throughs and demos for the solution

During the exit management period, the Vendor/Service Provider shall use its best
efforts to deliver the services.

Vendor/Service Provider shall hold technical knowledge transfer sessions with
designated technical team of Business and/or any replacement Service Provider
in at least last three (3) months of the project duration or as decided by Bank.
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12.6. During Reverse transition Bank will not pay any additional cost to the
Vendor/Service Provider for doing reverse transition.

13. INTELLECTUAL PROPERTY RIGHTS:

13.1. VENDOR/ SERVICE PROVIDER warrants that the inputs provided shall not infringe
upon any third party intellectual property rights, including copyrights, patents and
other intellectual property rights of any nature whatsoever. VENDOR/ SERVICE
PROVIDER warrants that the deliverables shall not infringe upon any third party
intellectual property rights, including copyrights, patents and other intellectual
property rights of any nature whatsoever. VENDOR/ SERVICE PROVIDER shall
ensure that the Solution supplied to the BANK shall not infringe the third party
intellectual property rights, if any. VENDOR/ SERVICE PROVIDER shall ensure that
third party rights are not infringed even in case of equipment /software supplied
on behalf of consortium as VENDOR/ SERVICE PROVIDER.

13.2. In the event that the Deliverables become the subject of claim of violation or
infringement of a third party’s intellectual property rights, VENDOR/ SERVICE
PROVIDER shall at its choice and expense:

13.2.1. Procure for BANK the right to continue to use such deliverables.

13.2.2. Replace or modify such deliverables to make them non-infringing,
provided that the same function is performed by the replacement or
modified deliverables as the infringing deliverables or

13.2.3. If the rights to use cannot be procured or the deliverables cannot be
replaced or modified, accept the return of the deliverables and
reimburse BANK for any amounts paid to VENDOR/ SERVICE PROVIDER
for such deliverables, along with the replacement costs incurred by
BANK for procuring equivalent equipment in addition to the penalties
levied by BANK. However, BANK shall not bear any kind of expense,
charge, fees or any kind of costs in this regard. Notwithstanding the
remedies contained herein, VENDOR/ SERVICE PROVIDER shall be
responsible for payment of penalties in case service levels are not met
because of inability of the BANK to use the proposed solution.

13.3. The indemnification obligation stated in this clause shall apply only in the event
that the indemnified party provides the indemnifying party prompt written notice
of such claims, grants the indemnifying party sole authority to defend, manage,
negotiate or settle such claims and makes available all reasonable assistance in
defending the claims [at the expenses of the indemnifying party]. Notwithstanding
the foregoing, neither party is authorized to agree to any settlement or
compromise or the like which would require that the indemnified party to make
any payment or bear any other substantive obligation without the prior written
consent of the indemnified party. The indemnification obligation stated in this
clause reflects the entire liability of the parties for the matters addressed
thereby.

13.4. VENDOR/ SERVICE PROVIDER acknowledges that business logics, work flows,
delegation and decision making processes of BANK are of business sensitive nature
and shall not be disclosed/referred to other clients, agents or distributors of
Software/Service.

14. INDEMNITY:

14.1. VENDOR/ SERVICE PROVIDER shall keep and hold the Bank indemnified and /
harmless from time to time and at all times against all actions, proceedings,
claims, suits, Lliabilities (including statutory liability), penalties, demands, |
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charges, costs (including legal costs) and expenses, damages, losses and any other
expenses which may be caused to or suffered by or made or taken against the
Bank arising out of:

14.1.1.The breach, default or non-performance of undertakings, warranties,
covenants or obligations by VENDOR/ SERVICE PROVIDER;

14.1.2.Any contravention or Non-compliance with any applicable laws,
regulations, rules, statutory or legal requirements by VENDOR/ SERVICE
PROVIDER;

14.1.3.Fines, penalties, or punitive damages levied on Bank resulting from
supervisory actions due to breach, default or non-performance of
undertakings, warranties, covenants, or obligations by the Vendor/Service
Provider

VENDOR/ SERVICE PROVIDER shall indemnify, protect and save the Bank against
all claims, losses, costs, damages, expenses, action suits and other proceedings,
resulting from infringement of any law pertaining to patent, trademarks,
copyrights etc. or such other statutory infringements in respect of Solution
supplied by them.

14.2.1.All indemnities shall survive notwithstanding expiry or termination of the
contract and bidder shall continue to be liable under the indemnities.

14.2.2.The limits specified in below clause shall not apply to claims made by the
Bank/third parties in case of infringement of Intellectual property rights or
confidential information, fraud or gross negligence or wilful misconduct or
for claims relating to the loss or damage to real property and tangible
personal property and for bodily injury or death and in these cases the
liability will be restricted to actual claims.

14.2.3.All Employees engaged by VENDOR/ SERVICE PROVIDER shall be in sole
employment of VENDOR/ SERVICE PROVIDER and the VENDOR/ SERVICE
PROVIDER shall be solely responsible for their salaries, wages, statutory
payments etc. That under no circumstances shall the Bank be liable for any
payment or claim or compensation (including but not limited to
compensation on account of injury / death / termination) of any nature to
the employees and personnel of the bidder.

VENDOR/ SERVICE PROVIDER’s aggregate liability shall be subject to an overall
limit of the total Cost of the project.

15. RIGHT TO AUDIT:

15:4;:

15.2.
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The VENDOR has to get itself annually audited by internal/ external empanelled
Auditors appointed by the PURCHASER/inspecting official from the Reserve Bank
of India or any regulatory authority, covering the risk parameters finalized by the
PURCHASER/such auditors in the areas of products (IT hardware/software) and
services etc., provided to the PURCHASER and the VENDOR is required to submit
such certification by such Auditors to the PURCHASER. The VENDOR and or
his/their outsourced agents/subcontractors (if allowed by the PURCHASER) shall
facilitate the same. The PURCHASER can make its expert assessment on the
efficiency and effectiveness of the security, control, risk management,
governance system and process created by the VENDOR. The VENDOR shall,
whenever required by the Auditors, furnish all relevant information, records/data
to them. All costs for such audit shall be borne by the PURCHASER.

Where any deficiency has been observed during audit of the VENDOR on the risk
parameters finalized by the PURCHASER or in the certification submitted by the




15.3.

dvorel A @Canara Bank

Auditors, the VENDOR shall correct/resolve the same at the earliest and shall
provide all necessary documents related to resolution thereof and the auditor shall
further certify in respect of resolution of the deficiencies. The resolution provided
by the VENDOR shall require to be certified by the Auditors covering the respective
risk parameters against which such deficiencies have been observed.

The VENDOR shall, whenever required by the PURCHASER, furnish all relevant
information, records/data to the PURCHASER and/or auditors and/or inspecting
officials of the PURCHASER/Reserve Bank of India and or any regulatory authority.
The PURCHASER reserves the right to call and/or retain for any relevant material
information/reports including auditor review reports undertaken by the VENDOR
(e.g., financial, internal control and security reviews) and findings made on
VENDOR in conjunction with the services provided to the PURCHASER.

16. BUSINESS CONTINUITY PLAN:

16.1.

16.2.

The service provider/vendor shall develop and establish a robust Business
Continuity and Management of Disaster Recovery Plan if not already developed
and established so as to ensure uninterrupted and continued services to the Bank
and to ensure the agreed upon service level.

The service provider/vendor shall periodically test the Business Continuity and
Management of Disaster Recovery Plan. The Bank may consider joint testing and
recovery exercise with the Service provider/vendor.

17. CORRUPT AND FRAUDULENT PRACTICES:

171

17.2.

Vendor/Service Provider shall at all times observe the highest standard of ethics
during the entire contract period.

Vendor/Service Provider shall ensure compliance of CVC guidelines issued or to be
issued from time to time for selection of vendor for Supply, Implementation,
Migration and Support of the Solution by the Bank.

18. CONFIDENTIALITY AND NON-DISCLOSURE:

18.1.

18.2.
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The vendor/service provider acknowledges and agrees that all tangible and
intangible information obtained, developed or disclosed including all documents,
data, papers, statements, any business / customer information, trade secrets
and process of the Bank relating to its business practices in connection with the
performance of services under this Agreement or otherwise, is deemed by the
Bank and shall be considered to be confidential and proprietary information
(“Confidential Information”), and shall not in any way disclose to anyone and the
same shall be treated as the intellectual property of the Bank. The Service
Provider shall ensure that the same is not used or permitted to be used in any
manner incompatible inconsistent with that authorized procedure/ practice by
the Bank. The Confidential Information will be safeguarded, and the Service
Provider will take all necessary action to protect it against misuse, loss,
destruction, alteration, or deletion thereof. Any violation of the same will be
liable for action under the law.

VENDOR/ SERVICE PROVIDER shall take all necessary precautions to ensure that
all confidential information is treated as confidential and not disclosed or used

other than for the purpose of project execution. VENDOR/ SERVICE PROVIDER .

shall suitably defend, indemnify BANK for any loss/damage suffered by BANK on”

account of and to the extent of any disclosure of the confidential informatiop.” " \-
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18.5.

18.6.
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No Media release/public announcement or any other reference to the
Contract/RFP or any program there under shall be made without the written
consent of the BANK, by photographic, electronic or other means.

Provided that the Confidentiality Clause may not be applied to the data or
information which;

a) Was available in the public domain at the time of such disclosure through no
wrongful act on the part of VENDOR/ SERVICE PROVIDER.

b) Is received by VENDOR/ SERVICE PROVIDER without the breach of this
Agreement.

c) Is required by law or regulatory compliance to disclose to any third person.

d) Is explicitly approved for release by written authorization of the Bank.

Service Provider to ensure confidentiality of customer data and shall be liable in
case of any breach of security and leakage of confidential customer related
information

The vendor/service provider may disclose only the following types of data to the
bank's customers and/or third parties with prior written consent of the bank:
financial data, sensitive personal data, and other information explicitly
permitted by the bank. All disclosures must comply with applicable laws, RBI
regulations and guidelines. Prior written consent from the bank is required for
any other disclosures, and detailed records of all shared data must be maintained
by the service provider and shall be provided to the bank as and when required
by the bank.

THESE CONFIDENTIALITY OBLIGATIONS SHALL SURVIVE THE TERMINATION OF THIS
CONTRACT AND THE VENDOR/ SERVICE PROVIDER SHALL BE BOUND BY THE SAID
OBLIGATIONS.

FORCE MAJEURE:

19.1.

19.2.

19:3:

19.4.

VENDOR/ SERVICE PROVIDER shall not be liable for default or non-performance
of the obligations under the Contract, if such default or non-performance of the
obligations under this Contract is caused by any reason or circumstances or
occurrences beyond the control of VENDOR/ SERVICE PROVIDER, i.e. Force
Majeure.

For the purpose of this clause, “Force Majeure” shall mean an event beyond the
control of the VENDOR/ SERVICE PROVIDER, due to or as a result of or caused by
acts of God, wars, insurrections, riots, earth quake and fire, Government policies
or events not foreseeable but does not include any fault or negligence or
carelessness on the part of the VENDOR/ SERVICE PROVIDER, resulting in such a
situation.

In the event of any such intervening Force Majeure, VENDOR/ SERVICE PROVIDER
shall notify the BANK in writing of such circumstances and the cause thereof
immediately within seven days. Unless otherwise directed by the BANK,
VENDOR/ SERVICE PROVIDER shall continue to perform / render / discharge other
obligations as far as they can reasonably be attended / fulfilled and shall seek
all reasonable alternative means for performance affected by the Event of Force
Majeure.

In such a case, the time for performance shall be extended by a period (s) not
less than the duration of such delay. If the duration of delay continues beyond
a period of three months, the BANK and VENDOR/ SERVICE PROVIDER shall hold
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consultations with each other in an endeavour to find a solution to the problem.
Notwithstanding above, the decision of the BANK shall be final and binding on
the VENDOR/ SERVICE PROVIDER.

20. SOCIAL MEDIA POLICY:

20.1. No person of the Bank or the Vendor/Service Provider and third parties shall
violate the Social Media Policy of the Bank.

20.2. The following acts on the part of personnel of the Bank or Vendor/Service
Provider and third parties shall be construed as violation of Social Media Policy:

20.2.1. Non-adherence to the standards/guidelines in relation to Social Media
Policy issued by the Bank from time to time.

20.2.2.Any omission or commission which exposes the Bank to actual or potential
monetary loss or otherwise, reputation loss on account of non-adherence
of Social Media related systems and procedures.

20.2.3.Any unauthorized use or disclosure of Bank’s confidential information or
data.

20.2.4.Any usage of information or data for purposes other than for Bank's
normal business purposes and / or for any other illegal activities which
may amount to violation of any law, regulation or reporting requirements
of any law enforcement agency or government body.

21. HIRING OF BANK STAFF OR EX-STAFF:

The VENDOR/ SERVICE PROVIDER or subcontractor(s) shall not hire any of the existing/
ex/retired employee of the Bank during the contract period or after the
closure/termination of contract even if existing/ ex/retired employee actively seek
employment from the VENDOR/ SERVICE PROVIDER or sub-contractor(s). The period
/duration after the date of resignation/ retirement/ termination after which the
existing/ex/retired employee shall be eligible for taking up such employment shall be
governed by regulatory guidelines/HR policies of the Bank

22. ADHERENCE TO BANKS IS SECURITY/CYBER SECURITY POLICIES:

22.1. VENDOR/ SERVICE PROVIDER shall comply with Bank's various policies like
Information Security policy and Cyber Security Policy, Internet Policy,
Information System Audit Policy, E-Mail policy and Guidelines.

22.2. Incase of any security incident including but not limited to data breaches, denial
of service, service unavailability, etc., the vendor/Service Provider shall
immediately report such incident to the Bank.

23. PROTECTION OF DATA:

23.1. Vendor/Service Provider warrants that at all times, when delivering the
Deliverables and/or providing the Services, use appropriate procedures and care
to avoid loss or corruption of data. However, in the event that any loss or damage
to Bank data occurs as a result of Vendor/Service provider’s failure to perform
its responsibilities in the RFP/ Gem Bid/ PO/Agreement, Vendor/Service
Provider will at Bank's request correct or cause to be corrected any loss or
damage to Bank data. Further, the cost of any corrective action in relation to
data loss of any nature will be borne by Vendor/Service Provider, if such loss or
damage was caused by any act or omission of Vendor/Service provider or its
officers, employees, contractors or agents or other persons under,»"
Vendor/Service provider control. [ fuf ey
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Where the terms of the RFP/Gem Bid/PO/Agreement require any data to be
maintained by the Bank, the Bank agrees to grant, Vendor/Service provider such
access and assistance to such data and other materials as may be required by
Vendor /Service Provider, for the purposes of correcting loss or damage to Bank
data. If any data to be shared between the Bank and Vendor/Service provider
for the purpose of the contract, the same shall be shared through secured
channels in an encrypted manner. The Vendor/ Service Provider shall process
the relevant data at (furnish the location). If the
Vendor/ Service Provider proposes any change in data processing location, the
same shall be notified to the Bank before the change of location. Vendor/Service
provider is required to adhere to RBI guidelines for storage of data in India as
per regulatory requirements/instructions, also to provide complete details of
data captured, processed and stored, maintain confidentiality of the bank's and
its customer’s data and report same to the bank. The data if any to be stored by
the vendor shall be stored in an encrypted manner. Vendor/Service provider will
be liable to bank for any event for security breach and leakage of
data/information. No biometric data shall be stored/ collected in the system
associated with the vendor, unless allowed under extant statutory guidelines.
The vendor shall have a structured process in place for secured
removal/disposal/destruction of data and the details of the same shall be
provided to the Bank as and when required by the bank.

Data privacy and security of the customer’s personal information shared by the
Bank shall always be ensured by Vendor/Service Provider. The personal
information of customers shall not be stored and processed by the vendor except
certain basic minimal data (viz. name, address, contact details of the customer
etc.) as required for the performance of its obligations under this Agreement.
Vendor/Service Provider should ensure that it is complying with applicable
guidelines issued by regulatory bodies on Digital Personal Data Protection Act
2023 and its future amendments and communications.

The Service provider shall ensure compliance with any modifications/changes in
the applicable Law by Legislators and/or regulators during the currency of the
contract and the contract shall be subject to the applicable law. If any
modifications are required in existing applications/services due to change in the
applicable Law by the Legislator and/or regulators, the Service provider shall
make the necessary changes as per the instructions of the Bank. Payment terms
for the modifications/changes necessitated due to change in applicable law shall
be mutually agreed between the Bank and the Service provider. For this purpose
“Applicable Law” means all the (a) applicable provisions of the constitution,
treaties, statutes, laws (including the common law), codes, rules, regulations,
ordinances, or orders of any Government Authority of India, Regulators; (b)
orders, decisions, injunctions, judgments, awards, decrees, etc., of any
Government Authority, Regulators including but not limited to rules, regulations,
guidelines, circulars, Frequently Asked Questions (FAQs) and notifications issued
by the RBI from time to lime; and (c) applicable international treaties,
conventions and protocols that become enforceable from time to time.

24. DISPUTE RESOLUTION MECHANISM:

All disputes and differences of any kind whatsoever, arising out of or in connection
with this Contract or in discharge of any obligation arising under this Contract
(whether during the course of execution of the order or after completion and whether
beyond or after termination, abandonment or breach of the Agreement) shall be
resolved amicably by negotiation between the parties. In case of failure to resolve the
disputes and differences amicably through negotiation, the matter may be referred to

mediation with the assistance of a mediator mutually agreed upon after issuance of at
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least 30 days’ notice in writing to the other party clearly setting out the intention to
refer such dispute to mediation. Proceedings of mediation shall be governed by The
Mediation Act, 2023. Place of Mediation shall be Bengaluru, India . Proceedings of the
mediation shall be conducted in English language.

25. GOVERNING LAWS AND JURISDICTION OF THE COURT:

All disputes and controversies between Bank and VENDOR/ SERVICE PROVIDER shall be
subject to the exclusive jurisdiction of the courts in Bengaluru and the parties agree
to submit themselves to the jurisdiction of such court as this Contract shall be
governed by the laws of India.

26. NOTICES:

Any notice or other communication required or permitted by this Contract shall be in
writing, in English, delivered by certified or registered mail, return receipt requested,
postage prepaid and addressed as follows or to such other address as may be
designated by notice being effective on the date received or, if mailed as set above:

If to BANK:

Registered Office Address: Canara Bank Head Office (Annex),
Centralized Procurement and Vendor Management Wing,
#14, M G Road, Naveen Complex,
Bengaluru -560001

Designated Contact Person: ... vnecnncneneens (Designation)

Phone: 080-25599244

Email: suppliermanagement@canarabank.com

If to VENDOR/ SERVICE PROVIDER:

Registered Office Address:

Designated Contact Person: Sri. ( )
Phone: +91-
Email: _

27. AMENDMENTS TO CONTRACT:

The terms and conditions of this Agreement may be modified by Parties by mutual
agreement from time to time. No variation of or amendment to or waiver of any of the
terms of this Agreement shall be effective and binding on the Parties unless evidenced
in writing and signed by or on behalf of each of the Parties.

28. CONFLICT OF INTEREST:

28.1. VENDOR/ SERVICE PROVIDER represents and warrants that it has no business,
professional, personal, or other interest, including, but not limited to, the
representation of other clients, that would conflict in any manner or degree with
the performance of its obligations under this Agreement.

28.2. VENDOR/ SERVICE PROVIDER represents and warrants that if any such actual or
potential conflict of interest arises under this Agreement, Vendor/Service
Provider shall immediately inform the Bank in writing of such conflict.

28.3. VENDOR/ SERVICE PROVIDER acknowledges that if, in the reasonable judgmer‘g{
of the Bank, such conflict poses a material conflict to and with the performance®!

o \
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of VENDOR/ SERVICE PROVIDER's obligations under this Agreement, then the Bank
may terminate the Agreement immediately upon Written notice to VENDOR/
SERVICE PROVIDER; such termination of the Agreement shall be effective upon
the receipt of such notice by VENDOR/ SERVICE PROVIDER.

29. ESCALATION MATRIX:

The escalation matrix at the Vendor/Service Provider level, shall be provided as
below.

In case of any issue with respect to the execution of the Project, Delivery of
Hardware, Services etc., the Bank can escalate the issue as per the escalation
matrix.

Escalation matrix shall be strictly followed to resolve any tickets, whenever raised.

Escalation Name | Designation | Office | Mobile | Role & E-
Level Address | Number | Responsibility | mail
ID

A e e — p— |

Senior | seeeeeee | eememeeser | mmemeeeen meieeoen | cemeeieees | e ‘
Level/Middle | - ‘
Level |

{

R T — L Wit | o ez || mems— R - ‘
Level - -

- B N NI U JpY S £ U

30. GENERAL CONDITIONS TO CONTRACT:

30.1. The VENDOR/ SERVICE PROVIDER shall during the validity of this contract,
provide access to all data, books, records, information, logs, alerts and business
premises relevant to the service provided under this agreement to the Bank.

30.2. The VENDOR/ SERVICE PRQVIDER shall adhere to RBI guidelines for storage of
data in India as per regulatory requirements, also to provide complete details of
data captured, processed and stored, maintain confidentiality of the bank's and
its customer’s data and report same to the bank, Vendor/Service Provider shall
be liable to bank for any event for security breach and leakage of
data/information

30.3. The VENDOR/ SERVICE PROVIDER shall abide/comply with applicable guidelines
issued by RBI on Outsourcing of IT services vide master direction note
no:RBI/2023-24/102 DoS.CO.CSITEG/SEC.1/31.01.015/2023-24 dated
10/04/2023 and its future amendments and communications.

30.4. No forbearance, indulgence, relaxation or inaction by any Party [BANK or
VENDOR/ SERVICE PROVIDER] at any time to require the performance of any
provision of Contract shall in any way affect, diminish, or prejudice the right of
such Party to require the performance of that or any other provision of Contract.

30.5. Nowaiver or acquiescence of any breach, or any continuing or subsequent breach
of any provision of Contract shall be construed as a waiver of any right under or
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arising out of Contract or an acquiescence to or recognition of any right and/or
any position other than that expressly stipulated in the Contract.

30.6. All remedies of either BANK or VENDOR/ SERVICE PROVIDER under the Contract
whether provided herein or conferred by statute, civil law, common law, custom,
or trade usage, are cumulative and not alternative may be enforced successively
or concurrently.

30.7. If any provision of Contract or the application thereof to any person or Party
[BANK/ VENDOR/ SERVICE PROVIDER] is or becomes invalid or unenforceable or
prohibited by law to any extent, this Contract shall be considered divisible as to
such provision, and such provision alone shall be inoperative to such extent and
the remainder of the Contract shall be valid and binding as though such provision
had not been included. Further, the Parties [BANK and VENDOR/ SERVICE
PROVIDER] shall endeavour to replace such invalid, unenforceable or illegal
provision by one that is valid, enforceable, and legal and achieve substantially
the same economic effect as the provision sought to be replaced.

30.8. None of the provisions of Contract shall be deemed to constitute a partnership
between the Parties [BANK and VENDOR/ SERVICE PROVIDER] and neither Party
[BANK nor VENDOR/ SERVICE PROVIDER] shall have any right or authority to bind
the other as the other’s agent or representative and no Party shall be deemed
to be the agent of the other in any way.

30.9. Contract shall not be intended and shall not be construed to confer on any person
other than the Parties [BANK and VENDOR/ SERVICE PROVIDER] hereto, any rights
or remedies herein.

30.10. Contract shall be executed in English language in 1 (one) original, the BANK
receiving the duly signed original and VENDOR/ SERVICE PROVIDER receiving the
duly attested photocopy.

30.11. The vendor/service provider shall comply with all applicable provisions of the
Information Technology Act, 2000 and any amendments thereto. This includes
adhering to regulations and standards set forth under the Act concerning data
protection.

30.12. The Vendor/Service Provider shall be liable for any loss caused to the bank due
to any wilful negligence /malpractice by the Vendor/Service Provider or any of
its officers, employees, agents or representatives which is found to be a
causative factor for any fraud, in spite of liability under the relevant statute,
civil and/ or criminal as the case may be, for any malicious acts, negligent acts,
wrongful acts, fraudulent acts and/ or offline transactions committed (including
those committed by any of its employees, agents and/or representatives) in the
performance of the Services under this Agreement and shall not be deemed to
be acting on or behalf of the Bank in any manner whatsoever to the extent of
such acts and/ or transactions.

30.13. Further Vendor/Service Provider the agrees that the guidelines issued by various
regulators/government authorities/enforcement agencies etc. from time to time
shall form part and parcel of this agreement and shall adhere to the same.

IN WITNESS WHEREOF, the Parties hereto have executed this Agreement the day and year-- .
first herein above written.

Name: Name:

Signature: Signature: % ’
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Designation:
For & on behalf of:
(BANK)

In the presence of:

Signature: 1:
Name:
Designation:

Signature: 2:
Name:
Designation:
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Designation:
For & on behalf of
(VENDOR/ SERVICE PROVIDER)

In the presence of:

Signature: 1:
Name:
Designation:

Signature: 2
Name:
Designation::
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