Replies to Prebid queries to GeM bid ref: GEM/2025/B/6840553 dated 30/10/2025 for Selection of Cert-n Empanelled Auditar for Conducting Comprehensive Security Assessmant
of IT Architecture & IT infrastriscture in Canara Bank

5. Mo, | Page Wo.

Section £ Annexure / Appendix RFP Clause Sub-Clausesd Technical Specification Bidder's Query Bank's Response
1.3 Thie entire Assessment process has  [Ghen gur experfence working with Canara Bank and given the  [Bidder to comply with BFP terms and conditions.
¢ 13 SECTHIN C - DELIVERAELE AN 1 Project Trmelines Lo ke completed within 9 months from |scope af the RFP, il will not be passible to complete the work inf The project ts strectuted into 3 phases, however
SERVICE LEVEL AGREEMENTS the: dale af acceplance af the Purchase |3 months. Therefone, we request you Lo put the end date a1 15 |bidders have the option 1o implement all the
Crdier LT (e phises concurrently.
Bidder to comply with RFP tenms and condition
13T
5 13 [SECTION € - DELVERABLE AND i i ‘uawh;ﬁmﬁdngdﬁ;?f::: Similarly, timetines needs to be stretched ta 9, 12 and 15 The project B structured into 3 phases, however
SERVICE LEVEL AGRETMINTS omiplstion o Aises manths far phase 1, 2 and 3 respectively hidders have the option 10 implemsit all the
) nhases concurrently,
Kindly revise the payment milestone a5 balow:
Completion of assessment and report submisiion for sespective
phase after deducting Liguidated Damages (if any) s por RFP
Terms & conditions.,
- 70% of Ineobce Yalie of respective Phase
Re-assessment of all the obrservations marked as Critical b High
and 25% of rematning absenations on & random basis for
respective Phase after deducting Liguidated Damages (il amy)
3 15 SECTION © - DELIVERABLE AND) . Payment Terms l-I|un'|-:lv|:|"l1 Th;ﬂﬁm;:ﬂétﬂrﬁ;; s e Y. Voo & oiodirkons lBiddt‘f o refer o Corrgendum-1
SEAVILE LEVEL AGREEMENTS ey : ’ - 15% of krvolce Value of respective Phase
8 After completion of all phasis and acoeptanco of the same by
Banik, deduction towards apolicable penalties and Liguidaved
damages (i1 any) as per RFT Terms B conditions.
- 15% of the rvoice Yalue af respective Phase
Hate;
‘Coservations for re-assessment needs tobe provided within 2
menths from the campletion of asessment, Qtherwive, bidder
will mark it a5 complete and mise the imoice,
hliﬁéll.smnth nat compledied
sk :'_Er?:::f:::a;ﬁ;:;f Bidder will be sharing the pre-requisites for cach domain in
A Pfﬂ.“t?m 5ok IK':F'WM delay phiase wite manner. Bidder requires 1o recoive the details
3,1 Uquiidatied Duivinges for noo-|and part theres! on the total cost of within 1 wecks from the date of sharing of the pre-requisites. .
4 16 k| delnreryd Sanioes: respective phisse, However, e botal In case, bidder camnal receive the detaily, bidder will be Bidder o comply with RFP terms and conditions.
Penalty/LD to h-elf\emeredl shall be fichiieng W Wt Aeaitab in.
;::S:;;;Tz:mi':ﬂ;ll of Otherwise, bidder should not be held respansitle for LD
Material).
& - The Bidder shauld hawe
I
conducted ab Least 30 out of 40 The Bidder has to pr pirchase
(hub-Dacnaitet Lo be conridered). | { riference Letter in thilr
Assessments mentioned under namm BFS| sector argantration | Flease atlow bidder 1o pravide Engagement Conlract Letter on
Lhe scope of work in Annexurn bidder letter hpad 1o show compliance to domaing .
5 8 |Aanesumed B, during the Last ihree yaars 2y ‘rchcdmL:c:nanmmmm;tr:ﬁP;u :::.‘uf Lo r;f: l.;:f‘:m 1 and comply with
an the submission of Bid in BES) “r““ wilstsn = s oy mentinning | e Understand oaly O/ Engagement Contract! Refereence it
sector organization) Scheduled Letter should suffix the requirement.
Commerciol Banks? Gowernment fm:mmm crTied ou afong with
Departments’ PSU arganization d
in India
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Wiz understand bidder 5 not reguined to perfarm any VART s part of the Comprelwensive Security
BCiITes be e Web, Moile, Infrastructure, AP or Cloud Review|Assessment of all IT assets, the bidder & required
& jp  |Mnnesure-g Assess mobile app security .1 Applicalion, Web, Mobiie & AP fan part of this AFP, Lo evaluate the existing VAT process Tor the
Srogse of Work against (WASP Mabile Top 10 |Security | mobile application ta ensure that it aligns with
(Brdder will bo fooking 8t the process w understand if cxating  [COWASP Mabdle Top 10 standands and st
':'-'AF'T 5 Todlowing OWALP standard practie,
Rewview o0 threat imodelling e LH'I!HI.'TEI-'I!:IE' hidder 5 nat required Lo perform any Thieat _.ThE badder is cxpected to review the -E:xu,:sﬂg
5.5 Threat Medelling and threat Modeling activities as part of this RFP. [threat modelling practices Lo assess afignment
' B Anmvexirne-§ aracticed in alignment with the isiting Vil e caitiad 1 by i STH
Scape ol Wark ihreal madelling framework i ogn ramewnrks such g STRIDE and
[STRIDE, OWASP, cte. ) Point ;2 Bidder will be looking at the process o understand 11 extitiog  [OWASP, and identily any gaps or arcas [of
; process and identigy gap in the process. Enpravement in the current procéss.
s the expectation from bidder ta perform configiration review || oo 1t EXPECted o review the existing
Wentify bank cloud assets (aas, 1 cloud assets, 1l yes, will bank be providing Tenable license ta| - Canfiguration of identified cloud assets
i Arnieaur e Paas, Saas), review seeure | 14,9 Cloud Security Assessment Bidder 1o perform the revicw, {faas, Past, Saa’) agatnat elevnot frameworks
) 5 of Work nfi such as CIS and DWASE.
Cops canfiguratian and pestune using (Pot © a
ekmonnri (5. DRASE). f'r‘l:mt:‘lﬂﬂ T required Lo rdeviCsnd the et coum: The asset cownl and related details will be shared
f by thet Bank during the asscssment.
Q “ T Iventory and classilication af 15,1 ALML Security Kindly confirm whether the Bank 15 currently utilizing amy AlfML )
scope of Werk ALUML models wied across Poldt a madels developed w-house for training puiposes, or i 1t is Details will be shared with selected bhidder
business processes li=veraging third-party Al models across its business processes
- 5 |Aenesses adessmant of model trainkng. |, e Kindlly confim whether the Bank s currently utiliring any Al ML _
Senpre of Wark data ntegrity and data Pabnt + b proitels developed in-house for training purpases, or If it is Detaits will br shared with selected bidder
polzaning threats leveraging third-party Al models across its business processes
Serunity reviews ol sobotic ;
Annexire § 15,1 ALSML Security Could you confirm wisether the Bank is currently using Robotic
1" T8 Scope of Work process automation (RPA) and Point - d Process Automation (RPA] in s perations or s it anckt Dettals will be shared with setected bidder
ALTRL tooichains, OULEou
fxmﬁ:ﬁzpﬁﬂh Comsidertng the cantrol areas mentioned abave, please provide
| e Mot domains, the assessment has 1o |Coverage of the Assessment o P o e eaament.« |Detals will be shared with seloctod bidder
b conductod for all the
applications af the Bank. . ikt
° The bidder has to provide relevant Please allow hidder to provide Purchase order or Engagemont
purchase order! wark order / Contract along with Invoice of Campletion Certificate or Mail
engagement letter along with from Client.
13 24 ':'n;::uhc:' :Hglhbli[‘y Celierla Technical Eligibdlity Criteria satisfactory project completian Bidder to refer Corrigendum -1
ceitificate! Reference lotter from the  [We will adhere to this point - Kindly nate that that Client's
Concerned Organization/ Email Emaf should be from their afficial Email s only, contalning
reference from the client their name, destgnation B Contact mimber.
Reswiew AD [Active Dérectony) Structure:
O “Review the Organization and Structuse [How many GPOs are currently active, and are there any
14 & Scope af Woek 1.3 Identity B Access Managemdod AD damains, forests, and Ols bascling or security-specific GPOs applicd imiversally? Also How |Details will be shared with selected bidder
Shssess the configuration of domain many AD domains are there currently in Bapk!
L incliding the roles and respamibilitios
Bidder will be sharing the pre:requisites Tor each domain i
phase wise manner. Bidder reguires to receive the details
1% Qther queries within I wiseks from the date of sharing of the pre-reguisites,  |Bidder to comply with RFP terms and conditions
In caie, bidder cannot recetve the dotails, bidder will be
marking it as Mot Availabibe.
Kindly confirm the sapectes rnm:u.l ol deliverables (reparts, Desi 1o hall Ficlude detallad rendits;
16 14 Section C Deliverables st boards, emmlu.: summary, risk heatmagps) and whether eerculive simmaries, risk heatmaps, and
presentations bo senior management ¢ OIS0 anre expected s dashboards, with a final presentation o 5
part of final submizsipn. management and the CI50,
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windly confirm the total numser of applications, 1T
infrastructure cornponents, and locations (O, DRC, HOC,

applications in scope, and clarify whether source code £ UAT
access will be provided.

AT ELINE- S Dh=tails will b shared with selected Dicder
il : i ERE X regional affices, branches, ATWe, etr. ) ta be covered in the =
{assessment for appropriate effort estimation
et g, Kinly claty f the Bk cxpects . B8ders may propostheirown Al o autamaon
b & fmeiierd PR Wom M demanttration of specific Mlfautamation tools, or Il bidders can w...!n n_m.u...u_ ,.nﬁi D e Rﬁ”q_s E”HHH.,.-E
propase thedr awn approach _nn_.a.__.n.. AIBETHE e
Kindly specily the minimum number of resources to be deployed A 1t 15 @ time bound activity. adequate na of
19 B4 Annexure & Additiona] Scope ol Work Palnt 1 and whether remate/hybrid mode delivery is permissible for  [resounces shall be deployed onsite for the
cerlain assessment activities. assesEment
: Please provide the approzimate count of endpoints (sereers,
0 ity Anneure B Sertion 1 WA=1F - AMvERtary &6 L desktops, laptops) and asset management toals curreatly in use |Detalls will be shared with selected bidder
Managemienl
far scoping: R
Please continm the rumber al Active Directory domains Torests
n B Annacure-H section 1 1.3 Mentity B Access Management  |and whether privileged access managemen? solutions are Details will be shared with selected bidder
alseatty implemented.
S & Deta Kindly contirm the pumber and locations of Data Centres, Near
2 i AnnexreA Section 2 e PR e X S R, and DR sites to be covered and whither plysical visits are [ Details will be shared with selected bidder
| mandatory.
2.1 - Corir Bariking CRS Mease confirm whether CHS and Payment Infrastructure YES, CBS and Payment Infrastructire assessments
2| ek Ariieas e Section 3 Wt=Xan E:rsn PP IEER] L assesaments wil include thid-party vendor systems, and ff  fwill include third-party vendor systems. Bank will
i oo oordination support will be provided by the Bank. provide coordination support.
Plasase clarily the number of AP | partner mtegrations to be
FL] b Anneuure-§ Section 3 1.3 AP| & Partner Banking Assessment |reviewed and whether testing environments and credentials
will b shared. Diatails will be shared with selected bidder
PMease confirm the frequency and scope of OR drills to be
15 L Anneoure-8 Section 4 BLP & DR Assessment rieviwisd and whether observation during a Live drill is The frequency of DR Drill @ on half-yeasly basis.
|epertiod.
Yeu, chservation during a live drill is expected.
Please clarify whether Red Teaming / Breach and Attack The bidder as Lo review existing Red Teaming
26 &6 Anngiure-8 Section §.1- 5.5 Application Security, Thieat Modelling Blco o0 ons should be conducted as live controlled skercises or |and Breach & Attack Simulation (BAS) simulation
Red Teaming dacumentary  procss assessments only, aractices: no lve or controlicd attack exercises
are 1o be perfonmed
The bidder i L Lo réview the existl
Findly confirm if the Bank expects a tool-based threat throat d ﬂw__“tn:nﬁ to aisets alk nnn
Fa 113 Anmpuire-8 Section 5.5 Threat Modelling & Threat Hunting  |modelling exercise (e.g., STRIDE, DFD) of manual framewark iy i i b8 such as STRIDE and
FEviEW: CWASP, and identify any gaps or areas for
I imgravement in the current process.
Ploase indicate the HSMW and key management sclutions
28 &b Anneure-8 Section & Cevpograg _..ﬂ..mm Data nnEu__F-w_E_ deployed for review and whethor quantum-safe readiness &
e Himited o documentation review. |Details will be shared with sebected hidder
o The assessment will imvolve
Kimdly confirm if the assessment 15 expected t0 include palicy shve b i._nﬂk.n,_n 1o -.,M_E._......
9 &5 Annexgiee-§ Section B GRE ke Regulatory Assessment and framewark alignment workihaps with senior maragement, podicy and fr %, to validate un tanding
or purely document review and gather additional tnsights.
Please specily the number of ATa/PUWe cash recycless in
3 &6 Arneuune-§ Section § AT, PLM B Cash Management Siecurity (scope and wiether physical assessment or remate validation is
required. Detais will be shared with selected bidder
Please provide details on number of internet Banking, Mobdle
i , LBOC, and Degital Lend)
no| o Arievaure B section 10 Digital Ranking Channets 10.1 10,5 |aning (Retail/Corporate, CBIC, and Dy e

Deetails will be shaned with selected bid
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Anneae-10

Technical Evaluation Criteria

The Bidder has o provide purchase
arder cogy / reference Letter in thedr
mame from BFS1 sector ofganization /
Scheduled Comenercial Banks /
Gawernment Departments [ PSU
(nrganiration in india duly mentioning
thi assessment canmied out along with
Irvakos

requiest youl Lo modify the clause as ™ The Bidder his to provide
purchase order copy ¢ roforence Letter in their mame from BFS1
sector organtzation ¢ Scheduled Cominerclal Banks /
Goverimel Departments [ PSU arganization in Indls duly
menlioning the asiesment carried out”

Bidder to refer Carrigendum-1.
Bidder 1o comply with REP terms and conditions

Generic

HA

Arquest you ta kindly consicer the fallowing clausr during the
SLA S agreement stage 1 securtty testing & in scope!

The provisions of this Section apaly to Testing Services,
Testing Services inclikde scanning, penetration, intrusion
vesting or related analysis of the Client's information systems.
ar enterprise whether by wsing intruvive ar passive techniguess
and software tools. The Client horeby consents to EY
\peerforming the Testing Services and shall obiab all necessary
cansents of third party service providers ol the Client to such
 Testing Services, I the Testing Senvices will be perfonmed with
respect to any infarmation systems, applications or components
that are hostod by any third party such as an intermet service
provider or application service providers then the consent shatl
b #n the form separately provided by Y to the Client at the
Latier s request.

The Client understands that Testing Services may result in
dizruptions of and/or damage te the Client's or Lhird party's
nfarmation systems and the information and data contained
therein, including but nat limited to denial of accoss (oa
legitimate system user, aulomatic shut-down of information
systernd caused by intrusion detection softwarne or hardware, or
failure of the information system. The Client & soiely
responifle for understanding the testing steps that will be
performed as part of the Testing Services and o arranging
altemative means of cperation should such disrgtions or
faflures ocoyr and for all damage caused by the Testing

HA

Adinaure-B

H&

AP claises are self explanatony.
Ridder to comply with RFP terms and conditions.

Windly contirm i revalidation/retesting o be conducted . 0 yes
hewe many rounds e expecied

RFP clauses ane sell explanatory.
Bidder Lo comply with RIP terms and conditions.

Scope of Work

Application Security, Canliguration &
Threat Modelling Avsessment

Tatal Humber of weh and mobile applications n scope ¥

Details will be shared with selected bidder

Ha

Anncwire-

Scope of Wark

Application Security, Configuration i
Threat Modeiling Assesement

Total Humber of AP in scope T (Public and intermat)

Dietails will be shared with selected hidder

HA

Anngayre-§

Scape of Wark

Red Teaming

Do red teaming include physbcal red teaming ? 17 yes please
specify number of locations

Na — Red Teaniing in this engagement does nol
inclide phywical (live) red-teaming exercises

Anmure-§

Scope of Wark

Application Security, Configuration
Threat Modedling Assessment

Total number of assets in scope for tnfrastructure VAPT ¥

Anncxure-B

Scope of Work

Scope of Work

Deztails will be shared with setected bidder

As sncurity testing requires machines/ devices with specific
configurathons [Roated [ Jailbroken Divices) and operating
systems (Mall Linua}, kindly confirm which party will be
responsible for provisioning the necessary testing
infrastructure, including thi security testing warkstation|s] for
onsite activities

Bicder to comply with RFP terms and conditions.

_u.#_ Dartails Table

Bid End Date! Time

-

Bid Details Table

Request o extend ill 02nd Decemebier 2025, In order (o aisess
the: potential conflict of interest

Bedder to comply with RFF terms and conditions.

| T allowed Tor Technical
Clarificaticns

Resquesst for a Fndd round of dicuision owing 1o questions arising
ot of pre-hid discussion preferably 2151 Hovember 2075

|Bider ta comply with RFP 1erms and conditions.
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Phase 2 - point no. A, Application Security, Configuration and
Threat Modelling Assessment, Turther speciflied in 5.1.0 - has a
ipuint which & marked as TED,

Bidder 1o refer Corrigendum- 1 tisieed far Scope ol

pricing and limiting to maximum 7, 5% incase the issue s solely
on the Bidder, If mncase the delay is dee to obtaining the
redevant information from vendoer ¢ bank (mclsding staffy « the
samd* Is not applicable,

&h 14 |fection O Clause 1,3 Table contakning Phases ek M e
uRecommendations on usage of Indian proxy I's 1o connect to b e, tAbde Mo 5. 1.
Delvvery chamnels from blacklisted countries- TBD

—— Phase 7 - point no.8, bﬂn_ﬁwmn.:.wﬂ::.ﬂ._..lni._?n:_ athon and
Threat Modelling Assessment, further specified th 520 - e .
.

ks 14 Section C Clause 1.3 Table containing Phases e S tion. ity g Elartty iF the Details will be shared with selected bidder
bank hay any oxisting aulomation in place
Phi T W

b8 14 [Section © Clause 1.3 Table containing Phases ;a“nnn_..zﬂm:_ﬂa!u“ﬂ”_“_v“”n ”“H_..mmu_.__wnﬂem “Hsh."__”un_%-“a ”ﬁﬁﬁ%ﬂﬁnaﬂ“ﬂ?f Hhﬁ%ﬁq o

: Hows many ATh machines 1o be considered & similarly for o il ke

athers. (in Hine with S0W mentioned in page 730113)
Phase I - point no, 10, How many different type of D84 does the

L] 14 Soctian C Clause 1.3 Table contaiming Phases basnik have and instance count per application are available in | Details will be shared with sefecied bidder
PROD, (in line with SoW mentioned in page TS5&760133)
Phase 2 pimedines requested (o be moved 1o 09 months from the .w_“um_.ﬂnﬂsi____ wetth RP 1erins e Eonditlinik

70 14 [sectiont Clause 1.3 Table containing Phases date of accegtance of pirchase arder. [Subject 1o timely he praject b structured Into 3 phases, howeye
iport from hank and vendar) tidders have the option to implement all the

phases concurrently.

Phase 3 el ted © 1 f
ot of acceptance o porchase arr Sujec to ety | |1240 15 Comly withBEPtems and condivns.

n 14 [Section C Clause 1.3 Tabde containing Phases suppont from bank and vendor ). A this hay interdependecios hE Eu.__..n_nn.”_..:_.._n:"..::. : RED 3 _ui:u___ iy
atruss earlier phases with regards to SO / Weasite and vendor [ s H,gﬂ ¥ Mpladn. 4
assessments, { as mentioned in SoW 797133 & BOY133) it O

! 14 [Secthon C Clause 1.4 Assessment to be done on-promise On-premiss refers 1o Canara Bank HE) premises? Kindty conlirm [ Tes at Bangalore.
Regquest Lo revise The Umeframe of assessment owing to

73 14 [Secthon C Clause 1.8 Timed rame of RFP dependency with the bank and vendors. Alsy interdepdencies  |Bidder ta comply with RFF terms and conditions.
within the assessment.
proposed payment Ten
- T0% upon submitting the Enittal draft report for respective
phase

74 .

15 [Secton Clause 7 Payment terms e of He filiass Bader ta refer to Corrigendum-1
- 10% upon submission of final repoit
T Considering the otal number of vendors and nﬂvn:n.....ﬁ._ an

bath the verdor's peint of conlact and information from
relevant canara bank depariment, - Request 1o consider

T | W E17 |Section C Clause 3.1 e Clane 1.5 Penaltics ¢ Liquidated Damages fowering the peaalities. / L1 to.0. 4% of fhe per untl veador Biddes Lo comply with RFP terms and conditions.

e N
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 [uetinttion of satmfactory standards to be captured ﬁ-plrlol ]_
a3 3 Section F Clawse 11.4 Budder Performance engagement plan which is 1o be finalized after discussing with  |Bédder Lo refer Corrigendisn-1
this baivk comsidering the soope Bidder Lo comply with RFF terms and conditions
Time period i not specilied, Our understanding woudd & that, |Since the praject implementation is time bednd
- this would be discimsed as part of initial kick off and agrepment fin natue, Resouwrors replacement Lo be done
SE] R ECHRG e Coatkiing”  Jhile. it o koo wenild b obtained fram the Bank end on acceptabie time|with immediate effoct as and when prescried by
pericd Hank
Barik will hawe vender classilication and s there any
. Infurmation with regards ta Pl /591 data being hanidled by each
&7 . P
EH) Section G« General Conditions Clase 11.5 Bidder o ensure FIl G 50 ondoe? B g the Wit help us create il Bidder to comphy with REP terms and conditions,
wihilbe getoing infarmation.
. . Confidentiality past termination / Request to have a tmelime of 12 months from the completson of | Bidder to comply with RFF terms and conditions,
& 17 |Section G - General Conditions Clzume 11,6 briow compieteness of contract the engagement
Training Lo be provided (o identified spocs ol the bank oaly
9 : i
& | Section G - General Conditions Clause 13.9 Training and Handhalding i B subjhct. Bidder to refer to Corrigenduem- |
) . This is a general clawse. We would request ta limit 2 to'anly
i Ll Secrion G - General Conditions Clause 16 Hiring of Bank Stail oo baes who afe Being Bldder Lo comgly with RFP terms and conditions.
These needds clarily as (o whether the expectation is the
. ; ; primary place of evaluation and anabysis or is it pertaining :

1 40 |Section G+ General Conditions Clause 18.2 tLocation of procesing data e vendler 1s Locatad? {this will elty te city, Can Bidder to comaly with BFP terms and conditions,
. we mention it as india) . |
#2 41 Section G - General Conditions Clasise 20 & below Indermnity Reqquest i the Imit of the indemnity 1o this contract valus? Bidder Lo comaly with RFP terms and conditions,
91 47 |Section G- General Conditions Clase 21 Conflict of Interest mm:: ;ﬁfn"h“im“ nkicaed oo s kg Biclder to comaly with RFP terms and conditions.

Request 1o add certiTications that include 150 27001, 50 22301
and 150 1770
s | m ;‘"“‘L::;“’ s - e UEieRtion | b pnint 7 Professionals cortificate s Bidder to comaly with fFP terms and conditions.
n |Requisst you to reduce the (Win, 10 - CISA, 3 - CISSP, 3 - GSCF
should be in pool) |
Anneuure - T - Pre-Qualification Request if the turn over requirements be increased to Revenioe
9
i 57 Eriteria Suby paint 11 Turm Ower ciier MR %0 Croee for ench year, Bidder to comply with RFP terms and conditions.
an 54 Anngure - % - Technscal Eligibility Allow sirgle PO with multiple domain o separate PO for The bidder may submil a single Purchase Onder
Criteria different domain. corvering multiple domatns or separate Purchase
s N Qrders far individual domains, s applicable,
® Point of cortact Trom Canara Bark and designation
§7 104 [Appendis - F Appendix F Pre Contract Integrity Pact * Shauld il bie left blank or mentioned as per Gew document as | Details will be shared with selected bidder.
Hanumanthu Rac Vanne Yees 1L shiould be teft blank.
v Data Processing Terms and request Anneaure number 1o be changed - conflicts with Rid ;
9l 128 | Annesure -1 il Anmesue numbier : o Bitkder 1o refer Corrigendum-1
The Bidder abould have conducted at
least 30 out of 40 (Sub Domains to be
considered) Assessmants mentioned Wit kiridly reguist you Lo conslder assessments conducted in
; under the scope af work in Anncxeee 8, [Hon-BFS] sector organizations as part of the eligibility criterfa, f
95 56 Pre-m::;f::mirrtm 3 during the last three year as on the in addition 1o those from BFSI sector organization, Scheduled :hﬁﬁ :: ;:: E:;ﬂ‘ REP 1 ! aind ko
subsmission ol Bid in BFS weclor Commercial Banks, Governmonl Departments and PSU P :
ceganiration/ Schoduled Commercial — |organizations
Banks! Government Departments! F5U
oaganization in india.
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Annexure-10

The number of domain expert ar
certilied professisnals Tull time
sinployid by the bldder with valid
intemational accreditation like CGA,
CISSP, CISM, CHFL, CEH, OSCP, LCSP,

Wi kindly rogisest that the minimsm experience requirement of

Bidkder to refer Corrigemdum-1,

scale and the securtty tools implemented ta protect them,

104 A5 ! Annexure-10 CRISC. 3 wears post aqualification for professtonals be remaved from the
bl ookt (M. 10 - CI5A, 6 - CISSP, 3 - OSCP Technical Cvaluation Critera. s Socomply wtiv e My ang cadiens.
jwhould be in poot)
|Winimum cxperience of the
professional 's post gualification shoutd
be I years,
[rprrience in using Agentic Al for
Security Assessement:
I Thie bidder mist have prioe cxpetience
tn utilizing or demonstrating Agentic Al
capabilities in al least ooe informatjon
securily assessment within any BFSI We kindly reguest you to consider assessments condicied in
Anpexure-10 Biddesi 1o refer Codrigemdum-1,
w7 B& AnrEaure-10 sector ofganization! Schediled Maon-BFS sector arganizations as part of exporience in using ]
Tech | Evalua riteri idder to comply RFP terms condilion.
At Bvxition Critere Commercial Banks? Gaverment Agentic Al far Security Asissment, a4 oo i
Departments/ P5U organization in India.
(The Agentic Al salution should have
contributed ta improving automation,
accuracy, or anaiytical depth during the
assessment |,
For smooth comgpletion of project, the  [We understand that either one ar two representatives of the
g Bidder should identsfy ono or ﬁu_..&n._.mi 1o b placed onsite at Fengaluru as the primary
T0H Ho Seone of Work Addithonal Scope of Waik | Dweo of 18 representatives at Bengalury  jpoints of contact for the Bang, while all other propect redources |All the resources shall be stathoned on prem
e a3 primary paint of contact may ho planned to work remoledy Tor project execution. Kindly
for the Bank candirm il our understanding Is correct
Given the diverse nature of the asessment domains listed, we
intend 1o deplay subject matter experls (SMES| specialized In
The consultant should deploy the cach domain to ensure high-guality and effective assesiments,
resouroe Tor conducting the assessmen! {However, the availability ol all SMEs holding the specified
Annexure-8 with relevant Certifications as certificalions (Ci5A, CISSP, Cism, CHFY, CEH, OSCF, CCSP, £
1 Wark terms ondit .
| Scrpe of Work Acdniony: Seape of mentioned in the Annesure - 2 (5L Mo, [CRISC) may be limited. Therefore, we request your PP L A YR R v o
) and hanang & minimum of 3 yedrs of  (conlirmation to allow the we of domain cxpert SMEs for
experience in conducting the ame, conducting assessments even if they da nol potsess all the
meentioned certifications. Kindly confirm i this approach &
acceplable,
| Mease provide the watal number of endpoints in scope,
Anriesu -8 . |Including ditails on the number of servers, databases, network ;
110 f % I
GA 5 o Fi I Infrastructure & Data Contre Seounty eirces, APIE. and i o et tocis curently Dhztails will be shared with selected bidder
“ deployed.
Annexure-8 Busiivess Continuity & Disaster Recovery [Kindly share the tatal number and physical locations af the . .
11
E Scape of Work “ Fpdtoiniais e iolsS byl s Details will be shared with selected bidder
Cansidering the contred points in the
Annesere-§ abapwe mentioned domains, the Ploase share the total number of applicatinns currently
nt = Scope of Work Comrings o thee Asmament assEsmint has W0 be conducted for all  |available scros the Bank's 1T sfedronment. [Praiis it be shared et sef b
— the applications of the Bark .
Annexure-§ Are ALTML madels or containerized platlonms clrently in use
113 A 5 of 15 &l ! ML R Container Socurity Assessment withon the Bank's infrastructure? i yes, please specify their Details will be shared with selocted bidder
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